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JUSTICE SUB-COMMITTEE ON POLICING 
 
RESPONSE TO REPORT ON POLICE SCOTLAND’S PROPOSAL TO 
INTRODUCE THE USE OF DIGITAL DEVICE TRIAGE SYSTEMS (CYBER 
KIOSKS) 
 
WRITTEN SUBMISSION FROM POLICE SCOTLAND 
 
I refer to the above and the invitation to Police Scotland to give evidence to the 
Justice Sub-Committee on Policing on Thursday 9th May 2019.  This follows 
publication of the ‘Report on Police Scotland’s Proposal to Introduce the Use of 
Digital Device Triage Systems (Cyber Kiosks)’ by the Justice Sub-Committee on 
Policing on 8th April.  We welcome the Report and the rigorous scrutiny of the 
process by the Justice Sub-Committee which has added significant value to the 
development of Police Scotland's assurance and governance processes for the use 
of this necessary equipment.  
 

As you will be aware, on behalf of Police Scotland, I will attend the evidence session 
on 9th May accompanied by Assistant Chief Constable Steve Johnson.  In advance 
of the evidence session, I have prepared a written submission which I enclose, along 
with this correspondence, for the information of the Committee.  I write this letter to 
offer some additional context which I hope will be helpful.     
 
On Wednesday 8th May, ACC Johnson will attend a meeting of the Scottish Police 
Authority Strategy, Policy and Performance (SPP) Committee to present a report on 
Digital Triage Devices (Cyber Kiosks). I can also confirm that we are now in receipt 
of Senior Counsel Opinion which will be considered at the same Committee meeting.  
The matter will also be considered at the SPA Board on 22nd May. 
 
In advance of the SPP Committee meeting, the Police Scotland report and Senior 
Counsel Opinion will be submitted to the Scottish Police Authority, with papers being 
published on their website prior to the meeting in the normal fashion.   
 
After the information has been provided to SPP Committee members and in advance 
of the evidence session on 9th May, Police Scotland will provide the Justice Sub-
Committee on Policing with copies of our report to the Scottish Police Authority on 
Digital Triage Devices (Cyber Kiosks) and Senior Counsel Opinion.  As I am sure 
you will understand, it is appropriate to place this material in front of the Scottish 
Police Authority, as the statutory accountability body for policing in Scotland, in the 
first instance.   We are of course very conscious of the need to provide information to 
enable the Justice Sub-Committee on Policing to discharge its important function as 
a parliamentary sub-committee, and will do this at the earliest opportunity.    
 
Police Scotland will provide the Justice Sub-Committee on Policing with a more 
detailed response to the ‘Report on Police Scotland’s Proposal to Introduce the Use 
of Digital Device Triage Systems (Cyber Kiosks)’, after we have had the opportunity 
to discuss further with the Scottish Police Authority.  
 
DCC Will Kerr 

Local Policing  
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Introduction 
 
As outlined in the letter dated 2nd May 2019 from Deputy Chief Constable Will Kerr to 
Mr John Finnie, Convener of the Justice Sub-Committee on Policing, this written 
submission will be supplemented by information contained in a report which will be 
submitted to the Scottish Police Authority Strategy, Policy and Performance (SPP) 
Committee for consideration on 8th May 2019.  After the information has been 
provided to SPP Committee members and in advance of the evidence session on 9th 
May, a copy of that report, along with Senior Counsel Opinion received in respect of 
Digital Device Triage Systems, will be provided to the Justice Sub-Committee on 
Policing.     
 
In addition, Police Scotland will provide a more detailed response to the Justice Sub-
Committee on Policing ‘Report on Police Scotland’s Proposal to Introduce the Use of 
Digital Device Triage Systems (Cyber Kiosks)’ after further discussion with the 
Scottish Police Authority.  
 
Background 
 
Recognising that societal and technological changes have resulted in a considerable 
increase in the population who lead significant aspects of their life online, Police 
Scotland must provide an effective policing service to tackle cybercrime and the 
threat it poses to the communities of Scotland.  
 
Despite significant modernisation and remodelling by Police Scotland, increased 
demand coupled with the capability and complexity of devices has led to backlogs 
within Digital Forensic Hubs.  This exponential increase in demand means that digital 
triage capability (Cyber Kiosks) is now a basic front line requirement to ensure 
effective service delivery.  Police Scotland’s proposed use of Cyber Kiosks is to 
provide a triage capability in respect of mobile phones and tablets and will check 
device contents only, with no storage or retention of data from the device. 
 
Cyber Kiosks will establish relevance of devices to investigations at an earlier stage, 
allowing prioritisation decisions to be made and the return of devices with no 
relevance to the investigation to owners, and offer capacity gains to improve service 
delivery.   
 
Engagement and Consultation 
 
Police Scotland established an External Reference Group and Stakeholder 
Reference Group which proved critical in our development of assessments, policy, 
practice, procedure and training, all of which underpin Cyber Kiosk use by Police 
Scotland.  Support was also received from the Police Scotland National Independent 
Strategic Advisory Group. 
 
As a result of this engagement and consultation, Police Scotland has developed a 
comprehensive suite of supporting documentation including a draft Data Protection 
Impact Assessment and an Equality and Human Rights Impact Assessment, as well 
as a public commitment on how we will conduct examinations.  These documents 
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consider data privacy, human rights and legality concerns, and outline mitigation 
actions to address these. 
 
Scottish Parliament Justice Sub-Committee on Policing 
 
Police Scotland has contributed oral and written submissions throughout the Justice 
Sub-Committee considerations in respect of Cyber Kiosks.  We welcome the ‘Report 
on Police Scotland’s Proposal to Introduce the Use of Digital Device Triage Systems 
(Cyber Kiosks)’, which confirms the need to progress policing into the digital age in 
an appropriate manner to maximise public safety.  The key themes and evaluations 
for Police Scotland in the Report relate to Kiosk Trials; Oversight and Governance; 
Finance / Procurement; Engagement and Consultation; and Legal Basis for Use.   
 
We are satisfied that we have addressed matters arising, as outlined in the Interim 
Evaluation Feedback Report provided at the conclusion of this submission, and will 
provide a copy of Senior Counsel Opinion relating to the legal basis for use.  In 
advance of that provision, it is worth setting on record that having received 
unambiguous clarity from both COPFS and independent Senior Counsel on the legal 
basis for their use, Police Scotland is entirely satisfied that the use of Cyber Kiosks is 
lawful and that we have developed robust policy, practice and procedure, 
underpinned by the values of the Service, to ensure we protect the citizens of 
Scotland in the digital age.  
 
As stated in the introduction, a more detailed response to the Report on Police 
Scotland’s Proposal to Introduce the Use of Digital Device Triage Systems (Cyber 
Kiosks) will be provided to the Justice Sub-Committee on Policing after further 
discussion with the Scottish Police Authority. 
 
Conclusion 
 
Police Scotland will report on Cyber Kiosks to the Scottish Police Authority SPP 
Committee on 8th May 2019 and provide evidence to the Justice Sub-Committee on 
Policing on 9th May 2019.    
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Interim Evaluation Feedback Report 

 
COMMITTEE 

PARAGRAPH  

REFERENCE 
JSC EVALUATION CONTENT PSoS RESPONSE 

43. The Sub-Committee is concerned to learn that 

Police Scotland undertook trials of using cyber 

kiosks to search the mobile phones of suspects, 

witnesses and victims of crimes in Edinburgh (E 

Division) and Stirling (J Division) without 

undertaking the required governance, scrutiny 

and impact assessments. Those members of the 

public whose phones were seized and searched 

were not made aware that their phones were to 

be searched using cyber kiosks as part of a trial, 

or the implications, and were not provided with 

the option of giving their consent. 

In relation to Sub-committee evaluations at page 

9, paragraph 43 and 44, it is important to provide 

formal recognition that the trials conducted with 

regard to Kiosks fell below the standard that 

would be expected of the Service. Police Scotland 

acknowledges that as an organisation such trials 

and pilots should have been better conducted in 

terms of management, governance, data 

collection and the required assessments and this 

is a matter which has been taken on board 

throughout the organisation.   

44. Cyber kiosks are able to access personal and 

private data including data protected by 

passwords, and to copy large quantities of data. 

The Sub- Committee is concerned that this 

technology was used on a trial basis without 

any human rights, equality or community 

impact assessments, data protection or security 

assessments, and in the absence of any public 

information campaign. The decision to purchase 

41 cyber kiosks seems to have been taken 

without any analysis of the outcomes of the two 

trials by the Scottish Police Authority. 

As per Above  

45. The Sub-Committee fully supports Police 

Scotland’s ambition to transform to effectively 

tackle digital crime. However, prior to the 

introduction of any new technology to be used 

for policing purposes, an assessment of both 

the benefits and the risks should have been 

carried out. It appears that, in relation to the 

introduction of cyber kiosks, only the benefits 

were presented by Police Scotland to the SPA, 

with the known risks identified in 

the Police and Crime Commissioner for North 

Yorkshire’s report, and any issues raised in 

feedback from those within J Division, not 

provided. The Scottish Police Authority, for its 

part, seems to have accepted the information 

 As per Above 
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provided with very little critical assessment. 

46. This lack of effective scrutiny puts the 

reputation of the police service, and the rights 

of the public, at risk. It has also led to the 

investment of over half a million pounds in 

technology that, at present, Police Scotland is 

unable to use. 

As per Above 

 
COMMITTEE 

PARAGRAPH  

REFERENCE 
JSC EVALUATION CONTENT PSoS RESPONSE 

75. The Sub-Committee questions the rationale for 

commencing training of police officers in the 

use cyber kiosks prior to the question of the 

legal basis of their use being determined and 

the necessary equalities and human rights and 

data protection impact assessments being 

finalised. The timing of any training for officers 

seems to have prejudged the outcome of any 

such assessments, which had not been 

completed by that point in 

time. 

Police Scotland has maintained a confidence in an 

existing legal basis now confirmed by Senior 

Counsel Opinion. 

 

It is important to signify the stage at which the 

Impact Assessments are at and again refer to the 

support provided by External Reference and 

Stakeholder Groups regarding the suitability of 

those assessments to support training, a decision 

made in recognition that the legal basis 

supporting use was at the time under continued 

consideration.  

 

The training and engagement of the Kiosk 

operators will not terminate at the point of 

qualification. Mechanisms are in place to ensure 

ongoing communication and review of Kiosk use 

post implementation which includes the ability to 

provide any updates to guidance or processes 

should the need arise. Any such need identified 

as a result of changes to guidance or the 

assessments at the conclusion of the 

considerations surrounding the legal basis can be 

shared with these officers prior to Kiosk 

implementation.  

 

The logistical challenge of training is considerable 

and has taken seven months. It was felt prudent 

in light of the aforementioned approval to 

continue with the training to ensure resources 

were in place should equipment use be 
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authorised. 

76. The Sub-Committee asks Police Scotland to 

provide details of the results of its evaluation of 

the training provided to officers to operate 

cyber kiosks. 

The full evaluation to be carried out at the 

conclusion of training is yet to be undertaken 

(training scheduled to finish on May 9 2019) 

however activity is underway to ensure this is in 

place. In December 2018, Post Phase 1 Evaluation 

was undertaken, the findings of which were 

presented to the External Reference and 

Stakeholder Groups in January 2019. 

 

COMMITTEE 

PARAGRAPH  

REFERENCE 
JSC EVALUATION CONTENT PSoS RESPONSE 

77. The Sub-Committee asks Police Scotland to 

confirm whether training provided to police 

officers for the use of cyber kiosks is to be on-

going, and updated to include human rights, 

data protection and security requirements. 

Human rights, data protection and security 

requirements have formed part of Kiosk operator 

training from the outset. In addition to the 

training package provided by Cellebrite, Police 

Scotland designed and delivered an additional 

Module of the course (Module 1), delivered to all 

trained officers which provided guidance on the 

Human Rights and Data protection implications of 

device examination. This module was designed 

using the feedback provided by contributors 

during compilation of the respective Human 

Rights and Data Protection Impact Assessments 

which were ratified by the Stakeholder and 

External Reference Groups on 30 October 2018 

as sufficiently advanced to support training which 

commenced in November 2018. 

87. As the contract award notice included known 

capital and revenue costs, which combined 

were above the £500,000 threshold of Police 

Scotland’s authority, the Sub-Committee would 

have expected the SPA to consider this 

expenditure prior to publishing the contract. 

The SPA’s Scheme of Delegation provides that 

tenders and contract awards for goods and 

services of up to £500,000 can be authorised by 

Police Scotland, Head of Procurement, without a 

requirement for additional authorisation by the 

Chief Executive Officer of the SPA. In the case of 

the Kiosks this procurement was funded by 

allocated capital funds, under £500,000, 

therefore the contract award of £370,684 (exc 

VAT) or £444,821 (inc VAT) could be authorised 

by Police Scotland, Head of Procurement, in 

accordance with SPA Scheme of Delegation. 

Police Scotland acknowledge the direction from 

SPA around this matter.  
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95. The Sub-Committee welcomes Police Scotland’s 

establishment of the stakeholders’ group and 

the external reference group to consult on its 

proposal to use cyber kiosks. 

Police Scotland welcomes the evaluation by the 

Sub-Committee in relation to its support for the 

implementation and continued engagement of 

Police Scotland with the Stakeholder and External 

Reference groups outlined in Paragraphs 95 and 

96. We take this opportunity to thank members 

for their valued contributions to this issue and 

assure both groups and the Justice Sub-

Committee that their investment has provided 

the Service with direction and a framework for 

the implementation of new technology and 

associated policies within Police Scotland in 

future, allowing our decisions to be better 

informed. 

 
COMMITTEE 

PARAGRAPH  

REFERENCE 
JSC EVALUATION CONTENT PSoS RESPONSE 

96. The Sub-Committee views consultation with 

relevant stakeholders prior to the 

implementation of new policing policies or 

technology as best practice. It is essential for 

public confidence that Police Scotland 

demonstrates that it has given due 

consideration to the views of the stakeholders’ 

group and the external reference group on its 

proposed introduction of the use of cyber 

kiosks. 

As above 

143. The Sub-Committee is still not reassured that 

the legal framework being relied upon by Police 

Scotland for the use of cyber kiosks is suitably 

robust or provides the necessary safeguards for 

members of the public. Any process must be 

mindful to protect the integrity and robustness 

of the investigation and prosecution service. 

Police Scotland remains confident a legal basis for 

Kiosk use. On 29 April 2019 Opinion of Senior 

Counsel was received on the legality of Digital 

Device Triage Systems (Cyber Kiosks). The 

principal conclusion states; ‘‘there is lawful basis 

for the use of cyber kiosks’’ 

144. The Sub-Committee recognises the importance 

of public confidence in policing and policing by 

consent. There is, therefore, an urgent need for 

clarity and public reassurance before this new 

technology can be introduced. 

The Service has recognised the requirement for 
the enhancement of the means in which we 
capture device examination consent from victims 
and witnesses as is acknowledged by DCS Gerry 
McLean on page 18, paragraph 99. Police 
Scotland has commenced activity to design and 
implement a new Force Form to accurately and 
adequately capture the freely given, specific, 
informed, unambiguous and ongoing consent of 
victims and witnesses. Police Scotland is of a view 
that implementation of this would be essential to 
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any proposed roll out of Kiosks. 
145. The Sub-Committee believes that a legal 

framework is required which ‘keeps pace’ with 

technology. The Sub-Committee recommends 

that the Cabinet Secretary for Justice considers 

whether the current legal framework enables 

Police Scotland to seize and search digital 

devices, and considers the suggestions provided 

to the Sub-Committee to resolve the legality 

issue. 

Although this evaluation is not directed at Police 
Scotland it should be noted that the Independent 
Senior Legal Counsel received by Police Scotland 
on 29 April 2019 whilst clear and unambiguous 
that there is in Scots Law a legal basis for the use 
of Cyber Kiosks it is acknowledged that this 
matter might benefit from further detailed 
consideration. 

 

COMMITTEE 

PARAGRAPH  

REFERENCE 
JSC EVALUATION CONTENT PSoS RESPONSE 

148. The Sub-Committee asks the Scottish Police 

Authority to confirm its planned scrutiny of 

Police Scotland’s review of its use of digital 

device triage systems, including the proposal to 

consider extending their use to export and store 

data, and Police Scotland’s data security and 

retention policies and practices to support its 

proposed use of cyber kiosks. 

Although a question directed to the Scottish 

Police Authority it is perhaps of assistance to 

note that there is no current proposal to review 

the use of Kiosks with a view to extending their 

capability to anything other than triage. Any 

extension in use would be considered only when 

appropriate and after sufficient time and scrutiny 

regarding the current proposed usage had 

achieved the confidence required. This would 

involve the review and appropriate amendment 

of the associated training and documents 

including Human Rights and Data Protection 

Impact Assessments. 

149. The Sub-Committee do not believe that the 

cyber kiosks should be deployed by Police 

Scotland until equalities and human rights and 

data protection impact assessments are agreed 

by key stakeholders. 

Police Scotland now have unambiguous clarity 

from both COPFS and Independent Senior 

Counsel that the legal framework exists and there 

is a legal basis for use of the Kiosks by Police 

Scotland.  

150. The Sub-Committee do not believe that the 

cyber kiosks should be deployed by Police 

Scotland until clarity on the legal framework is 

established. 

As Above 

160. Similar legal concerns regarding Police 

Scotland’s digital forensic hubs were raised in 

evidence. This issue was not part of the remit of 

the Sub- Committee’s inquiry, but would merit 

consideration by the Cabinet Secretary for 

Justice. 

It is clear to Police Scotland that any 
determination taken with regard the use of 
Kiosks must be considered with regard to the 
implications on Digital Forensic Hubs. 

 


