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PURPOSE 
 

This Paper is presented to advise SPA Members on Police Scotland’s 
proposals for the roll out of Digital Triage Devices (Cyber Kiosks). 

 
The paper is presented in line with one of the below Scottish Police 

Authority Standing Orders Section 21 (G, H).  
 

The paper is submitted for Noting by Members. 
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1. BACKGROUND  

 
1.1 Police Scotland must provide an effective policing service to tackle 

cybercrime and the threats it poses to the communities of Scotland.  
It must continuously assess its organisational and technological 

responses to those threats. In a world where the greater proportion 
of the population possess some sort of digital device and lead an 

increasing proportion of their life online, Police Scotland cannot 
become overwhelmed by the sheer number and variety of such 

devices which might need to be closely examined in a range of 
situations, as this would undermine our ability to protect the public.  

 
1.2 Police Scotland has an ambition, on behalf of the citizens of 

Scotland, to be world class in how we consider and tackle 
cybercrime and how we mitigate the threats it poses to the 

communities of Scotland.  Despite significant modernisation and 
remodelling by Police Scotland, increases in the involvement of 

digital devices in investigations and the capability and complexity of 
them consequently leads to examination backlogs within Digital 

Forensic Units.  
 

1.3 Within the UK alone there are over 51 million Smartphone users, 
this number is growing every year.1 In 2017, Police Scotland 

reported that over 40,000 mobile devices were seized.  90% of 
those submitted for examination were Smartphones and formed a 

substantial part of the workload undertaken by Police Scotland’s 
Digital Forensic Units. Child Protection/Sexual Exploitation cases are 

among the crime types that are typically encountered.  
 

1.4 Police Scotland prioritises digital device examination but it is often 
very challenging to meet the various associated demands, for 

example: evidence for court cases, serious crime investigations, 
missing persons and all other incidents where such a device 

potentially holds evidence.  These exponential demands mean that a 
Digital Triage capability is now a basic front line capability 

requirement to ensure effective service delivery.  
 

1.5 Cyber Kiosks give front line officers the opportunity to be digitally 
equipped to progress enquiries more efficiently.  By virtue of how 

we now live, digital devices are part of everyday life and as such are 
a regular consideration in the progression and management of 

police incidents and investigations.  The ability to identify what is 

                                                           
1
 Statista, https://www.statista.com/statistics/553464/predicted-number-of-smartphone-users-in-the-united-

kingdom-uk/ 
 

https://www.statista.com/statistics/553464/predicted-number-of-smartphone-users-in-the-united-kingdom-uk/
https://www.statista.com/statistics/553464/predicted-number-of-smartphone-users-in-the-united-kingdom-uk/
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and is not evidence is invaluable in terms of service provision and 

keeping people safe.  
 

1.6 Cyber Kiosks are an existing and industry recognised means of 
providing such a capability and indeed they are already in use 

within several UK forces.  
 

1.7 Police Scotland’s proposed use of Cyber Kiosks is only to provide a 
triage capability. That is to say, to check the contents only, with no 

data storage or retention of data from the device. This means a 
specially trained individual will look at the data in a digital device 

via a Cyber Kiosk and assess if it contains information relevant to 
the Police investigation or incident. If it does, it will be submitted to 

one of Police Scotland’s Digital Forensic Units for a detailed 
evidential examination. Police Scotland will only use the Kiosk for 

mobile phones and tablets.  
  

1.8 The principal benefits deriving from Cyber Kiosks will include:-  
 

 Establishing the relevance of digital devices to investigations at a 

far earlier stage.  

 Enabling often complex investigations to be prioritised/expedited 

more efficiently.  

 Returning digital devices which are deemed not to be relevant to 

their owners without undue delay.  

 Requiring fewer digital devices to be submitted to Cybercrime 

Units for detailed forensic analysis.  

 Providing capacity gains which will enhance service delivery 

across communities.  

 

2. ENGAGEMENT & CONSULTATION  
 

2.1 Appropriate safeguards are key to public confidence in relation to 
kiosk use. As a consequence, and following concerns being raised,  

Police Scotland established an External Reference Group and a 
Stakeholder Reference Group.  The purpose of these groups is to 

help inform the development, the direction and the implementation 
of the Cyber Kiosks.  The ability to have this point of reference, 

challenge and external expertise has been critical in our 
development of assessments, policy, practice, procedure and 

training, all of which underpin Cyber Kiosk use in Police Scotland.  
Minutes of these meetings can be found on the Police Scotland 

Website.   
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2.2 We are grateful to members of both groups for their ongoing 

support and input.   
 

Stakeholder Reference Group Membership 
 

 Scottish Police Authority (SPA) 
 Her Majesty’s Inspectorate of Constabulary Scotland (HMICS) 

 SPA Forensic Services 
 Scottish Police Federation (SPF) 

 Staff Associations 
 Crown Office and Procurator Fiscals Service (COPFS) 

 Police Scotland Information Management 
 

External Reference Group 
 

 Open Rights Group 
 Scottish Human Rights Commission (SHRC) 

 Privacy International 
 Information Commissioner Office (ICO) 

 Scottish Institute for Policing Research 
 Academia  

 Mr Aamer Anwar 
 

2.3 In addition, we have been grateful for the support and input from 
the Police Scotland National Independent Strategic Advisory Group 

(NISAG) in their role as ‘critical friend’ to provide advice to Police 
Scotland on policies and processes. 

 
2.4 As a consequence of this active and ongoing engagement, Police 

Scotland has developed a comprehensive suite of documents in 
support of Cyber Kiosk use:- 

 
o Data Privacy Impact Assessment (DPIA)  

o Equality & Human Rights Impact Assessment (EqHRIA) 
o Cyber Kiosk Toolkit - for operatives 

o Examination Request Guidance Document 
o Digital Forensic Examination Principles – public 

commitment to how Police Scotland will conduct 
examinations 

o Consent Digital Forensic Examination – Victims & Witnesses 
o Process Map – From Cyber Kiosk to Hub (Digital Forensic 

Unit) 
o Public Information Leaflet 

o Public FAQs – Digital Evidence Examination 
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2.5 We anticipate submitting these to the respective Reference Groups 

for further consultation prior to our next meetings on 11 June 2019.   
 

2.6 DPIA Development - Police Scotland recognises that specific 
concerns have been raised by both group members and the wider 

public in relation to data privacy.  Mr. David Freeland, (ICO) is a 
valued member of the External Reference Group and has provided 

comment as we have developed our document suite, in particular, in 
relation to the DPIA.  

 
2.7 Police Scotland recognises the risk associated when accessing 

citizens’ data during the triage process. It is accepted that it will not 
be possible to remove all risk of collateral intrusion in digital device 

examination however, this can be minimised and mitigated. The 
draft DPIA now addresses same, outlining mitigations and 

associated risk scores. The Cyber Kiosks are used to ‘triage’ relevant 
data held on digital devices, not ‘extract everything wholesale’. 

 
2.8 A principle of data protection law is that the information that is 

obtained must be adequate, relevant and limited to the specific 
purpose. Police Scotland’s proposed use of Cyber Kiosks takes 

cognisance of this principle. They provide the capability for more 
focused triage, facilitating a more relevant, limited and specific 

review of data and potentially negate the need for download of 
digital devices. This significantly reduces the risk of collateral 

intrusion and may negate the requirement for submission to the 
Digital Forensic Hub for a more detailed examination.    

 
2.9 Equalities Implications - Matters raised by the Scottish 

Parliament Justice Sub-Committee on Policing pertaining to data 
privacy, human rights and legal basis have been considered and 

mitigated in the aforementioned DPIA, EqHRIA and wider document 
suite.  The Legal Opinion received from Senior Counsel indicates  

that all key ECHR Articles will be complied with.  
 

2.10 Victims, Witnesses and Consent – We are aware of recent media 
reporting regarding English Police Forces’ engagement with victims 

of sexual crime and in particular, obtaining access to digital devices.  
 

2.11 Unfortunate language has been used in many media reports 
referencing ‘digital stop search’ and ‘digital strip search’.  To be 

clear, there is no change in policy for Police Scotland. Triage of 
digital devices or indeed more detailed forensic examinations have 

and will only ever be undertaken in Police Scotland when there is a 
legal basis for the seizure and examination of that device, or where 

consent has been recorded.  
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3. SCOTTISH PARLIAMENT JUSTICE SUB-COMMITTEE ON 

POLICING 

 

3.1 The Sub-Committee began its consideration of Police Scotland’s 
proposed use of Digital Triage Devices in May 2018.  Various 

contributors, including Police Scotland, have provided oral and 
written submissions.   

 
3.2 On 8 April 2019, the Sub-Committee published “Report on Police 

Scotland’s proposal to introduce the use of digital device triage 

systems (cyber kiosks).” 
 

3.3 Police Scotland welcomes the Report, which confirms the need to 
progress policing into the digital age in an appropriate manner to 

maximise public safety. The key themes of the Report directed 
toward Police Scotland are in respect of Cyber Kiosk trials conducted 

in Edinburgh and Stirling, oversight, governance, finance, 
procurement, engagement, consultation and the legal basis for use 

of Cyber Kiosks. 
 

3.4 We are now satisfied that we have addressed all matters arising.  
Specific details in relation to this are attached at Appendix A – 

Police Scotland Interim Feedback Response to Justice Sub- 
Committee on Policing Report. 

 
3.5 Kiosks Trials in Edinburgh and Stirling – Police Scotland has 

previously acknowledged to the Sub-Committee that there were 
certain shortcomings in the trials conducted with regard to Cyber 

Kiosks. This has been taken on board throughout the organisation.   
 

 
3.6 Oversight & Governance – As previously indicated, Police 

Scotland has developed a suite of documents to support and 
articulate our policy, practice, procedure, and training in our 

proposed use of Cyber Kiosks.  
 

3.7 Finance/Procurement – Cellebrite has been used across Police 
Scotland’s command areas for a number of years as a forensic tool 

used by examiners.  In April 2018, 41 Cyber Kiosks and associated 
licence/support were purchased at a cost of £370,684 (excluding 

VAT).  We have made a significant investment in support of 
transforming the service and it is imperative that we introduce this 

capability. 
 

3.8 Engagement & Consultation – See Section 2 of this report. 
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3.9 Legal Basis for Use of Cyber Kiosks -  Both Police Scotland and 
COPFS have, from the outset, been confident about the existence of 

a proper basis in law for the proposed use of Cyber Kiosks. 
Nonetheless, it has also remained conscious that other views have 

been offered on the same issue.  
 

3.10 To offer reassurance, Police Scotland has sought and secured the 
Legal Opinion of leading Senior Counsel, Murdo MacLeod QC.  The 

Opinion is clear and unambiguous – there is a lawful basis for the 
use of Cyber Kiosks.  In the interests of public transparency and 

confidence, a copy of this Legal Opinion has been provided as an 
accompaniment to this report for publication on the Scottish Police 

Authority website.  The legal opinion will also be shared with 
members of the External and Stakeholder Reference Groups    

  
3.11 In addition, on 20 March 2019, Lindsay Miller, Deputy Crown Agent 

Serious Casework, COPFS, replied to the Convenor of the Sub-
Committee in response to a request regarding legal basis to; 

 
 “Please give your view on whether or not, at present, Police 

Scotland can legally use this new technology, or whether you 
consider that further consideration of this issue or further action is 

needed before these devices can be rolled out’’. 
 

3.12 The response supported the existence of a legal basis for use of the 
technology and considered existing practices and the role of 

Scottish Courts. 
 

’’The introduction of the Digital Device Triage Systems would not 
change the process Police Scotland Digital Forensic Hubs currently 

use to provide relevant evidence from a digital device to COPFS…it 
is perhaps of note that Police Scotland Digital Forensic Hubs 

currently examine thousands of digital devices every year, providing 
evidence to COPFS which is in turn presented at court, subject to 

legal scrutiny and is often crucial in securing convictions in all types 
of cases including the most serious and complex’’. 

 
3.13 The following was provided with specific reference to powers of 

examination;  
 

’’As was highlighted in my letter to Police Scotland dated 30 January 
2019 the Police do have powers of seizure and examination which 

apply irrespective of whether it is a digital device or any other item. 
Those powers are governed by legal provisions and principles. 

Where a digital device is seized by Police Scotland and examined 
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then the seizure and examination should comply with the provisions 

and principles outlined, failing which, any evidence secured will risk 
being ruled inadmissible by a Court based on it having been secured 

unfairly. That applies whichever process is used to examine the 
device, including the use of the Digital Device Triage System.” 

 
3.14 In conclusion, Police Scotland is entirely satisfied that the use of 

cyber kiosks is lawful and that we have developed robust policy, 
practice and procedure which underpins the values of the Service 

and how we seek to interact with and protect the citizens of 
Scotland.  

 
4. Next Steps  

 
4.1 There has been considerable attention in respect of Cyber Kiosks, 

including consideration by the Scottish Police Authority 
parliamentary scrutiny, and input from other interested parties.  

This has added significant value to the development of Police 
Scotland’s delivery considerations and response to the changing 

patterns of crime.  We will continue to consider the Justice Sub-
Committee’s Report and the recently received Legal Opinion while 

engaging in ongoing discussions with the Authority.   
 

In addition, the following actions/activities are ongoing:- 
 

 Training of 410 police officers (training completion anticipated 10 
May). 

 Suite of documents (as referenced in paragraph 2.4) to be 
finalised and provided for further consultation (document 

finalisation anticipated 21 May). 
 

 Training De-Brief to be completed (anticipated 28 June). 
 

 The Stakeholder and External Reference Groups will meet again 
on 11 June 2019 (anticipated final comment regarding the 

document suite to be gathered at this meeting and documents 
finalised for 28 June 2019). 

 
 

4.2 We are cognisant that the ICO is still considering UK Law 
Enforcement’s use of Digital Triage Devices and we understand that 

a related report will be published in the summer of 2019.  Active 
engagement with the ICO will continue, however as outlined 

previously, the existing law is clear and unambiguous, providing a 
lawful basis for use.   
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4.3 Police Scotland must ensure it remains at the forefront of victim 

support, service delivery and crucially, continues to support the 
administration of criminal justice. The provision of technological 

capability to meet demand and alleviate some of the pressures 
being placed on both front line officers and specialist teams is 

imperative. Failure to provide such capability seriously undermines 
our commitment to Keeping People Safe.   

 
4.4 Now that we have unambiguous clarity from both COPFS and 

independent Senior Counsel on the legal basis for their use, and 
subject to ongoing discussions with the Scottish Police Authority, in 

the interests of the safety of citizens in Scotland, our intention is to 
start the operational roll-out of Cyber Kiosks as soon as is 

practicably possible.  
 

5. FINANCIAL IMPLICATIONS 
 

5.1 As outlined above Section 3.7. 
 

6. PERSONNEL IMPLICATIONS 
 

6.1 Frontline officers trained in the use of the technology will be able to 
offer an improved level of service to our communities.  

 
7. LEGAL IMPLICATIONS 

 
7.1 Whilst we are confident that existing law supports our use of Cyber 

Kiosks, it is clear that this matter will rightfully remain a matter of 
public scrutiny.  The challenge remains for Police Scotland to ensure 

we are capable of investigating crime whilst balancing civil liberties 
and managing the need to Keep People Safe. 

 
7.2 Further detail - As outlined above Section 3.9-3.14.   

 
8. REPUTATIONAL IMPLICATIONS  

 
8.1 As a Service we require to be relevant in a digital age. This 

fundamental frontline triage capability is but one element of a 
significant technological transformation required to ensure we are 

efficient, effective and digitally capable.  Any continued compromise 
to service delivery is not acceptable to Police Scotland or the 

communities we serve.   
 

9. SOCIAL IMPLICATIONS 
 

9.1 As outlined at 4.3.  
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10. COMMUNITY IMPACT 
 

10.1 Police Scotland requires the appropriate and necessary capabilities 
to protect the citizens of Scotland – especially the most vulnerable.   

 
11. EQUALITIES IMPLICATIONS 

 
11.1 All aspects have been considered and mitigated in the 

aforementioned DPIA and EqHRIA. 
 

12. ENVIRONMENT IMPLICATIONS  
 

12.1 The ability of frontline officers to have ready access to triage 
capability has a positive impact environmentally as there is the 

opportunity to reduce the number of digital devices being submitted 
and transported to Digital Forensic Units located across the country.  

 
 

 
 

 
 

 
RECOMMENDATIONS 

 
Members are requested to:  

 
Note the information contained within this report. 
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Date: 3rd May 2019 

 

 
 
 
 
 
 
 
 
 
 

Mr John Finnie MSP 
Convener 
Justice Sub-Committee on Policing 
 
BY EMAIL 

 

 
 
 
 
 
 

 

 
 
 

Will Kerr OBE 
 
 

Deputy Chief Constable 
Local Policing 

Police Scotland Headquarters 
Tulliallan Castle 

Alloa 
FK10 4BE 

 

101 
DCC.LocalPolicing@scotland.pnn.police.uk 

Twitter: @DCCWillKerr 

 
 

 
 
Dear Convener 
 
DIGITAL DEVICE TRIAGE SYSTEMS 
 
In reference to the above and further to my letter and written submission to the 
Justice Sub-Committee on Policing provided on 2nd May, I enclose a copy of Police 
Scotland’s report on Digital Triage Devices (Cyber Kiosks) and a copy of the Senior 
Counsel Opinion, both of which have been submitted to the Scottish Police Authority 
in advance of their Strategy, Policy and Performance (SPP) Committee which meets 
on 8th May.  The documents will be published on the Scottish Police Authority 
website in advance of the SPP Committee and I anticipate this will take place later 
today.      
 
Paragraph 4.4 of our Report signposts the intention, now that we have unambiguous 
clarity on the legal basis for use, and subject to ongoing discussions with the 
Scottish Police Authority, to start the operational roll out of Cyber Kiosks as soon as 
is practicably possible.  This is an operational imperative to ensure that the Chief 
Constable is able to discharge his statutory obligation to keep the citizens of 
Scotland safe in the digital age.  Of course I will be happy to discuss this further in 
the evidence session with the Justice Sub-Committee on Policing on Thursday 9th 
May. 
 

mailto:DCC.LocalPolicing@scotland.pnn.police.uk
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I acknowledge the real value which has been added by the work of the Justice Sub-
Committee in respect of this matter and provide the Reports in advance of the 
evidence session on Thursday to ensure that members of the sub-committee are 
fully informed.   
 
May I request that the Report and Opinion provided are not published in advance of 
publication by the Scottish Police Authority.  
 
Yours sincerely 
 
 
DCC Will Kerr 
Local Policing 
Police Scotland 
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