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Date: 4 October 2018 
 
 
Your Ref:   
 
 
Our Ref:  
 
 
 
The Convener 
Justice Sub-Committee on Policing 
Scottish Parliament  
Edinburgh 
EH99 1SP 

 

   
 

Nicola Burnett 
Detective Superintendent 

Organised Crime & Counter Terrorism 
                                        Specialist Crime Division 

Scottish Crime Campus 
Craignethan Drive 

Gartcosh 
G69 8AE 

 
 
 
 

  
 

 
Dear Convener, 
 
Further to the appearance of DCS Gerry McLean at the Justice Sub-Committee on Policing on Thursday 
13 September, I am writing to provide the additional information you requested via the Clerks. 
 
 
Documentation to support Kiosk Use 
 
The Public Information Leaflet, Cyber Kiosk Toolkit and Principles of Use, The Data Protection Impact 
Assessment (DPIA) and EqHRIA are currently out for consultation to both the Cyber Kiosk Stakeholder 
Group, National Independent Strategic Advisory Group (NISAG) and Cyber Kiosk Reference Group as 
well as other internal stakeholders.  Closing date for returns is 28 September 2018.  Police Scotland will 
then undertake to finalise all 5 documents and secure Executive Sign Off by the end of October 2018.   
 
It may be helpful to note that DCS Gerry McLean and DSU Burnett are meeting with Diego Quiroz (Scottish 
Human Rights Commission) on Thursday 4 October 2018. The purpose of this meeting is to provide Mr 
Quiroz with a demonstration of the Cyber Kiosk.  Police Scotland welcomes the opportunity to work with 
SHRC  and other groups to develop a comprehensive EQHRIA that considers the rights of the citizen 
along with the impacting factors from law enforcement.  
 
The next Cyber Kiosk External Reference Group is due to meet on 30 October 2018 with a later date yet 
to be set for the Stakeholder group.  
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Audit & Governance 
 
 
As previously intimated to the Committee is the intention of PSOS to publish management information 
related to Cyber Kiosk namely:- 
 
• Number of examinations undertaken during quarter broken down by location (North/East and West) 
and accused/victim/witness status; 
• Quarterly summary of audit regime and issues identified for action (by location; East, West & North); 
• Quarterly summary of remedial action taken as consequence of audit regime, detailed in categories 

eg; equipment issues, data input or training,  
 
An agreement is in place for PSOS Audit and Assurance Team to conduct compliance assessments and 
to monitor and facilitate the effective implementation of the first line of audit and assurance activity provided 
by Cybercrime.     
 
 
Accreditation – ISO 17025 
 
Going forward Police Scotland are progressing the recruitment of a specialist Data and Quality Assurance 
Manager to support Cybercrime Digital Forensics.  This role will deliver a range of comprehensive 
management systems, standardised processes and continual improvement for Cybercrime Digital 
Forensics securing ISO 17025 accreditation. 
 
ISO 17025 is the main ISO standard used by testing and calibration laboratories.  Laboratories use ISO 
17025 to implement a quality system aimed at improving ability to consistently produce valid results. Since 
the standard is about competence, accreditation is simply formal recognition of a demonstration of that 
competence. A prerequisite for a laboratory to become accredited is to have a documented quality 
management system. 
 
Dr Gillian Tully, Forensics Regulator for England & Wales oversees the Forensic Science Regulator’s 
Codes of Practice and Conduct.  This is aligned with BS EN ISO/IEC 17025:2005 (ISO 17025) and 
specifies the requirement for a management system for forensic units providing forensic science services 
to demonstrate their ability to deliver consistently, products and services that meet the requirements of 
their customers in the Criminal Justice System.  The United Kingdom Accreditation Service (UKAS) assess 
forensic units against ISO 17025 utilising any relevant UKAS publications and the requirements of the 
Code of Practice.  The Code of Practice also incorporates any specific requirements determined by the 
Criminal Justice System in England and Wales. 
 
 The National Police Chief Council (NPCC) has agreed that all Police Forces in England and Wales who 
have a Digital Forensics Department adopt the standards and seek ISO17025 Accreditation.  Dr Tully is 
overseeing this process. It should be noted that Dr Tully has reported that colleagues in England & Wales 
have found reaching the standards difficult and costly and this is in some part impacted on Forces ability 
to achieve final accreditation.   
 
As the Committee are aware, Police Scotland provides Digital Forensic service delivery internally through 
work undertaken by the Cybercrime Unit.  Police Scotland currently operates the Cybercrime Unit at five 
geographical locations throughout the country with central senior management.  Police Scotland is 
represented on various UK Policing Boards where the issue of Digital Forensic standard and service 
improvement are actively discussed and reviewed.  
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In December 2017 Detective Chief Superintendent Gerry McLean wrote to Dr Tully seeking clarification 
as to the requirement for Police Scotland to achieve ISO 17025 accreditation.  Whilst Dr Tully confirmed 
that she had no ability to compel Police Scotland achieve such accreditation it was her view that Police 
Scotland should consider accreditation. DCS McLean welcomed this view and shares her ambition around 
delivering the highest standards for digital forensics in Scotland under the scrutiny and framework of 
ISO17025  
 
Police Scotland recognises the value of accreditation and when establishing the transformational 
Programme of work Cybercrime Capability Programme ensured that this Programme would consider 
specifically ISO 17025, and the value in creating the role for a Data and Quality Assurance Manager.  
 
Police Scotland has held informal meetings with colleagues from SPA Forensics to better understand and 
support our journey towards accreditation.  Also the Cybercrime Capability Programme has been working 
with the Leverhulme Institute in Dundee.  On the 24 and 25 May 2018 Leverhulme hosted and facilitated 
a Strategic Conversation of the Future of Digital Forensics.  This event brought together relevant parties 
from across the law enforcement, judicial and forensic specialists.  A report is being compiled which Police 
Scotland will consider.   
 
 
Training 
 
As previously reported Police Scotland Cybercrime teams have 10 members of staff trained and those 
individuals continue to refine and enhance the training package under consideration for digital triage 
delivery. The development of the document set and impact assessment is a key component required to 
finalise this training package but Police Scotland is well positioned to support the phased delivery of this 
capability. 
 
 
Timeline 
 
While recognising that we have set ourselves an ambitious timeline in which to deliver digital triage devices 
to frontline officers, Police Scotland remains committed to a successful roll out of cyber kiosks.  It is our 
intention to finalise documentation and training packages by end of October 2018 and commence training 
and roll out in November 2018.  In November/December we will conduct an internal review of this initial 
roll out and address any findings and recommendations prior to national rollout January-March 2019. 
 
 
Legal Framework 
 
In order to provide some independent assurance of the legal basis in which we rely upon our police powers 
to take, seize and examine digital devices, we writing to Crown Office (Crown Counsel) asking them to 
provide an assurance and considered view on the case law which supports the current position. On receipt 
of their response then we will be happy to share this position with the committee  
 
 
Seizure Examples 
 
The Sub-Committee has requested a number of examples and brief description of the circumstances in 
which mobile phones have been seized from an accused person, a suspect, and a witness.  This is 
currently being collated and will be forwarded separately in due course.  
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Data Retention Policy 
 
I can confirm the Police Scotland Data Protection SOP is freely available on the Police Scotland external 
website. It was published on 25 May 2018 and it is included at the end of this letter and can also be 
accessed via the link http://www.scotland.police.uk/assets/pdf/151934/184779/data-protection-sop 
 
 
If I can be of any further assistance please do not hesitate to contact me.   

 
  Yours sincerely 
 
 

 
 
  Nicola Burnett 
  Detective Superintendent 
  Organised Crime and Counter Terrorism 
 

http://www.scotland.police.uk/assets/pdf/151934/184779/data-protection-sop

