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Dear John Finnie, MSP 
 
Thank you for your letter received the 27 February regarding the legal basis of the 

police to use mobile phone browning (MPB) and extraction (MPE). In response to 

your question, the Commission is still not satisfied that the use of this technology by 

Police Scotland complies with the requirements of Article 8 of the European 

Convention on Human Rights (ECHR). This papers describes how MPB/E engages 

Article 8 of the ECHR and why the use of this technology would not be compliant 

with Article 8 in all cases described by the police.  

 

Article 8 Analysis  

 

Article 8 of the European Convention on Human Rights provides: 

 “8.1 Everyone has the right to respect for his private and family life, his 

home and his correspondence. 

8.2 There shall be no interference by a public authority with the exercise of 

this right except such as is in accordance with the law and is necessary in 

a democratic society in the interests of national security, public safety or the 

economic wellbeing of the country, for the prevention of disorder or crime, 

for the protection of health or morals, or for the protection of the rights and 

freedoms of others.” 

 

 Rights Protected 

Article 8 of the ECHR (and the Human Rights Act 1998) encompasses a wide range 

of issues, including respect for private and family life, home and correspondence. 

The nature and scope of the information likely to be obtained through MPB such as  

personal and sensitive data (photos and messages), special categories (data 

revealing ethnic origin, political and religious beliefs) and in some cases legal 

privilege and excluded material (in the course of any trade, business or profession) 
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means that the use of this technology will not only engage Article 8 but often amount 

to a very significant intrusion of this right.1  

The European Court of Human Rights (ECtHR) Court has consistently held that the 

concept of private life extends to aspects relating to personal identity, such as a 

person’s name or photo and the interaction of a person with others, even in a public 

context, which may fall within the scope of private life (Von Hannover vs Germany 

(no. 2), 2012). Article 8 covers personal information which individuals can 

legitimately expect should not be published without their consent (Axel Springer AG 

vs Germany, 2014). The ECtHR has also emphasised that the right to respect for 

“correspondence” within the meaning of Article 8(1) aims to protect the confidentiality 

of communications in a wide range of different situations regardless of the nature of 

the information contained therein (Niemetz vs Germany (1992) ECHR 13710/88). 

New technologies also come within the scope of Article 8, in particular electronic 

messages (Copland vs the UK, 2007). In S and Marper vs the UK, 2008 the ECtHR 

made clear that the storage and/or further use of information gathered by a state 

agency constitutes further, and discrete, interferences with privacy rights.  

The ECtHR has long established that the surveillance of communications and 

telephone conversations is covered by the notion of private life and correspondence 

under Article 8 (Halford vs the United Kingdom,1997; Weber and Saravia vs 

Germany, 2006). In the context of policing and surveillance the collection of private 

data by agents of the State, when systematically collected and stored in a file held by 

agents of the State, falls within the scope of “private life” for the purposes of Article 

8(1) (Peck vs UK, 2003) .  

So, depending on the nature of the information extracted, MPB and MPE may 

interfere with all three protected rights: [i] private and family life, [ii] home and [iii] 

correspondence. Here is important to emphasise the primary purpose of Article 8, 

which is to protect against arbitrary interference (Kroon and others vs Netherlands, 

1994).   

 

                                            
1 MPB (and MPE) may also engage other rights including the right to freedom of expression under 
Article 10 and the right to freedom of association and assembly under Article 11. 
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 Article 8 as a Qualified Right 

An interference with these rights can only be justified if the conditions set out in the 

second paragraph of Article 8 are satisfied. Consequently, if it is not to contravene 

Article 8, the interference must be “in accordance with the law”, pursue one or more 

“legitimate aims” and be “necessary in a democratic society” in order to achieve 

them.  

While Article 8 is a qualified right, which means that it can be limited in certain 

circumstances (Art 8 (2)), any limitation must balance the competing interests of an 

individual and of the community as a whole. The first requirement for lawfulness is 

that it must be in “accordance with the law”:  

This requirement entails three conditions to be satisfied:  

(i) the measure must have some basis in domestic law. From the information 

available, it appears that MPB/E will be used by Police Scotland in many different 

contexts and pursuant to a diffuse range of statutory and common law powers in 

which mobile devices are seized (or volunteered).  

A key issue on the legality is the apparent conflation of legal basis for the seizure of 

mobile devices and the use of the technology. For example, no distinction is drawn 

between the seizure of items (smart phones) and their examination. While in some 

circumstances the police are permitted to temporarily seize a person’s mobile phone 

who has been lawfully arrested and/or detained, the extension of this to its 

examination/extraction, regardless of the nature of the offence concerned, is 

problematic. This confers an extremely broad discretion on the police.  

The difference between seizing a phone and subjecting it to examination is profound 

due to the nature and potential content of the device. This question has been 

examined by both the US and Canada Supreme Courts. In Riley v California, 2014, 

the US Supreme Court unanimously held that the warrantless search and seizure of 

digital contents of a cell phone during an arrest was unconstitutional. In this case, 

Chief Justice Roberts provided a detailed analysis of why searching a cupboard or a 

wallet is different than a mobile phone: 

 “… Cell phones differ in both a quantitative and a qualitative sense from other 

 objects that might be kept on an arrestee’s person. The term “cell phone” is 



 
 

5 
 

 itself misleading shorthand; many of these devices are in fact minicomputers 

 that also happen to have the capacity to be used as a telephone.”  

There is a lack of bespoke domestic law governing this issue in Scotland and it will 

be essential the law keeps pace with technological developments in policing.  

It is also concerning that MPB/E is expected to be used not only in relation to 

persons considered “suspects”, but also victims and witnesses, which raises further 

questions about the legal basis of the use of the technology.. The domestic law 

should be particularly precise and must form part of a legislative framework affording 

sufficient legal certainty (Huvig v. France, 1990). The rules must be detailed as the 

technology available for use is continually becoming more sophisticated, as well as 

being clear, accessible and foreseeable. 

(ii) the domestic law must be clear, foreseeable and adequately accessible. In other 

words it must have a sufficient quality requiring it to be compatible with the rule of 

law. The law must be sufficiently clear in its terms to give everyone an indication as 

to the circumstances in which and the conditions on which public authorities are 

empowered to resort to such measures (Lavents vs Latvia, 2002). For example, it 

should indicate with sufficient clarity the scope and manner of exercise of the 

discretion conferred on the authorities in the relevant sphere as to ensure the 

minimum degree of protection for the individual (Shimovolos vs Russia, 2011).  Any 

form of interception of communications represent a serious interference with private 

life and correspondence and must accordingly be based on a law that is precise. In 

Kruslin vs France, 1990 the ECtHR ruled that ‘It is essential to have clear, detailed 

rules on the subject, especially as the technology available for use is continually 

becoming more sophisticated.’ Furthermore, it is for the public body using the 

technology to clearly indicate the statutory provision on which they based their legal 

power.  

With regard to foreseeability, the domestic law must be sufficiently foreseeable in its 

terms to give individuals an adequate indication as to the circumstances in which, 

and the conditions on which, the authorities are entitled to resort to measures 

affecting their Article 8 rights (Fernández Martínez vs Spain, 2014). Foreseeability 

need not be certain in this context, but individuals must been able to foresee to a 
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reasonable degree that they would be regarded as covered by the law. This also 

relates to the question of adequate accessibility.  

iii) there must be adequate and effective guarantees against abuse. Where domestic 

law allows interference, it must include safeguards to prevent abuses of power and 

arbitrariness by public authorities (Gillan and Quinton vs the UK, 2010). A State’s 

responsibility to protect private and family life often includes positive obligations that 

ensure adequate regard for Article 8 rights at the national level. 

This refers to both the rules and the decision making process in which the 

browsing/extraction is authorised and carried out, the type of offences which may 

give rise to the use of this technology and the categories of people liable to have 

their phones intercepted, the oversight mechanism, the rules of usage, access of 

third parties and procedures for preserving the integrity and confidentiality of data 

and, the procedures for its destruction (when extraction). The law must indicate the 

scope of any such discretion and the manner of its exercise with sufficient clarity to 

give the individual adequate protection against arbitrary interference (Roman 

Zakharov vs Russia, 2015). If there is any risk of arbitrariness in its implementation, 

the law will not be compatible with the lawfulness requirement (Bykov vs Russia, 

2009) 

The U.N. Special Rapporteur on the promotion and protection of the right to freedom 

of opinion and expression, Frank La Rue, has noted in this context that:  

 “[s]afeguards must be articulated in law relating to [inter alia] the…scope and 

duration of the possible measures.”2 

As abuses can occur, it is in principle desirable to entrust supervisory control to a 

judicial authority as it offers the best guarantees of independence, impartiality and a 

proper procedure. The supervisory body should have the necessary powers to 

perform effectively and continuously this role (Kennedy vs the United Kingdom, 

2010). It is now firmly established in EU law (Joined Cases C-203/15 and C-698/15 

Secretary of State for the Home Department v Watson) and Strasburg judgments 

(Big Brother Watch and Others vs UK ECtHR, 2018) that the retention of 

communications data needs to  be justified and targeted - a clear link between the 

                                            
2 Report on implications of States’ surveillance of communications on the exercise of the human rights 
to privacy and to freedom of opinion and expression,” A/HRC/23/40, 17 April 2013 
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retained data and serious crime, etc. and that bulk interception of communications 

require a consideration of the review mechanisms and remedies available. This is 

particularly the case as the police will be accessing sensitive information 

(communication data and content) via the cyberkiosks.  

There is a lack of consideration to these issues at the moment and no bespoke law 

or guidance discussing proportionality and procedural guarantees against 

arbitrariness.  

Finally, it is important to acknowledge that States enjoy a certain margin of 

appreciation in relation to Article 8 of the ECHR. However , this is not unlimited (X 

and Y vs Netherlands, 1985; Goodwin vs UK, 1996) and it can be reviewed by the 

ECtHR. 

 

 Conclusion 
 
In sum, the legal framework underpinning the use of the this technology appears to 

be a combination common law and statutory powers that makes provision for 

seizure, and statutory offences that make no provision for extraction/search. This 

imprecision is not only concerning but does not comply with the requirement of 

lawfulness (clarity, foreseeability and adequate safeguards) where intimate and 

sensitive personal information could be examined by the police.  

  
While the legality is fact dependent, it is reasonably foreseeable that there could be 

instances where the measure in question is not “in accordance with the law”. This is 

likely to be the case where it is deployed outside the context of judicial warrants. We 

will not examine the other two requirements of lawfulness (whether the interference 

in question pursues a “legitimate aim” or is “necessary in a democratic society”. 

However, it is vital that the Scottish Parliament is satisfied that the interference with 

Article 8 is both in pursuance of “legitimate aim” and “necessary in a democratic 

society. 

 

As we have suggested before, the Commission recommended the Scottish 

Parliament and Government to consider a broader analysis of this area of law (digital 

forensics) and if appropriate to enact new legislation. There is a need for statutory 

guidance and/or a code of conduct for digital forensics that integrate Article 8 
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requirements - for all possible cases where the police use this technique. We also 

favour the requirement of a judicial warrant for any search of mobile phones (and 

digital media), unless it is explicitly and clearly defined by law. 

 
We are sending this correspondence to Police Scotland and ICO for their 

information. 

 

The Commission would welcome the opportunity to discuss this issue further with 

you if you wish.  

 
Scottish Human Rights Commission  


