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Note: Government Protective Marking Scheme 

The handling code restricts access to the document which is intended for the Police 

Scotland Executive members and the Head of Professional Standards only. Approval 

of the author, or Chief Constable Gormley, is required before consideration is given 

to any wider dissemination.    



OFFICIAL (SENSITIVE) 
                     

4 
OFFICIAL (SENSITIVE) 

 

Chapter One - Introduction 
 
This report has been compiled, as can be seen from the ‘terms of reference’ below, 

as result of Police Scotland receiving formal police complaints from four complainants, 

two serving, and two retired, Police Scotland officers. 

Further, Police Scotland recognised that the Investigatory Powers Tribunal, held in the 

summer of 2016, had ‘declared’ that an ‘independent investigation’ was required into 

related matters, and, that the force, as the ‘Respondent’, had provided that 

undertaking that the force would ‘provide a reasoned decision on the determination of 

the investigation’ as a result. Reference is provided at page 17 given the important 

‘driver’ contained within. 

Recognising the need for such transparency a requirement existed to hold a full 

‘independent investigation’ into the circumstances surrounding the complaints. As a 

result Durham Constabulary were asked undertake relevant enquiries.       

The report results from a murder which occurred in Glasgow in 2005, the events which 
followed and the progression of the police response. 
 
Following the ‘ten year anniversary’, of what many described as an unresolved murder 
enquiry, a series of press articles entitled ‘The Forgotten Suspect’ were published in 
the Sunday Mail. 
 
The complaints which have ensued largely focus upon Police Scotland’s response to 
those articles and subsequent actions taken. 
 
Given the breadth of this enquiry, both in terms of time and complexity, the events are 
more conducive to highlighting and commenting upon the chronological order of 
events rather than limiting comment to the parameters set as defined within the terms 
of reference.  
 
In doing so the report, although meeting the terms of reference set, provides for a 
wider and more detailed account. It is hoped the result allows for greater 
understanding, assessment of events, and, determination of culpability on behalf of 
the Officers identified.   
 
The enquiry  

The Durham enquiry at its heart is, effectively, a complaint resolution process – 

centring upon Police Scotland unlawfully obtaining Telecommunications Data during 

a criminal investigation into serving or retired officers of Police Scotland. It is essential 

however that the work undertaken respects the undertaking given by Police Scotland 

to the Investigatory Powers Tribunal in July and August 2016 that will bring ‘reasoned 

decisions on the determination of the investigation’ referred to the Chief Constable of 

Durham Constabulary. 

It is important to point out that the complainants are as much dissatisfied as to the 

activity of Police Scotland representatives leading up to the RIPA applications being 

authorised as they are the activities of staff, post authorisation. 
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As stated this enquiry revolves around a newspaper article in the Scottish Sunday Mail 

dated 5th April 2015. The content of the article relates to a murder some ten years 

earlier of a Glasgow woman Emma Caldwell. The article contained detailed 

information about this murder and the subsequent investigation by the then 

Strathclyde Police Force. In response Police Scotland who were clearly concerned 

that this detailed information may have been leaked by serving or retired police 

officers, began an investigation to find possible suspects.  

The Counter Corruption Unit (CCU) led investigation involved the obtaining of 

Communications Data from two retired and two serving Police Scotland officers. The 

investigation was undertaken by the CCU and so by-passed the Central Investigation 

Unit managed by .  

The applications recorded the fact that that , an ex-police 
officer, was known to be conducting a private enquiry into the unsolved murders of 
prostitutes in the Glasgow area as research for a forthcoming book of which he was 
to be the author.  
 
As detailed below the chronology that follows suggests that, on 15th June 2015, Police 

Scotland were subject to the yearly Interception of Communications Commissioners 

Office (IoCCO) inspection. This resulted in the identification of five Regulation of 

Investigation Powers Act (RIPA) applications for Communications Data (CD) 

commencing on 16th April 2015 which were contrary to the Code of Practice in that 

they related to the obtaining of journalistic material. The inspection also identified that 

two of the applications were self-authorised by the  

, in  role as a ‘designated person’. The three other applications were authorised 

by .  was made aware 

of these breaches on 16th June 2015 by  an IoCCO inspector. 

A sequence of events then followed where the CCU and Police Scotland were 

subjected to a number of internal and external investigations surrounding the conduct 

of its staff and the use of RIPA with a particular focus being upon the obtaining of the 

‘journalistic material’ in this case. 

The IoCCO report concluded that: 
  
“The clear purpose of these applications was to determine either a journalist source 
or the communications of those suspected to have been acting as intermediaries 
between a journalist and a suspected source. This purpose was clear on the face of 
the applications.”  
 
The report records that the applications led to the acquisition of nine subscriber data 
sets and thirty two days of communications traffic data. The data was reviewed and 
considered during the CCU investigation, yet no direct action followed. 
 
The IoCCO report also identified a substantial number of areas in which the 
applications failed to comply with RIPA and the Code, but of course, the failure to 
comply with the ‘judicial authorisation’ provision of the new Code appeared most 
significant. 
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It was IoCCO’s clear view that the two articles published in the Sunday Mail contained 

matters of significant public interest reporting an alleged deficiency in a murder 

investigation. And, further, that this made the violation of Article 10 European 

Convention of Human Rights (ECHR) by Police Scotland evermore serious. 

Sir Stanley Burnton described that he was “very concerned”….. 

 ‘…that there has there been a failure (sic) by a person within a relevant public 
authority exercising or complying with powers and duties under 
RIPA?....Judicial approval was not obtained’  

 ‘………In almost every respect they were (the RIPA applications) deficient and 
as a consequence they did not sufficiently satisfy the requirements of necessity 
and proportionality’  

 ‘The purpose was clear on the face of the applications and should have been 
identified and explored…..’  

 ‘Noting the deficiencies I have identified in the applications made by Police 
Scotland I believe that it is unlikely that judicial approval would have been 
granted for acquisition of the data obtained in this case’. 

 

IoCCO felt it was significant that  had been given ‘clear and accurate 

advice’. In addition they were clearly concerned that the officer did not seek, or follow 

up upon, the expert advice which was clear and on face value should have been 

explored. 

After receiving notification from IoCCO, the complainants brought proceedings before 
the Investigatory Powers Tribunal (IPT). Police Scotland speedily conceded that it had 
acted unlawfully and formally stated that it would not resist the complainants’ claims 
within the IPT process.  
 
The IPT hearing was held in Edinburgh on the 22nd July 2016. The hearing was 
defined as a ‘remedy hearing’. 
 
At the ensuing IPT Judgement Hearing, held on the 8th August 2016, the following 

remarks were made (D7 refers):- 

The President: “It might be thought that the more important question is that there 

should be a body which is there to discipline, which we cannot do, those who are 

responsible for the unlawfulness. That is very important”. 

Sir Richard McLaughlin: “… that is the remedy if, after the proper investigation by a 

proper body, properly constituted, behaving in good faith, the answer is “there is 

nothing in the complaint, then that is it that is the remedy”. 

Sir Richard McLaughlin: “We do think this is serious, and it is serious because of how 

it happened and what you understandably call a cover up”. 

The President: “Yes, and as Sir Richard said, It is a very serious matter that the police 

have behaved unlawfully and so concede………. 

……but we are not talking about observations. We are not saying “it would be jolly 

nice if” or anything of that kind. We would be saying, if we said Mr Sanderson’s 
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submissions about  effective remedy were at least successful to the extent that we 

needed to be persuaded that the alternative remedy that was being proposed was 

effective and that it would seem that, without our direction, it might not be effective…..” 

Mr Justice Burton states ...’but in any event the complainants, who are not content 

with the limited conclusion by IoCCO are not prevented from pursuing their complaints 

e.g. within the Police Scotland complaints system to which we shall refer below’ 

(Paragraph 27, ii)      

Further, Mr Justice Burton stated at paragraph 27 (iii)…. ‘the report suggests no further 
examination by the tribunal is required. Our conclusion is that the respondent acted 
unlawfully and in breach of the code: and the respondent is a public body liable for the 
acts and omissions of its officers’. 
 
At paragraph 28 Mr Justice Burton said that he was not persuaded to direct Police 

Investigation and Review Commission (PIRC) but that PIRC had an outstanding 

express power which they could exercise at their own discretion “where the 

commissioner considers that it would be in the public’s interest to do so…. And carry 

out an investigation because this tribunal thinks she ought to’.  

At paragraph 29 and 30 Mr Justice Burton suggests the ‘independent investigation’ 

is, in itself, the ‘effective remedy’, stating:  

‘The tribunal is however satisfied that there are powers that we have pursuing 

to section 67 (7) which can facilitate an effective remedy in relation to the 

carrying out of an enquiry by the body which does have a further role to play in 

relation to conduct by the respondent which we have found to be unlawful. Mr 

Johnson has agreed to undertake (because his instructions are that it would 

occur anyway) on behalf of the respondent that there will be a reasoned decision 

from Police Scotland on the determination of the investigation’.  

 ‘It was clear to the tribunal that it was not sufficient simply to rely on the concession 

by the respondent, but that it was necessary for there to be, over and above the history 

we have set out above, a stratum of facts. (Paragraph 20) 

It is worthy of note that the investigative team understand that in order for the IPT, to 

meet their statutory obligations, the tribunal need to oversee an “effective remedy” 

Of further note, within the Her Majesty’s Inspectorate of Constabulary Scotland 

(HMICS) review it is stated:- 

‘The establishment of a single police service has introduced complexity in terms of the 

police investigating the police and there is a need for an approach in Scotland that 

satisfies the demand for accountability, transparency and independence. I have 

recommended that Police Scotland should engage with COPFS, the Police 

Investigations Review Commissioner (PIRC), Scottish Government and other 

stakeholders to review and strengthen the overall approach to the independent 

scrutiny and oversight of investigations into allegations of serious corruption by police 

officers and members of police staff’. 
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It seems that Durham Constabulary are the first Police Force to offer any form of 

independent scrutiny, to Police Scotland, within a Professional Standards context. 

That has led to some procedural challenges which will be highlighted within this report.  

Clearly, Police Scotland accept, without question, that the unlawful activity occurred 

and take full responsibility for doing so. The Independent Police Tribunal findings in 

August 2016 deemed, in essence that the ‘independent investigation’ was, in itself, the 

‘effective remedy’. 

When accepting to undertake this enquiry the Chief Constable of Durham Police 

Michael Barton, did so on the understanding that the task required of him was to 

undertake a full independent, and unobstructed, investigation. 

In a letter of request from Police Scotland to Durham dated 28th July 2016 it states. 

‘As a consequence of Police Scotland IoCCO Inspection Report. I am seeking your 

agreement to undertake an independent investigation relative to the non-criminal 

complaint allegations identified by IoCCO’ (D382 refers) 

The issue surrounding the ‘status’ of the Durham enquiry is subject of a more detailed 

discussion in the ‘Lessons Learned Chapter’ beginning at page 154. 

A further letter providing the initial terms of reference dated 4th August 2016 states:- 

‘Police Scotland will provide your investigators with full access to document sets and 

all information held’ (D16 refers)  

Initial interpretations, for example, ‘legal privilege’, resulted in the lack of provision of 

documents which the enquiry team obviously needed. Such matters were resolved but 

this inevitably led to delays.  
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Complainants 

The four individuals deemed to be ‘adversely affected’ by IoCCO made formal ‘heads 

of complaints’ statements to Police Scotland between 17th and the 24th March 2016 

respectively.  

At the time the complainants had expressed their view that they did not consider those 

initial statements to be wholly inclusive preferring the issue to be re-visited following 

the Investigatory Powers Tribunal (IPT) which was listed to take place in the summer 

of that year. 

As stated, the initial IPT hearing was held on the 22nd July 2016, with the Judgement 

Hearing being held on the 8th August 2016.  

Although the ‘terms of reference’ (TOR) for this work had already been set at this 

juncture, Durham, as one would expect, obtained additional, more fulsome statements 

from the complainants once the IPT process had concluded. Those additional 

statements were indeed received in October 2016. A last statement of complaint was 

obtained by the fourth complainant in December 2016 (D25, D32, D33, D39, D45, 

D50, D53, D65 refer).   

A further point of concern regarding the development of the ‘terms of reference’ is that 

it became apparent that  (PSD/CCU) and  

 were both involved in the setting of 

the Durham TOR.  

 was also a prominent member of the CCU at the very time the applications 

were submitted. It raises the question if this shows independence from the outset.  

Durham staff have continued to engage with the complainants throughout this enquiry.  

The ‘allegations’ made by all of the complainants have been consolidated in order that 

the issues can be addressed collectively and in an understandable format. At times 

that may result in the duplication of certain ‘inter-dependent’ issues.   

Note: Document reference numbers 

Throughout this report numerous references can be seen to provenance comment. 

The documents themselves, considering the context of this report and final 

conclusions reached, are not included. 

The original documents, are retained within Durham Constabulary Professional 

Standards Department, under the reference numbers denoted, and, are available for 

viewing and inspection if required.   
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Chapter Two - Chronology of events 
 
Whilst elements of the following chronology, mostly found within HMICS Assurance 
Review,  may be commented upon later in this report it is included at this juncture to 
provide a basis for further reading:-    
 
8 May 2005 

. Following the discovery of the body of Emma Caldwell in a forested 
area near Roberton, Lanarkshire a murder investigation is commenced by Strathclyde 
Police. 
 
1 March 2006 

. Strathclyde Police commence a covert investigation that is focused 
on the alleged criminal activities of a number of Turkish males. 
 
31 July 2007 
Four Turkish males arrested and charged with the murder of Emma 
Caldwell. 
 
7 December 2007  
The four Turkish males are released from custody. 
 
May 2011 to May 2015 
The Emma Caldwell murder is categorised as an “unresolved homicide” and managed 
by Strathclyde Police and then by the Homicide Governance Review Unit (HGRU), 
Police Scotland. 
 
October 2014 
IoCCO instigated a national UK inquiry into the use of Chapter 2 of Part 1 of the 
Regulation of Investigatory Powers Act (RIPA) 2000 to identify or determine 
journalistic sources. 
 
9 December 2014 
Home Office launched a consultation on proposals to update the 
Acquisition and Disclosure of Communications Data Code of Practice. 
Key changes included: 

 Enhancing the operational independence of the Authorising Officer from the 
specific investigation for which communications data was required. 

 Ensuring that where there may be concerns relating to professions that handle 
confidential or privileged information (e.g. lawyers or journalists) law 
enforcement should give protection and consideration to the level of intrusion 
in each application. 

Police Scotland were engaged with the consultation process. 
 
4 February 2015 
IoCCO’s inquiry into the use of Chapter 2 of Part 1 of the Regulation of Investigatory 
Powers Act (RIPA) 2000 to identify or determine journalistic sources is published. 
 
20 February 2015 and 6 March 2015 
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Police Scotland and Scottish Government in discussion with the Home 
Office on changes to the Code of Practice (2015). 
 
4 March 2015 
Part 1 Chapter 2 Regulation of Investigatory Powers Act (RIPA) 2000 meeting with the 
Senior Responsible Officer (SRO), Detective Chief Superintendent (Head of CCU) and 
Interim Head of Legal Services, Police Scotland to discuss changes to the Code of 
Practice (2015) and requirement for judicial authorisation. 
 
6 March 2015 
Informal notification by IoCCO to Police Scotland of the intended annual inspection of 
Police Scotland. 
 
13 March 2015 
IoCCO inquiry report available via the Single Point of Contact (SPoC) Communications 
Data Assistant. 
 
17 March 2015 
Sighting at Costa Coffee,  

 
  

 
20 March 2015 
Creation of CCU file  by  
 
23 March 2015 
Formal notification of the annual (2015) inspection by IoCCO of Police 
Scotland. 
 
24 March 2015 
Recovery of CCTV from Costa Coffee . 
 
25 March 2015 
The revised Acquisition and Disclosure of Communications Data Code of Practice 
(2015) came into effect. 
 
25 March 2015 

 identified from recovered CCTV, Costa Coffee.  
 
26 March 2015 
Communications Investigations Unit advised SPoC (West) of the changes to the Code 
and provided direction regarding the judicial process. 
 
27 March 2015 
Corporate Communications Department, Police Scotland prepare statement in 
response to a media enquiry regarding the 10th anniversary of the Emma Caldwell 
murder. 
 
30 March 2015 
Home Office PowerPoint uploaded onto Home Office Communications Data Assistant. 
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3 April 2015 
Corporate Communications Department, Police Scotland approve the media 
statement in relation to the unresolved murder. 
 
5 April 2015  
Sunday Mail article regarding unresolved murder of Emma Caldwell. 
 
5 April 2015 
Assistant Chief Constable (Major Crime and Public Protection) requests that the 
Homicide Governance and Review Unit (HGRU) scope the timeline and breadth of the 
previous investigation for further consideration of review/reinvestigation. 
 
7 April 2015 
Communications Investigations Unit (CIU) alert Police Scotland’s Authorising Officers 
of the changes to the Code of Practice (2015). 
 
7 April 2015 
Designated Person (DP)  briefed on the revised Code of 
Practice (2015). 
 
7 April 2015 
Training event scheduled for 8 May 2015 and invitation extended to all SPoC’s. 
 
7 April 2015 
CCU intelligence assessment instigated following the Sunday Mail newspaper article 
published 5 April 2015. 
 
7 April 2015 

self-declared association to  
 and co-author of Emma Caldwell 

newspaper articles. This disclosure was relayed to CCU three days later. 
 
7 April 2015 
Creation of CCU file by  
 
8 April 2015 
Designated Persons guidance documents updated and posted on the Police Scotland 
intranet. 
 
10 April 2015 
Assistant Chief Constable (Major Crime and Public Protection) instructed HGRU to 
carry out a review of the HOLMES account for the Emma Caldwell murder. 
 
16 April 2015 
CCU commence applications under RIPA for communications data in respect of 
complainants. 
 
22 April 2015 
Further RIPA application submitted by CCU 
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1 May 2015 
Last set of RIPA application submitted by CCU 
 
6 May 2015 
Training event via the College of Policing Distance Learning Tradecraft. 
 
7 May 2015 
Initial briefing paper submitted by HGRU. 
 
12 and 17 May 2015  
Radio 4 BBC Programme. ‘Who killed Emma’? 
 
22 May 2015 
Crown Office and Procurator Fiscal Service (COPFS) write to Police Scotland advising 
that following an initial review of the circumstances of Emma Caldwell’s death Crown 
Counsel instructed that the death be reinvestigated. 
 
28 May 2015 
Enquiry on HOLMES reveal that the six statements referred in the article 5 April 2015 
were forwarded to COPFS on 20 September 2007. 
 
31 May 2015 
Sunday Herald article entitled: 
‘Police Whistle-blower: I was told to withhold evidence during the Emma Caldwell 
murder inquiry’. 
 
4 June 2015 
COPFS confirmed that six statements ( ) were disclosed to 
defence agents acting on behalf of four Turkish accused as part of the Criminal Justice 
process (This issue is discussed in more detail later within this report). 
 
4 June 2015 
Senior Investigating Officer appointed for the reinvestigation of the murder of Emma 
Caldwell. 
 
15 - 17 June 2015 
IoCCO (2015) annual inspection of Police Scotland. Contraventions of the revised 
Code identified by IoCCO inspectors are notified to Police Scotland. 
 
16 June 2015 
Senior Investigating Officer briefed reinvestigation team and preparatory work begins. 
 
18 June 2015 
First CCU intelligence file closed – CCU  by . 
 
29 June 2015 
Emma Caldwell murder reinvestigation formally commenced. 
 
8 July 2015 
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Internal review conducted by the Assistant Chief Constable, Organised Crime, 
Counter Terrorism and Safer Communities, Police Scotland. 
 
16 July 2015 
Interception of Communications Commissioner’s Office IoCCO half yearly report 
published reporting that two police forces had contravened the Acquisition and 
Disclosure of Communications Data Code of Practice (2015) regarding journalistic 
sources and that further investigation required. 
 
4 August 2015 
Letter from Police Scotland to IoCCO providing details of the outcome of the internal 
Police Scotland review of the circumstances. 
 
4 August 2015 
Interception of Communications Commissioner’s Office IoCCO released a statement 
in response to a number of media enquiries about recent findings concerning the 
acquisition of communications data by police forces to determine journalistic sources. 
 
21 August 2015  
Second CCU intelligence file closed – CCU  by  

. 
 
25 November 2015 
Statement by the Interception of Communications Commissioner the Rt Hon. Sir 
Stanley Burnton, Interception of Communications Commissioner statement that there 
had been contraventions of the Code of Practice (2015) in respect of five applications 
for communications data submitted by Police Scotland relating to one investigation. 
 
25 November 2015 
Police Scotland statement on IoCCO findings. 
 
25 November 2015 
Scottish Police Authority statement on IoCCO findings. 
 
25 November 2015  
Cabinet Secretary for Justice Statement on IoCCO findings. 
 
1 December 2015 
Interception of Communications by Police Scotland Justice Committee consider the 
Interception of Communications Commissioner’s statement of 25 November 2015. 
 
8 December 2015 
Interception of Communications by Police Scotland (in private) The Committee 
considered its approach to the 15 December evidence session on matters arising from 
the Interception of Communications Commissioner's statement of 25 November 2015. 
 
15 December 2015 
Interception of Communications by Police Scotland Session one: The Committee take 
evidence from Neil Richardson, Deputy Chief Constable Designate (DCC), Police 
Scotland and John Foley, Chief Executive, Scottish Police Authority. Session two: The 
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Committee take evidence from Michael Matheson, Cabinet Secretary for Justice, 
Scottish Government. 
 
11 January 2016 
HMICS terms of reference published following a request by the Scottish Police 
Authority in response to the findings of the IoCCO inspection process. 
 
12 January 2016 
Interception of Communications by Police Scotland. The Committee take evidence 
from Ruaraidh Nicolson, Assistant Chief Constable (ACC), Organised Crime, Counter 
Terrorism and Safer Communities, Police Scotland. 
 
1 March 2016 
Interception of Communications by Police Scotland. The Committee take evidence 
from Philip Gormley, Chief Constable (CC), Police Scotland; Andrew Flanagan, Chair 
Scottish Police Authority and John Foley, Chief Executive, Scottish Police Authority 
on the interception of communications and related matters of public interest. 
 
March 2016 
Initial ‘Heads of complaint’ statements obtained from those adversely affected by the 
RIPA applications.  
 
June 2016 
HMICS publish their Counter Corruption Unit Assurance Review 
 
17 June 2016 
Interception of Communications Commissioner’s Office IoCCO publish further 
statement, Commissioner’s memorandum and accompanying annexes and letter to 
Chief Constable. 
 
22 July 2016 
IPT Initial Hearing 
 
8 August 2016 
IPT – Final Judgement Hearing and Order of the Tribunal. 
 
August 2016  
Terms of Reference set for this ‘enquiry’ by Police Scotland. 
 
September 2016 
Terms of Reference set for this ‘investigation’ by the Scottish Police Authority – please 

see below.  
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Chapter Three – Terms of Reference / IPT 

Judgement 

 

POLICE SCOTLAND TERMS OF REFERENCE  

 

FOR IoCCO COMPLAINTS – 2ND Draft 

 

“Each of the IoCCO complainers have engaged with Police Scotland insofar as they 

have provided an initial complaint statement relative to their understanding of the 

manner in which their data was unlawfully acquired.  I request that in addressing each 

complaint allegation that the investigative team focus upon the following key 

processes” 

 

• The intelligence case relative to each of the 5 Communications Data (CD) 

applications; to include intelligence gathering, dissemination, assessment, 

provenance and recording methodology; 

 

• The manner in which that intelligence was recorded from the Cycomms 

System onto the CCU iBase system; 

 

• The CCU and Force AO processes applied to the complainers CD 

acquisition from application though to authorisation; 

 

• The circumstances that led to the loss of CCTV evidence relative to the 

above intelligence case. 

 

• To establish the guidance given to staff regarding the change in legislation 

relating to the use of RIPA to identify journalistic sources; in particular the 

role of the Senior Responsible Officer (SRO) and their actions to cascade 

the updated legislation. 
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Case Nos. IPT/15/602/CH, IPT/15/603/CH, IPT/15/613/CH 

IN THE INVESTIGATORY POWERS TRIBUNAL 

B E T W E E N: 

(1)  

(2)  

(3)  

(4)  

(5)  

 

(6)  

Complainants 

- and - 

 

POLICE SCOTLAND 

Respondent 

 

UPON the trial of the remedy of the Complainants’ claims 

AND UPON related police complaints having been made about the conduct of the 

Respondent’s officers 

AND UPON the said complaints having been referred to the Chief Constable of 

Durham Constabulary for investigation 

AND UPON the Respondent having undertaken that the Respondent will provide a 

reasoned decision on the determination of the investigation 

AND UPON the Respondent agreeing to retain all the data obtained as a result of 

the Authorisations herein pending the outcome of the investigation and any related 

legal proceedings (but, in each of their cases, and subject to any obligation to retain 

the material pending the outcome of the investigation and any related legal 

proceedings, to delete the data relating to their case if a written request to the 

Respondent by the Complainant is made)   
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AND UPON hearing  QC for the First, Second, Third and Fourth 

Complainants, and the Fifth and Sixth Complainants in person and  

QC for the Respondent 

IT IS DECLARED THAT the obtaining of the Complainants’ communications data 

was unlawful, it being contrary to section 6 of the Human Rights Act 1998 as read 

with Articles 8 and 10 of the European Convention on the Rights 

AND IT IS ORDERED THAT: 

1. There be judgment for the Complainants and a declaration as set out above. 

2. The Authorisations in each of the Complainant’s cases is quashed. 

3. The Respondent shall pay the Fifth Complainant £10,000 in damages. 

4. There be no further order for any financial remedy. 

 

Dated this 8th day of August 2016 
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Chapter Four - ‘Pen Pictures’ of staff relevant to the issues 

raised:- 
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Chapter Five - Intelligence Case 

Background 

In April 2015 Police Scotland were subject to a number of critical newspaper articles 

relating to the investigation into the murder of Emma Caldwell some 10 years earlier. 

The articles were written by local journalists but originated from an ex-Strathclyde 

police officer now turned journalist .  was at this time 

involved with local newspapers and had since retirement published a book based on 

his career as a police officer. 

Prior to the expose  had worked for about 18 months researching the 

Emma Caldwell case intending to write a book. When he made enquiries about 

publishing a book he was advised that, as it was an ‘on-going investigation’, the 

publication of facts may engage certain legal issues and thus create legal challenge. 

The advice he received was to release a newspaper article which was based around 

his investigative work.  

Within the published articles  made a number of quotes and comments. 

He was clearly a source of the material contained within newspaper stories, however, 

the articles were actually written by two named, and established, journalists. 

Of concern to Police Scotland was the fact that these articles contained detailed 

information, and witness accounts, relating to the original murder enquiry in 2005. It is 

apparent that Police Scotland believed that the details about the murder had been 

unlawfully passed to  by either serving or retired police officers with 

knowledge of the case. 

In response to this, Police Scotland began a covert enquiry to identify any officers who 

were involved in releasing this sensitive information to the press. Because of the 

nature of the enquiry which may have involved potential corruption, the Counter 

Corruption Unit (CCU), now based at Dalmarnock, began an investigation. 

Events leading up to the Sunday Mail Article on the 5th April 2015. 

 Tuesday 17th March 2015  Costa Coffee 

premises  
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 Costa Coffee.  

   

Costa Coffee .  

 

 

 

 

Publication of the Sunday Mail article on the 5th April 2015. 

On 5th April 2015 the first of a number of newspaper articles were published relating 

to the murder of Emma Caldwell and the police investigation which followed.  

 

 , who had previously worked upon the Emma Caldwell murder 

investigation, believed that the detail of the information contained within the press 

articles could only have come from someone within the police. 
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 spoke to  about the publications within a few days. At some 

stage on 7th April 2015 it appears a second CCU intelligence file CCU , (D68 

refers), was commenced, it is believed, by , in relation to concerns 

raised about the suspected leaks. 

Over the proceeding days various enquires were carried out by the CCU staff to 

establish who, within Police Scotland, either serving or retired, were responsible for 

leaking confidential material to the press. 

On invite from the CCU  attended the CCU offices, on the 9th April 2015, and 

gave further information that he strongly suspected  and  

were associates, and, that was a source of information to .  

 also stated that having reviewed the newspaper articles the content of such 

could only have come from an officer within the operation either retired or serving (D68 

refers). 

On 10th April 2015  

 spoke to  and informed  that on 7th 

April 2015 a member of his staff, , on seeing the newspapers, had 

volunteered that he was a close friend of . 

 informed  that  had declared that  did not 

have a mobile phone. It is understood that  also said  had told 

him his ‘sources for the article’ were not from within the police during a conversation 

he had held with  on the evening of the expose. , at the same 

time, also brought to the attention of the CCU another officer from his department 

(intentionally not named). That officer performed a crucial role within the original 

murder investigation and was vocal in his thought that the Turkish suspects were not 

in fact responsible for the murder (D68 refers). 

On examination of the document, CCU , it can be seen that on the 14th April 2015 

 again contacted the CCU to intimate that he had concerns about  

 being an associate of . The document further suggests that 

 also stated that he believed  to hold a grudge against  

and  stating that  

may have worked on the Emma Caldwell enquiry, and further, that  also 

mentioned that  was worried about the current enquiry by the CCU due to his 

obvious association with . 

Of significance, when interviewed,  denied making the comments about 

 and  being associates or having concerns about him. The 

notes taken from the interview which took place on the 18th January 2017 suggest:- 

‘  said although he did not know  he did know , 

 and as previously mentioned . However he said he had no 

concerns around the integrity of these individuals. 

When asked around intelligence recorded by the CCU at the time of the enquiry 

attributed to himself he stated he had never made any adverse comments about  
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This disparity is a cause of concern to Durham staff. It is inexcusable and 

unfathomable as to how comments attributable to  appear to have been 

misrepresented thus wholly altering the intelligence picture. This is an issue which 

requires further investigation. 

Between the 14th and 16th April 2015  contacted  by phone/text on a 

number of occasions. During those interactions he mentioned a number of individuals 

connected to Police Scotland with whom he had concerns. This information included 

reference to a meeting between ,  and an ex-Police Scotland 

officer (intentionally unnamed) which he believed was suspicious in that he believed 

that the meeting was designed for the purpose of  obtaining information 

about an on-going case between the ex-officer and Police Scotland.  

It is worthy to point out that both  and  accept this meeting 

took place, but, maintain it was a social meeting and had nothing to do with ‘police 

business. 

On 16th April 2015 CCU officers began to apply for Communications data in relation to 

a number of serving or retired Police Scotland officers, the complainants, who were 

suspected of being sources of information to journalists responsible for the Sunday 

Mail article earlier that month. A number of individuals, not just the four complaints, 

were profiled and relevant intelligence checks carried out. 

As a result of this ‘scoping’ exercise the four complaints, two retired and two serving 

Police Scotland officers, become subject of intrusion relevant to their Communications 

data. It remains unclear, considering the wider intelligence case at that particular time, 

why those four individuals were identified at the exclusion of others, perhaps more 

worthy ‘suspects’. 

Further, it is relevant to point out that , in his interactions with  

mentioned a number of other individuals who could have been equally as responsible 

for the leaks. 

Also recorded on file CCU  dated 13th May 2015 on an updated action list is an 

entry which states: “Consider telecoms for journalist (named removed for the purpose 

of this report) in an attempt to identify the 3 (three) retired officers he had been 

speaking to” (D68 refers). This entry is endorsed “complete ”  

This suggests this was a task given to  to complete. It also suggests 

that the CCU were also considering other suspected leaks and considering applying 

for communications data in respect of other individuals.  

However, a later entry upon CCU , dated 20th May 2015, states: 
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“Due to new legislation regarding the investigation of journalists, Telecoms billing for 

journalist (named removed for the purpose of this report) will require a warrant” (D68 

refers) 

This clearly shows that consideration has taken place in relation to the law relative to 

the obtaining communications data where journalists are involved. The correct 

outcome has been reached in relation to the journalist. 

Nevertheless, the available intelligence case relevant to each complainant is outlined 

below. It is this intelligence that the CCU have based their case in order to pursue 

telecommunications data applications relevant to this enquiry.  

:  

, at the time of the applications, was a serving  working in 

the  He is a close friend and had previously worked 

with . Having seen the newspapers on 5th April 2015 in relation to 

Emma Caldwell and the connection with ,  reported his 

friendship to his supervisor . He also disclosed that  did not 

own a mobile phone and had told him none of his sources were police officers. 

There is no intelligence that states  passed any information to  

in relation to the Emma Caldwell murder. 

:  

 is a retired police officer now engaged as an ‘author’ having previously 

written a book, and a journalist having been behind the newspaper articles published 

on 5th April which he had investigated for the previous 18 months. It was clear by 

quotes and references attributed to , in the articles, that he was a 

significant source of the content.  did not work on the Emma Caldwell 

murder while a police officer. 

 

.  states he has been made aware 

that  has obtained information about prostitute murders including Emma 

Caldwell from .  is on record saying he suspects  is 

a source for .  was a friend of  and at the time was 

in regular contact. 

Note: Throughout dialogue with  he maintains to Durham staff that whilst 

he has many sources, police and non-police employees, both retired and working, that 

none of his sources were the complainants ,  or  

(D171 refers). 

: 

 is a retired Police Scotland officer.  

Costa Coffee, 17th March 2015  

  previously worked on the 

Emma Caldwell enquiry.  was an associate of  a source of 
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the newspaper articles.  was believed by  to be passing 

information to  about prostitute murders and the Caldwell case in relation 

to a book he was writing.  was later recorded as saying he suspected he was 

a source of .  was present at a meeting between  

 and an ex-officer which  believes was suspicious. 

:  

 was a serving  in the .  

Costa Coffee,  17th March 2015  

 He did not work on the Emma Caldwell 

murder.  

.  

Note: It has been established by the Durham staff that the reason for the meeting was 

actually for ‘police business’ as the conversation centred upon the involvement of both 

individuals during an investigation entitled .  

Receipt and Processing of intelligence 

In March 2015 the Counter Corruption Unit (CCU) of Police Scotland operated 

concurrently with the force Professional Standards Department (PSD). Both were 

headed by . The two departments operated independent of each 

other.  

The CCU had two distinct arms, intelligence and operational. Both had a 

Superintendent in charge operating under .  

The roles of each element were defined. The intelligence side would normally obtain, 

record and process any information received. Any further development, or action, 

would be passed to the operational arm for attention. 

In 2015 it would appear the intelligence side of the CCU was headed by  

, although  may have moved to the operational side on 20th April 2015. 

It was about this time that the CCU received a new Detective Chief Inspector in post, 

. The Detective Inspector who had been in post for some time was 

, also referred to as . 

At this time Police Scotland, in a general operational sense, used Scottish Intelligence 

Database (SID) to record and retain intelligence. However, the CCU used a stand-

alone system for security reasons. This was an  system. This system was used 

to record intelligence that related to possible corruption amongst Police Scotland staff. 

Separately, the PSD had their own stand-alone intelligence system on which general 

complaints against the police were recorded, this was called Centurion. 

In the course of this enquiry, all three systems were viewed to check how information 

was recorded and what actual intelligence was held in relation to the four complainants 

Messrs , ,  and . 
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The intelligence provided  Costa Coffee,  

 

(D228 refers). 

As stated, after consulting  supervisor ,  forwarded the 

content of this email and a subsequent call to  again by email.  had 

no further involvement. (D159, D202 refer) 

This intelligence was entered onto the CCU database under the file CCU . The 

first entries are endorsed by . Subsequent information is provided by 

, both verbally when he attends the CCU department on 9th April 2015, and, 

in a sequence of text messages between  and  which occurred 

between 14th and 16th April 2015. The text messages also suggest phone contact had 

taken place between  and . 

The subsequent intelligence is recorded, in part, on files CCU and CCU/ . 

The recording of intelligence and the way the processes and IT system worked that 

leave it difficult to interpret as to when the intelligence was actually input and by whom. 

The process is bereft from having authenticity, providing a footprint of change or 

unable to provide ‘provenance’ to any degree. This investigation found the system was 

difficult to interrogate with there being no way of obtaining a trail of actual events. This 

left the system vulnerable as to its integrity and the whole intelligence processes 

including the gathering, dissemination, assessment, provenance and recording as 

woeful and unfit for purpose.     

. All four are 

mentioned within the entries for document CCU , (D68 refers), upon which the 

investigation centred. ,  and  all feature on 

document CCU , (D67 refers), which is compiled as a result of the Costa Coffee 

 17th March 2015. 

 

. Investigators have found no concern with regard to any of the 

information held in that investigators consider the data to be minimal, factual and valid.  

Note: It is prudent to point out that Police Scotland, at the end of this process have 

undertaken to a ‘quality assurance’ process which Durham Constabulary will oversee. 

Thus, all data held going forward will be legal, proportionate and necessary. 

 

 

.  

This investigation has found that on viewing the contents of file CCU  and the 

text messages between  and  that numerous other individuals within 

Police Scotland are identified as possible suspects for the ‘leaks’ of information. There 

is no obvious rationale as to why the CCU investigation proceeded against the four 

complainants while ignoring other persons who had been highlighted from a number 

of other separate sources.  
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It was apparent that in 2015 the CCU intelligence system was not fit for purpose in the 

method of recording assessing and disseminating information. The management of 

the system was also questionable as to its robustness and oversight. 

These findings were identified by the HMICS Assurance Review, June 2016, which 

stated in para 26 (D70 refers):-  

“The information handling processes within the CCU were significantly different from 

national standards in terms of source and information evaluation and fell below the 

standards we would have expected”  

As a result the HMICS report made recommendation 1. 

“Police Scotland should ensure that the CCU intelligence processes are reviewed and 

that information including the source of that information is subject of a process of 

evaluation, risk assessment and validation to produce a product that provides added 

value and supports the decision making process” 

Recommendation 34 of the review stated:- 

“Police Scotland should maintain IBase as its primary CCU case management system 

and commission a comprehensive review of the design, structure and management of 

the system. This should also include the development of the operating procedures, 

guidance and training for staff.” 

The HMICS review also requested that Police Scotland created an improvement plan 

to address the issues identified or raised. This has been implemented and changes in 

operating procedures have been developed and applied by Police Scotland under the 

guidance of  . These changes are being 

conducted under the direction of a Steering Group (D264 refers). Additionally, the 

Scottish Police Authority, in response to the HMICS report, set up their own CCU 

Reference Group to oversee and manage the implementation of the HMICS 

recommendations (D265 refers).  

This investigation acknowledges the actions of Police Scotland in response to the 

HMICS findings and recommendations is both proportional and necessary. It appears 

that systems are now in place within the CCU both in relation to intelligence and 

operational structure and that the governance of such has improved considerably.   

   

  



OFFICIAL (SENSITIVE) 
                     

32 
OFFICIAL (SENSITIVE) 

 

Complaint Allegations 

 

Allegation One: Officers failed to correctly obtain, record and store intelligence. 

There are numerous issues relating to the obtaining, recording, assessment and 

dissemination of intelligence in this case. These issues were identified in the HMICS 

– Counter Corruption Unit Assurance Review (June 2016) at para 26:- (D70 refers)  

“The information handling processes within the CCU were significantly different from 

national standards in terms of source and information evaluation and fell below the 

standards we would have expected” As a result the HMICS report made 

recommendation 1. 

“Police Scotland should ensure that the CCU intelligence processes are reviewed and 

that information including the source of that information is subject of a process of 

evaluation, risk assessment and validation to produce a product that provides added 

value and supports the decision making process” 

In response to this recommendation Police Scotland have fully reviewed all 

intelligence processes undertaken within the CCU and addressed the concerns 

outlined. 

This investigation has found that in March 2015 the CCU systems and procedures for 

the obtaining, recording, evaluation, processing and dissemination of intelligence fell 

well below national standards.   

Allegation upheld  

Recommendation: At this juncture whilst it is unequivocal that the intelligence 

was very poorly managed the reasons for that being the case cannot be readily 

established without recourse to a full misconduct investigation. 

 

Allegation Two:  Officers involved in the application process acted ‘dishonestly’ 

by wilfully and deliberately manipulating intelligence. 

In relation to all four named complainants there appears to be little or no intelligence 

connecting them to the unlawful disclosure of sensitive information regarding the 

Emma Caldwell murder. 

In respect of , the inference from  that he was supplying 

information to  in relation to a book he was writing about prostitute 

murders, is considered tenuous.  understood the position to be as he reported 

following a discussion with a retired Police Scotland officer. Its provenance and 

accuracy cannot be confirmed. It appears the CCU have acted upon such weak 

intelligence, on face value, without carrying out basic checks or attempting to 

corroborate its validity. This intelligence was recorded initially on file CCU/  by 

. At the end of the entry and in relation to the content  

adds:- 
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“At this stage these suspicions are nonspecific and uncorroborated” (D67 refers) 

This comment suggests that  had assessed the information and although 

he states it is worthy of further work expressly considered it not a priority at that time. 

In relation to  any thread of an intelligence case does not exist. He becomes 

involved in this enquiry simply because he happened to meet  

. It is prudent to point out that the reasons for meeting were then, as they are 

now, clear and legitimate and for a policing purpose. His actions in that he returned to 

 are in themselves innocent. 

It is questionable what , and latterly , perceived this to be 

suspicious. It is more probable that, because of a pre-judged opinion of , 

this has influenced the opinion of  and his subsequent assessment of matters. 

It would appear that  has been part of the intelligence, and subsequent 

RIPA applications, simply to further an investigation into . It is more than 

probable that  was used to obtain any possible telephone numbers for  

.  

Given, the status of this report (discussed in further detail within the ‘Lessons Learned’ 

chapter) is by way of ‘enquiry’ only the staff at the heart of the intelligence processes 

have not been interviewed. Clearly concern does exist, in a number of aspects, with 

Durham staff simply left to speculate as to why the wording on the RIPA forms 

suggests that  and  were discussing or passing information 

regarding aspects of the Emma Caldwell case in Costa Coffee. 

Were genuine mistakes made, or, was the almost ‘unfathomable’ structure of the 

progression of the investigation a deliberate act to justify the necessity case on the 

applications. In the absence of an opportunity to interview those staff. If deliberate, 

who was responsible for this course of action?  

When the intelligence available migrates to the RIPA applications it does not reflect 

the actual material recorded and changes considerably to suggest more detailed 

involvement, particularly in respect of  and .   in 

contacting , CCU, later on the day at Costa Coffee 

actually states in his email:- 

“  Costa Coffee  
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This information, along with the sighting at Costa Coffee on 17th March 2015, appears 

to present a set of circumstances which wrongly combine the information. The two 

applications  and , both submitted by , state the 

following text within the ‘necessity’ element of the forms:- 

“Intelligence provides that  

 

 

” (D132+D134 refer).  

This clearly implies a number of things which are factually incorrect. The wording 

suggests  as the serving officer is supplying information to . 

Nowhere in the intelligence recorded is this mentioned. It also suggests the information 

related to an on-going operation. We know that there was no ‘on-going’, ‘live’ enquiry 

into the Emma Caldwell case at this time. It was only reopened subsequent to the 

newspaper articles in April 2015. 

The wording also suggests that either a conversation has been overheard or 

something was physically handed over  in Costa Coffee as it specifically 

implies that the two men are passing information between each other about an ‘on-

going’ Police Scotland enquiry which that later appeared in the press. Neither  

nor  have said they overheard any conversation at that meeting. There 

is no intelligence recorded to suggest so. 

This is of great concern. This part of the application clearly suggests the two men 

either discussed the case or passed information which in some way was ‘witnessed’ 

by  and  which they later reported. This is untrue and a clear 

misrepresentation of facts.  

In respect of  the only intelligence available that connects him to the 

newspaper articles is his own unsolicited referral to his supervision that he was, and 

still is, a friend of . 

This investigation has found that there are serious concerns relating to the misuse of 

intelligence and furtherance of the associated RIPA applications.  

Allegation partially upheld. 

Recommendation: – At this juncture, whilst it is unequivocal that the intelligence 

case is not accurately reflected upon two RIPA applications, the reasons for that 

being the case cannot be readily established without recourse to a full 

misconduct investigation. 
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Allegation Three: , as the prime source of intelligence used to support 

applications, acted criminally by inventing information regarding  

 and  in overhearing conversations at Costa Coffee and 

the persons accepting the information are guilty of serious misconduct. 

 and  have both stated clearly that they did not overhear any 

conversation during the visit to Costa Coffee between  and . 

There was no intelligence recorded by Police Scotland which suggests this took place. 

 actually reported to Police Scotland:- 

 at Costa Coffee  

 

 

 

 

 

 never mentions hearing the content of any conversation between  

and . During her interview with investigators  stated 

that reported the incident, to  then head of the CCU, in a similar way 

to  later that week. However there is no record of this report being recorded 

on Police Scotland intelligence systems. When spoken to by the Durham Investigation 

team  confirmed  had been with  and witnessed the meeting 

between  and  but had not overheard anything they had 

discussed.  reported to  only what  had seen, not heard. On 

its facts this is the same account as that of . (D218) 

This investigation team have concluded that the information supplied by  was 

accurate in what he had seen and what he had previously been told or made aware 

of. He has not, in any way, misrepresented facts to Police Scotland. Clearly though, 

one must consider the points raised in Allegation two above, regarding the actions of 

staff from the CCU, Police Scotland. 

Allegation not upheld 

 

Allegation Four: Police Scotland could have easily checked that  

had no involvement in Emma Caldwell murder therefore there were no grounds 

to investigate him. 

Police Scotland appear to have profiled  as a suspect in this enquiry simply 

because he self-referred himself as a friend of  shortly after the 

newspaper expose in April 2015. From the information available it is difficult to 

determine if checks were made to confirm or negate if  worked on the Emma 

Caldwell enquiry. Checks made of the Police Scotland SCOPE system which contain 

details of officers, personal profiles, and postings, fail to identify if  did or did 

not work on the enquiry. On CCU document  it is not mentioned in relation to  

 whereas for  under his profiling it specifically states:- 
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“SCOPE records does not show EX  as having worked on the Emma 

Caldwell ( ) however given his role he 

may well have been seconded to the enquiry at some stage”. 

When the document is concluded a further entry is written and signed off by  

on document  stating  

“This investigation has been somewhat hampered due to the lack of information 

regarding the identity of officers involved in the enquiry teams and briefings (in 

particular the overt and covert joint briefing) despite research on Holmes and other 

indices”(D68 refers). 

The above entries suggest that during the investigation by the CCU some checks have 

been carried out in an attempt to clarify if suspect officers did in fact work on the 

original Emma Caldwell investigation. However due to the poor availability of original 

documents and police records this was not able to achieve. Irrespective of whether if 

it had been established that  had worked on the Caldwell enquiry, it is 

believed that this would not have made any difference to the fact he was a ‘suspect’, 

and thus investigated. That said,  is correct that the CCU did not establish if 

he had worked on the enquiry. 

Nevertheless, it is clear, the grounds to investigate , based solely upon on 

his own self-referral, were not sufficient to proceed with the action that was 

undertaken. It would be a fair expectation to have located or produced some 

corroborating or supporting information that in some way implicated  to 

leaking of sensitive information to the press. To do otherwise is wholly improper.  

This investigation has found that Police Scotland have failed to verify whether  

 had ever worked on the Emma Caldwell murder enquiry. It has also found that 

the evidence available was not sufficient to proceed in the manner which they did.  

Allegation upheld 

 

Allegation Five: All of the intelligence submitted with the ‘unlawful’ applications 

is inaccurate. 

The five applications submitted are covered in detail within this report. The intelligence 

in relation to all five applications, in each case, is weak and very often questionable.  

However in applications  (D130 refers) (D131 refers) and  

(D133 refers) the actual detail used is accurate and existed albeit this report will 

comment upon its veracity within the Authorisation’s chapter. 

In relation to the remaining two applications (D134 refers) and (D132 

refers) the intelligence used is inaccurate and flawed as previously explained above.  

The comments below refer to the intelligence that is flawed. It is for further investigation 

to establish why this has occurred. 
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“  

 

 

” (D132+D134 refers) 

This investigation has found that intelligence on two of the five applications submitted 

by CCU officers is inaccurate.  

Allegation upheld (in relation to two RIPA applications) 

 

Allegation Six: The information supplied by  was fabricated and 

submitted due to a vindictive act, which suited an unlawful enquiry. He is guilty 

of Perverting Justice by inventing information. 

As discussed above, the information supplied by  was factual and correct in 

so much as he simply reported, quite correctly, what he had observed at Costa Coffee. 

The facts about  supplying information to  and being a 

suspected source for him were based on what had been relayed to him by other 

sources.  reported what he had genuinely seen and heard albeit such thought 

lacked any provenance or corroboration. 

Simply put, this investigation has found that  did not fabricate any of the 

intelligence he provided to Police Scotland. 

Allegation not upheld 

 

Allegation Seven: That , in his utilisation by the CCU, both in 

method and manner, taken together, should have been considered a Covert 

Human Intelligence Source (CHIS). As such, appropriate legislative framework 

and governance arrangements should have been applied to interactions with 

him. 

This issue was previously raised by HMICS at paragraph 27 of the CCU Assurance 

Review, June 2016:- 

‘Where we identified there had been contact between the CCU and those providing 
information, we found the safeguards put in place to manage contact with sources of 
information to be inadequate and highlighted gaps in the accurate recording of contact 
and information provided. We also considered that the information  

was not sufficiently recorded, risk-assessed and lacked proper 
evaluation. Consequently, we consider that this information unduly influenced the CCU 
intelligence development activity’. 
 
Further, the ‘status’ of  was investigated by the Metropolitan Police during an 

‘independent review’.  

That review concluded that  was not a CHIS in these circumstances (D245 

refers). 
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This investigation has had sight of the Metropolitan Police assessment document and 

is satisfied with the findings, rationale and conclusions reached.  

Indeed at paragraph 28 of their review the HMICS recommend:- 

‘Police Scotland should ensure that the CCU intelligence processes are reviewed and 
that information including the source of that information is subject of a process of 
evaluation, risk assessment and validation to produce a product that provides added 
value and supports the decision making process’. 
 

Allegation not upheld 

 

Allegation Eight:  and  have concerns that the 

‘relevant’ intelligence was not logged at the time of the Costa Coffee  

but was in fact added at a later time believing that to be improper and 

‘suspicious’. 

As aforementioned, the information relating to  at Costa Coffee was 

passed via email from  to  on the evening of .  

This information was subsequently forwarded the following day to , CCU. It 

seems the information was recorded, under file CCU , on  . 

Copies of all emails and CCU documents are available (D67, D68, D159, D160 and 

D228).  

This investigation has found that the intelligence from Costa Coffee was reported to 

Police Scotland on  . It was logged by way of email that same day and 

recorded on the CCU intelligence database under reference  on   

.  

There are no concerns around the timing and recording of this intelligence. 

 role in the provision and timeliness of the intelligence provision is 

discussed below – within Allegation Nine. 

Allegation not upheld 

 

Allegation Nine: The complainants are unsure of the role played by 

, alleging that  colluded with  in the 

manner matters were reported and managed by Police Scotland. 

 was spoken to, on the 21st December 2016, an office note was made 

of  account:- 

 Costa Coffee  
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 Costa Coffee  

 

 

 

 

 

 

 

In effect the account given by  corroborates the account given by  

. The account is further corroborated by the  (D218 refers).  

 stated  contacted , in the days following 

 meeting to report the sighting. There is no record of this. The fact that  

account is correct suggests there to be no reason for any form of collusion.  

This investigation has found no collusion between  and .  

Allegation not upheld 

 

Allegation Ten: The complaints allege that the timing of the intelligence 

submission, and recording, in relation to RIPA applications suggest that the 

intelligence was submitted retrospectively to enhance the intelligence case. 

As discussed above, all intelligence entries connected to the RIPA applications were 

recorded on the CCU files  and  prior to the first application on 16th April 

2015. There were subsequent entries on these forms which did not relate to the RIPA 

applications themselves. 

Given the CCU files were completed on very basic ‘Microsoft Word documents’ they 

do not allow scrutiny in terms of the timing and dating of the entries made. Nor do they 

allow anyone to see if alterations are entered or material removed.  

However, it is unequivocal, the intelligence utilised upon the RIPA applications existed, 

upon Police Scotland intelligence databases, well before the RIPA application forms 

were completed. Although, as highlighted, concerns exist regarding the ‘integrity’ of 

the CCU intelligence files corroboration can be found in the dates on the emails sent 

from  to  (D228 refers). These emails contained the bulk of the 

intelligence referred to in the applications for ,  and  

. 

The intelligence used in relation to  

  . The 
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same document states that self-referred to  on 7th April 2015. This 

is well before the RIPA submissions which began on 16th April 2015. 

This investigation has found that all relevant intelligence used in the RIPA application 

process was available and believed to have been recorded on the CCU intelligence 

database prior to the applications being compiled and submitted.  

Allegation not upheld 

Allegation Eleven: That statements should have been obtained from  

 and/or  given the seriousness of the 

investigation being progressed. 

The accounts given by  and  were provided verbally under the 

auspices of ‘intelligence only’.  

In relation to  this was recorded on the CCU files  and . The 

information given by  appears to have never been officially recorded 

anywhere on Police Scotland systems. 

It has not been established as to why  was not spoken to by the CCU 

investigation team for a full account. It can only be presumed that the account given 

by , quite wrongly, was accepted in its entirety and then unquestionably further 

elaborated. 

It is believed the need to obtain statements would only have arisen if they were 

required for evidential purposes should any case have progressed to court or 

disciplinary hearing. As no potential case developed this was not an issue. 

Nevertheless it could be argued that good practice would suggest that a formal, 

unequivocal record, be obtained from both witnesses. A process of this nature would 

have allowed for an accountable, provenanced process, sufficiently robust as to 

withstand challenge.  

In respect of the later investigations by IoCCO, accounts and or statements may have 

been required. As IoCCO oversee regulatory bodies in terms of their compliance to 

processes, discussed later in this report, their investigations never looked at the events 

prior to the applications being submitted. Thus IoCCO investigators did not involve 

themselves in the intelligence processes.  

The HMICS report does address some findings in relation to how intelligence is 

obtained and stored within CCU as a general point. This has now been examined by 

Police Scotland under their own review and is very much part of the Steering and 

Review group which will be discussed later in this report. 

It is the view of this investigation that failing to obtain statements from  and 

, whilst matters could have been managed in a better way perhaps, 

proved insignificant to the CCU enquiry or indeed this investigation. 

This investigation has failed to identify any impropriety arising from the fact that 

statements were not obtained.  

Allegation not upheld 
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Chapter Six - The seizure, loss and subsequent 

recovery of CCTV footage from ‘Costa Coffee’. 

 

Background. 

On  an intelligence report was received by Police Scotland 

(PS) Counter Corruption Unit (CCU) to the effect that  

 

 ‘Costa Coffee’,  

 

 

 

 

.  

On , a CCU intelligence file was created as a result of the 

above intelligence (D67 refers). As part of the initial enquiries to establish the identity 

of the unknown plain clothes officer,  and  

were tasked by  on  to attend the 

premises of ‘Costa Coffee’,  in order to view any 

CCTV footage available at the premises and to glean any further information in relation 

to the meeting subject of the intelligence submitted. 

and  viewed the relevant footage of the meeting at 

the premises and were provided with a copy of what they had viewed on a disc. The 

disc was not labelled, catalogued or produced as an exhibit / production. No receipts 

or statements were obtained from the staff of ‘Costa Coffee’ to ensure the continuity 

and integrity of the item seized contrary to Police Scotland Standard Operating 

Procedures relative to the seizure and retention of productions. 

On the same day, the footage was viewed by CCU intelligence staff, then based at Pitt 

Street, Glasgow. As a result the identity of the  officer remained 

unknown. Further enquiries were undertaken to identify the vehicle in which this male 

left the premises in question. A possible vehicle was identified which at that time was 

used by the Financial Investigation Unit of Police Scotland. 

On or around ,  was asked to view 

the footage as she had recently arrived within the CCU from the  

. The footage was viewed within the CCU intelligence office in Pitt Street.  

 positively identified the unidentified male as . 

This is the last known time the disc was used or viewed in relation to the intelligence 

received and the subsequent CCU investigation. Enquiries revealed that the disc was 

never lodged as a ‘production’ (D10 refers). 
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Investigation 

A: Loss of CCTV disc. 

As a result of the subsequent inspection of Police Scotland CCU by Her Majesty’s 

Inspectorate of Constabulary in Scotland (HMICS) a request was made to have the 

disc retrieved and examined to clarify issues around the time and date seized. As a 

result of this request it was established that the disc had not been lodged as a 

production, it was not in the possession of any of the officers involved in the CCU 

investigation and following an extensive search of the CCU intelligence office including 

desks, cabinets, drawers, fast storage lockers and the production room, the disc could 

not be located. 

It would appear from enquiries conducted at the time that the last sighting of the disc 

was, at the time it was viewed by  on or around     

, at Pitt Street. 

Enquiries reveal that at the time of the CCU relocating from Pitt Street to Dalmarnock 

Police Office, within weeks of the disc last being seen, a POLSA search team 

completed a search of the entire area occupied by CCU. As the disc had not been 

reported missing at this time, it is believed this search consisted of a ‘walk through’ to 

ensure no documents, files or other material had been left behind due to the relocation. 

The disc was not located as a result of this search.  

‘Data Safe’ was contacted and located a total of twenty one (21) boxes of files sent to 

them since the last sighting of the disc. All boxes were searched with a negative result. 

A POLSA (Police Search Advisor) search for the missing disc of the CCU intelligence 

office at Dalmarnock Police Office has never been undertaken (D330 refers). 

The full details of the loss of the ‘production’ and the circumstances surrounding it 

were reported to Police Scotland Senior Management, and, in turn, to HMICS. The 

fact that the disc had been mislaid was placed in the public domain as a result of it 

being included in the HMICS report with a recommendation being made that Police 

Scotland investigate the circumstances which led to the loss of the CCTV disc and 

establish if the loss was a notifiable security breach. 

B: Misconduct Proceedings -  and . 

As a result of enquiries undertaken by Police Scotland CCU a number of issues were 

identified regarding the seizure, continuity, recording and storage of the disc, which 

quite clearly was a production from the time it was seized from staff at ‘Costa Coffee’ 

and the fact that this lack of control and accountability had led to the disc being lost.  

 and  were all spoken to with regards to establishing the 

facts around the circumstances leading up to the disc going missing. All accepted that 

the procedures adopted fell short of what would be expected and did not comply with 

the Standard Operating Procedures in place at the time with regard to the seizure and 

storage of productions.  
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Preliminary Assessment of the conduct of  and  were conducted by 

, Professional Standards Department on 21st April 2016.  

The assessments stated that if the conduct alleged (Failure to follow procedures in 

respect of seizing, recording and storing the CCTV footage) were to be proven it would 

amount to Misconduct without an investigation into the matter under Duties and 

Responsibilities and that Improvement Action was a suitable ‘sanction’ for both 

officers. 

 and  were provided with suitable advice and instructed to make 

themselves aware of the established procedures for the future by  

(D11 and D12 refers). 

C: Investigation by   

 is Police Scotland’s Strategic Firearms 

Commander for Organised Crime and Counter Terrorism. 

 has provided an account in which  states that  was tasked by 

 towards the end of May 2016 to 

conduct an investigation regarding recommendations two (2) (Intelligence collection 

by CCU) and three (3) (Lost production – CCTV disc) of the HMICS report.   

 stated that was briefed by  on 26th May 2016 and 

shown a letter from , HMICS, to . On 2nd June 2016,  

was further briefed by , HMCIS, regarding their findings and the areas 

for  to examine. He also provided  with a timeline and details of the files from 

CCU for  to look at (relating to recommendation two).  confirmed that  also 

had meetings with  regarding the Investigatory Powers Tribunal 

(IPT) proceedings.  

 appointed  as deputy 

following approval from .   

 stated that discussions took place between  and  

in order to establish what Professional Standards Department were doing in 

relation to the officers involved in the missing CCTV disc and if misconduct 

proceedings were at play, being mindful of the publication of the HMICS report. 

 stated that it was  understanding that  had requested a 

search of Pitt Street in an attempt to locate the missing disc and that this had been 

done although  could not be certain of this.  did not request that this be 

done or that a POLSA search team be tasked with searching the CCU intelligence 

office at Dalmarnock.  

 stated that this would likely have been one of  actions to complete 

however by the time  had completed  other enquiries as outlined above, the IPT 

process and Durham involvement had ‘taken over’.  could not confirm to 

what extent a search of the CCU at Dalmarnock had taken place and by whom or if a 

POLSA search team had been utilised.  
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 stated that  investigation was not part of any misconduct process and 

that  played no part in this process. 

It would appear that  investigation concerned the circumstances of the 

loss of the CCTV disc as opposed to a new investigation to locate it at that time (D290 

refers). 

D: Recovery of the lost CCTV disc.  

On Thursday 25th August 2016, in preparation for leaving his role within the CCU for 

a divisional intelligence role,  had cause to empty his personal locker 

within the CCU at Dalmarnock and whilst doing so located the missing CCTV disc.  

immediately informed his supervision of this fact. (An account of his 

involvement has been provided by  - Please see below).  

It would appear from documentation available to the investigating officers that  

 stated at the time of locating the disc that  had previously searched this 

locker when it was discovered that the disc was missing (D13 refers). However when 

providing an account on 2nd March 2017,  stated that  did not search  personal 

locker or the box of personal items within, having no reason to believe or suspect the 

disc to be there. 

On recovery the disc was formally lodged as a production and Police Scotland 

Executive were informed of the circumstances of its recovery. Steps were taken by 

Police Scotland to inform the relevant stakeholders of its recovery, including Chief 

Constable Barton given the ongoing independent review of complaints being 

conducted by Durham Constabulary.      

 was unable to offer any explanation as to why the disc was found in the 

circumstances in which it was. 

 confirmed that  had no other involvement in the CCU investigation. 

E: Account of .  

On Thursday 2nd April 2017  provided an account of his involvement 

in the loss of and subsequent recovery of the CCTV footage from ‘Costa Coffee’ 

following its seizure on .  

 stated that  believed  was present when  viewed the 

footage at Pitt Street on or around the following day but could not be certain.  had 

no recollection of the circumstances of the footage being viewed by  or the 

whereabouts of the disc after this point.  

 had no knowledge of any search conducted at Pitt Street. 

 confirmed that at the time of the office move from Pitt Street to Dalmarnock 

 was in fact working on an operation at Gartcosh for a six to eight week period.  

explained that all work documents/files and personal items were stored in crates prior 

to the relocation.  was not present at the move but prior to the move  had placed 

all of his files into a crate in readiness for the relocation to Dalmarnock.  ‘personal 

items’ were also placed into the top of the same crate. The personal items included a 
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small cardboard ‘IMPEGA’ type transfer file which had been situated on a shelf within 

the CCU intelligence office to which other staff had open access. This box contained 

items such as an old torch, appointments etc., which  had in possession for a 

number of years. The crate was left insecure. 

 stated that when re-joined his team at Dalmarnock some weeks later 

the box containing  personal items was on top of  new desk.  believed that 

the rest of the contents of the crate may have been placed into the drawers of  new 

desk.  had been allocated a personal locker in the general locker room (Clothing 

etc.) and a very small ‘food locker’ within the CCU Intelligence office.  stated 

that  placed this box into the food locker, without checking inside of it, leaving no 

room for anything else to be stored in it. 

 stated that  locked his locker and believed that  never opened it again 

until the disc was recovered on 25th August 2016 as  did not require access to any 

of the items within. The key for the locker remained in  possession and no-one else 

had access to the locker. 

 stated that when it was discovered that the disc was ‘missing’  and the 

rest of the CCU intelligence staff conducted a full search of their office including desks 

etc but  did not search  ‘food locker’ or the box of personal items within knowing 

that the disc could not be there. To his knowledge no other search, POLSA or 

otherwise, was conducted at Dalmarnock for the missing disc. 

 stated that the disc was found by  within the aforementioned box whilst 

emptying the locker at the end of  time in CCU to move to a divisional intelligence 

role at . The disc was contained within a small plain white unsealed 

envelope and was lying in the top of the box.  was asked why  opened 

the box, knowing what was in it anyway, and  stated that  wanted to get rid of 

some of the items prior to moving to  new role.    

 was unable to offer any explanation as to why the disc was found in the 

circumstances in which it was. 

 confirmed that  had no other involvement in the CCU investigation (D290 

refers). 
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COMPLAINT ALLEGATIONS. 

 

Allegation One: That the ‘loss’ of the CCTV was a deliberate act as part of a 

wider attempt by  officer(s) within the CCU to conceal evidence that would cast 

doubt upon the veracity of the intelligence case submitted in support of the 

unlawful applications for communications data. The loss of the disc suited the 

officers involved in the unlawful applications.  

The CCTV disc seized by  and  from ‘Costa Coffee’ on  

 was clearly of some evidential value. The fact that a CCU intelligence file, ref 

, had been created on  and the officers had been tasked with 

viewing the footage would suggest this to be the case. 

There was a complete lack of care, awareness and control applied to the overall 

handling of this disc from the time it was seized to the time it was mislaid. There would 

also appear to be a certain lack of supervision and direction in relation to the 

procedures which should have been adopted at the outset albeit the procedures to 

adopt in seizing any item of property as a production is a fairly routine aspect of police 

work and one were there would be an expectation that experienced officers working 

within a Professional Standards/Covert Policing environment would ‘get it right’ from 

the outset.  

This lack of care, leading to the disc being mislaid has undoubtedly caused huge 

embarrassment to Police Scotland, compounded by subsequent events including the 

authorisation of the unlawful applications for communications data based on flawed 

and inaccurate intelligence. 

As a result of enquiries undertaken by Police Scotland CCU at the time a number of 

issues were identified regarding the seizure, continuity, recording and storage of the 

disc, which quite clearly was a production from the time it was seized from staff at 

‘Costa Coffee’.  

There is no evidence available to suggest that the loss of the CCTV disc was a 

deliberate act as part of any wider attempt by any officer(s) within the CCU to conceal 

evidence that would cast doubt upon the veracity of any intelligence case submitted in 

support of the unlawful applications for communications data. It is the opinion of this 

enquiry that the officer’s displayed a level of incompetence and complete lack of 

awareness in their handling of the disc but the loss of the disc was not a deliberate 

act. The investigator would further state that if  was party to a wider 

‘conspiracy’ to conceal evidence which suited the CCU investigation, in particular the 

unlawful obtaining of communications data,  would not have subsequently disclosed 

the existence of the disc recovered in  locker.  

It cannot be established how the disc came to be in the location it was subsequently 

found.  can offer no explanation regarding this. It appears likely that it was 

placed into the box containing  personal items at some stage, after being 

viewed on or around , and, prior to the CCU relocating from Pitt Street 

to Dalmarnock.   
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 and  were subject to misconduct proceedings 

approximately four months prior to the missing disc being found by  in the 

circumstances previously described. It is the opinion of this enquiry that if misconduct 

proceedings had been undertaken in respect of  after the missing disc was 

located in his locker, the assessment of his conduct and subsequent outcome would 

not have changed. 

   and      Interception of 

Communications Commissioner’s Office (IoCCO), have been spoken to regarding 

their review of the circumstances surrounding the unlawful applications for 

communications data (D319 refers).  

 confirmed that under section 8:3 of the Codes of Practice, IoCCO could 

refer matters to the Investigatory Powers Tribunal (IPT) if a person(s) is ‘adversely 

affected’ and ‘wilful and / or reckless’ conduct is identified.  stated that these were 

the only matters for IoCCO, which is a regulatory/compliance/oversight body as 

opposed to an investigatory body, to determine (in  words to ‘get it over the bar’) in 

order to invite the complainants to invoke IPT proceedings.  

 had no knowledge whatsoever of the existence, loss of and subsequent 

recovery of any CCTV footage as  review dealt with matters ‘above the line’ (the 

unlawful applications and if any person had been adversely affected) and not matters 

‘below the line’ (including the provenance, veracity, handling and dissemination of the 

intelligence case).  

There is no evidence to suggest that Police Scotland CCU deliberately withheld the 

existence of the footage from IoCCO as it would conflict with what intelligence was 

used in the authorities. It is more likely that Police Scotland CCU paid little or no 

attention to what was on the disc, other than to identify , compared 

to what intelligence was submitted on the authorities, due to incompetence. IoCCO 

were not aware of the existence of the disc and it was not of any relevance to their 

review.   

Giving full consideration to the circumstances surrounding the seizure, loss of and 

subsequent recovery of the CCTV disc this enquiry  is satisfied that the conduct of  

and , a supervisor responsible for 

tasking the officers in the first instance, has previously been considered by Police 

Scotland and the failings identified have been dealt with by them appropriately. 

Allegation not upheld. 
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Chapter Seven – Authorisations 

 

Background 

Chronology 

In February 2015 the Interception of Communications Commissioner’s Office 

(IoCCO) published findings concerning its enquiry into the use of Chapter 2 of Part 1 

of the Regulation of Investigatory Powers Act (RIPA) to identify journalistic sources.  

The recommendation, as a consequence of the inquiry, was that ‘judicial 

authorisation’ should be obtained in cases where communications data is sought to 

determine the source of journalistic information.  

Section 83 of the Serious Crime Act 2015 amended Section 71 of RIPA to require 

the Code of Practice relating to Chapter 2 of Part 1 of RIPA to include provision 

designed to protect the public interest in the confidentiality of journalistic sources.  

The revised code came into force on 25th March 2015 and contained such 

provisions, extending to all of the United Kingdom. 

On 5th April 2015 the first of a series of newspaper articles appeared in the ‘Sunday 

Mail’ concerning an investigation into a murder by Police Scotland (PS). The article 

related to the unsolved murder of Emma Caldwell in 2005 and was based on 

information from a retired police officer named as  and what 

appeared to be transcripts from both police interviews and covert listening devices 

used during the investigation. 

On the 7th April 2015 a covert criminal investigation was commenced by the Counter 

Corruption Unit (CCU) of Police Scotland in an effort to identify serving police 

officers, police staff and ex-employees who may have made unauthorised disclosure 

of sensitive and restricted information that appeared in the articles. 

As a part of the CCU's investigation five (5) applications for subscriber information 

and communications data were submitted and authorised between 16th April 2015 

and 4th May 2015. The applications all related to subscriber and traffic data which 

might establish contact between Police Scotland staff/former staff and persons 

connected to the publishing of the relevant articles.  

Between 15th and 17th June 2015 IoCCO undertook its annual inspection of Police 

Scotland and within that inspection reviewed the above applications and the 

communications data acquired as a result of those applications. The inspectors 

concluded that the material requested in the communications data applications 

related to persons who could be viewed as ‘intermediaries’ between a ‘journalist’ and 

a ‘suspected source’ and that the applications were directed ‘at determining a 

journalistic source’ in breach of sections 3.78 and 3.79 of the new codes of practice 

relative to the Acquisition and Disclosure of Communications Data. In addition, they 

also identified that two of the five applications were authorised by a Designated 



OFFICIAL (SENSITIVE) 
                     

49 
OFFICIAL (SENSITIVE) 

 

Person (DP) who was not ‘independent’ of the investigation in breach of paragraph 

3.12 of the Code.  

The IoCCO Police Scotland Inspection Report made a number of recommendations 

including the requirement that there be a separate investigation into the five 

applications seeking to determine ‘journalistic sources’. 

At  the request of IoCCO  Police  Scotland  undertook   an  internal  review  of  the  

matter and produced a report that was supplied  to IoCCO on 4th August 2015. 

IoCCO undertook a review of the circumstances and produced a report in November 

2015. 

The Code 

Relevant sections of the code which came into force on 25th March 2015 relating to 

applications to determine the source of journalistic information are as follows: 

3.78.  In the  specific case of an  application  for communications data,  which  is 

made in order to  identify a journalist's  source,  and until such  time as there  is 

specific legislation to provide judicial authorisation for such applications,   those law 

enforcement agencies including  the police, National  Crime Agency and  Her 

Majesty's  Revenue  and  Customs, in England  and  Wales with  powers  under  the 

Police and  Criminal  Evidence  Act  1984  must  use the procedures  of PACE to  

apply  to  a court for a production order to obtain  this data.  Relevant law 

enforcement agencies in Northern Ireland must apply for a production order under 

the PACE (Northern Ireland Order) 1989. Law enforcement agencies in Scotland 

must use the appropriate legislation or common law powers to ensure judicial 

authorisation for communications data applications to determine journalistic sources. 

3.79. Communications data that may be considered to determine journalistic sources 

includes data relating to: 

•   Journalists' communications addresses; 

•   the communications addresses of those persons suspected to be a source; and 

•   Communications addresses of persons suspected to be acting as intermediaries 

between the journalist and the suspected source. 

3.81. This includes that, where the police suspect wrong-doing that includes 

communications with a journalist, the application must consider properly whether that 

conduct is criminal and of a sufficiently serious nature for rights to freedom of 

expression to be interfered with where communications data is to be acquired for the 

purpose of identifying a journalist's source. 

Relevant sections of the code regarding the independence of Designated Persons 

(DP’s) are as follows: 

3.12. Designated persons must be independent from operations and investigations 

when granting authorisations or giving notices related to those operations. 
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3.15. Where a designated person is not independent from the investigation or 

operation their involvement and their justification for undertaking the role of the 

designated person must be explicit in their recorded considerations. 

 

Investigation 

Preparation for the introduction of the new Codes of Practice by Police Scotland 

At the time of the ‘unlawful’ applications for communications data,  

was the Senior Responsible Officer (SRO) for Police Scotland. This role is 

related to Technical Collections and involved, amongst other things, the 

management of the Force Telecoms Unit. It did not, at that time, encompass 

management of any CCU staff, or their work, as this was done independently and 

within that department.  

As part of  role  was responsible for managing changes in legislation 

around the Regulation of Investigatory Powers Act 2000 (RIPA).  role involved 

the communication and cascading of relevant changes to legislation or process. This 

was done by either email circulation, telephone contact or force training events. 

In preparation of the Code being amended  conducted various 

consultations and notifications, beginning December 2014, including IoCCO, the 

Crown Office and Procurator Fiscal Service (COPFS), Police Scotland's Counter 

Corruption Unit (CCU), Legal Services, Force Authorising Officers and 

Communications Investigation Units (CIU) SPoC’s. In particular,  

highlighted the imminent changes regarding recommendations on the 

‘independence’ of ‘Designated Persons’ and the seeking of ‘judicial authorisation’ for 

journalistic communications.  

In terms of establishing a sequence of events, the following has been provided by 

the SRO:  

 On 30th December 2014, the SRO sent an email to  

 (and all relevant CCU officers) regarding the intended 

changes in respect of the independence of Designated Persons. 

 

 On 11th February 2015, the SRO emailed  

of the CCU Intelligence unit to ensure he was aware of Sir Paul Kennedy's 

report and the recommendation for judicial approval and that this would impact 

on his department more than any other department. 

 

 On 24th February 2015, the SRO emailed  

 

 

 

to inform them of the intended changes and sought a 
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meeting to discuss progression of a process in relation to the Judicial 

authorisation element of the new codes. 

 

 On 2th March 2015, the SRO held meetings with  and  

, followed by a further meeting on 4th March with  and 

, in respect of discussion of a process within Scotland to seek 

judicial authorisation.   intended to consult with colleagues.   

and    considered  the exploration  of the process in 

terms  of  Part  111 of the  Police Act  1997. On the recommendation of  

, advice was sought from the Lord Presidents Office and most recent 

advice was that the Part Ill process could be used and approval could be sought 

from Lord Bonomy and Lord Mclean. This had still to be completely considered 

by . In the interim, it was concluded that should an urgent 

situation occur, this being most likely within CCU, that engagement with COPFS 

would occur to seek a warrant from a Sheriff. 

 

 On 12th March 2015, the SRO emailed  the relevant part from the 

2015 IOCCO report regarding PSD departments. 

 

 On13th March 2015, Sir Paul Kennedy's report was available via the SPoC 

Communications Data Assistant (CDA) which is accessed by CIU SPoC’s and 

is the equivalent of a SPOC Intranet. 

 

 On 26th March 2015, the West SPoC Manager,  

, emailed all SPoC’s in the West of the changes to the Code of Practice 

and provided direction to them to seek advice from a supervisor re judicial 

process. 

 

 ‘ ’ (the electronic workflow system) was updated the following week 

to ensure that applicants were required to identify certain professions within the 

application. This was mirrored in the East and North.  

 

 On 30th March 2015 a Home Office presentation regarding changes to policy 

and highlighting the judicial approval for journalistic sources was available via 

CDA, which is accessed by CIU SPoC’s. 

 

 On 7th April 2015,  emailed the five Force Authorising Officers 

regarding the changes to the Code. 
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In relation to the introduction of the new Codes of Practice, HMICS conclude the 

following in their Police Scotland – Counter Corruption Assurance Review (June 2016) 

– (D70 page 27, para 44 refers). 

‘Within the restricted timeframe between publication of the Commissioner’s journalist 

inquiry report, the introduction of the revised Code of Practice (2015) and the 

documented contraventions by Police Scotland, we consider that the SRO made every 

effort to cascade the relevant information across the Specialist Crime Division and the 

CCU. Having examined the facts the HMICS we are satisfied that the senior 

management within the CCU had been engaged during the process and conclude that 

there was no organisational failure by Police Scotland in preparing for and delivery of 

the revised Code of Practice (2015)’. 

In his evidence to the Parliamentary Justice Committee on 15th December 2015, the 

then     highlighted concerns 

over the speed with which the Codes of Practice (March 2015) were introduced and 

questioned the clarity of guidance provided. Notwithstanding the pace with which the 

revised Code was introduced, this investigation concurs with the view of HMICS in 

that, ‘we consider this had no bearing on the decision making process of the 

Designated Person ( ) as advice in line with the Code was 

available and provided’. 

Significantly,  accepts that in authorising three of the applications he 

‘gave due regard to the code and all other relevant advice’ and ‘had digested 

paragraphs 3.72 to 3.84 in particular’. 

 

Intelligence. 

As discussed within the preceding chapter, on  an 

intelligence report was received by Police Scotland  Counter Corruption Unit (CCU) to 

the effect that  

 ‘Costa Coffee’,  

 

 

 

 

.  

On , a CCU intelligence file was created as a result of the 

above intelligence (D67 refers). 

The ‘ ’ officer was subsequently identified as . 

The receipt and processing of the intelligence relevant to the unlawful applications for 

communications data is discussed in an earlier chapter. 

 

Publication of Sunday Mail Article on 5th April 2015. 
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On 5th April 2015 the first of a number of newspaper articles were published relating 

to the murder of Emma Caldwell and the police investigation.  

, and who had previously 

worked on the Emma Caldwell murder, believed the information detailed could only 

have come from someone within the police. 

 spoke to , about the 

publications. At some stage on 7th April 2015 a second CCU intelligence file was 

created by  in relation to concerns  raised about the 

suspected leaks (D68 refers).  

 was 

interviewed on 18th January 2017.  recalled that  came to  office on the 

morning of Monday 6th April 2015. At that time  was  supervisor. 

 informed  of a long standing association with .  

stated that  had read an article in the Sunday Mail the previous day regarding the 

Emma Caldwell murder and  wished to inform  supervisor of  association with 

.  

 advised  to submit a report regarding the matter which did so. 

 then sent the report to the group CCU mailbox via email, believed to be on 

the same day, copying  into this email.    

 believed that  was contacted by telephone a couple of days after sending 

the referral to CCU by  to discuss the general circumstances of the referral 

and clarify what had been said (It is believed that this was on 10th April 2015). 

 informed  that , on seeing the newspaper article, had 

volunteered that  was a close friend of .  told  that  

 had stated  did not have a mobile telephone.  had also 

said  had told  sources for the article were not from within the 

police (D240 refers).  

On 16th April 2015 CCU officers began to apply for Telecommunications data in 

relation to a number of serving or retired Police Scotland officers who were suspected 

of being sources of information to journalists responsible for the Sunday Mail article of 

5th April 2015. A number of individuals were profiled and relevant intelligence checks 

carried out. 

Four persons, two retired and two serving Police Scotland officers, became subject of 

intrusion relevant to their Telecommunications data. As discussed in other areas of 

this report it remains unclear as to why these four individuals were selected. The 

available intelligence case relevant to each is previously outlined. 

 

Structure of Designated Persons (DP) / Authorising Officers (AO) and workflow. 

At the time of the unlawful applications, Police Scotland had five Authorising Officers 

who were responsible for the scrutiny and gatekeeping of RIPA and Part 3 of the Police 

Act 1997 authorities.   
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Furthermore, all of these officers were also trained Designated Persons (DPs) in 

respect of RIPA applications for Telecommunication data. Three of these officers were 

based in and covered the west side of the force geographically, one to the east and 

one in the north. For resilience, on occasions, these roles could, and would, overlap. 

The force also had a number of DP’s of Inspector rank or above. In all cases above 

the officers within these posts would or should have been trained in that role to a 

national standard. 

The obtaining of communication data, which is the main focus of  this report, would 

have in most circumstances been done through the CIU. Police Scotland have utilised 

the national Communications Data (CD) workflow ‘ ’ system since April 

2014.   

Any officer can be the applicant but would be required to have some personal 

knowledge about the case and in particular the intelligence being used to ‘justify’ the 

application. The applicant could, on completing any such application, speak to a Single 

Point of Contact (SPoC) for advice. This practice is encouraged to ensure the 

applicant’s objectives are fully met by the most efficient and effective method. In 

essence, once completed, the application would pass through a SPoC, for 

gatekeeping and quality control purposes, before being forwarded to a DP for 

authorisation, or indeed, rejection.  

In this particular case however the applications made by the CCU did not pass through 

the CIU at any time.   

At that time the established process was, as a result of the need for security and 

confidentiality, for the CCU to administer their own applications within the department. 

The CCU at this time employed their own SPoC’s and DP’s although there was no 

Designated Person/Authorisation Officer at Superintendent level based within the 

CCU. , as one of five Authorising Officers, had geographical 

responsibility for the West of Scotland. was the ‘indoctrinated’ AO for the CCU.  

was a DP at Inspector level within the CCU. 

It is prudent to point out that Police Scotland have an impressive failure/rejection rate 

for sub-standard RIPA applications initially received and assessed. It is believed that 

this is as a result of the CIU acting in a robust manner in respect of ensuring the quality 

of application forms, the quality assurance process and the availability and willingness 

of the AO/DP to engage, whilst remaining independent, in dialogue with the applicant.   

 

Authorities 

The Applications for Telecommunications Data (Authorities) subject to this report are 

referred to in various other documents/hearings/proceedings. For clarity, five (5) 

applications were authorised however three (3) of these applications were returned to 

the applicant by the SPoC for changes to be made prior to authorisation. The amended 

version of these forms were processed and authorised using the same Unique 

Reference Numbers (URN). An explanation is given below under each URN.   
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Application One: URN: (D130 refers). 

1st submission – Application for Subscriber checks and Call / Traffic Data – (Person 

intentionally un-named) (Mobile), (Home) and  (Home 

and mobile). 

2nd submission – Application for Subscriber checks and Call / Traffic Data –  

(Home),  (Home and mobile) and  (Home 

and mobile).  

Applicant – . 

SPoC – . 

Supervisor – . 

DP –  (‘B’ and ‘C’ data, Traffic Data – Supt level).  

It is evident from emails available to the investigators that a considerable amount of 

discussion had taken place on 16th April 2015 between relevant parties involved in 

the submission of this particular application prior to it eventually being authorised. It is 

also evident that some discussions took place other than identified on the emails 

available. In attempting to establish the interpretation of the new codes of practice by 

those involved and understand the intelligence case in terms of necessity and 

proportionality when submitting and authorising the applications for communications 

data, it is important to understand the nature of these discussions.  

At 10:27 hours  sent an email to  (CCU) attaching the email 

he received from  on 7th April 2015 outlining the changes to the code 

regarding communications data involving certain professions and applications to 

determine the source of journalistic information. He stated: 

‘ , 

Remember this. The first part relates to Journalists and you will see it means that your 

application will have to be very carefully worded and considered. IF it appears that we 

are trying to identify the journalist’s source then the matter requires judicial approval. 

If we are trying to confirm a number for someone by cross referring billing with other 

billings then that might be another matter but I will have to look into it. It would need to 

be clear that we would only subscribe any common numbers that appear in the billings 

we discussed. 

Hope this helps 

’   

 

At 11:20 hours  replied: 

‘Boss 
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That’s great. It certainly helps us pulling the wording of the application together. 

’    

 

It is evident that  sought advice from  within the CIU 

regarding the application and  considerations surrounding judicial authority.  

 in turn spoke to  supervisor,  about  concerns. 

It does not appear that  spoke directly to  about the matters 

raised, but, at 12:01 hours that day,  sent an email to  and  as 

follows: 

‘Morning, I understand from my some discussions have taken place 

with  re an ongoing enquiry where you intend to seek traffic data on 

a journalist’s phone even though you know the identity of the source? I would suggest 

this falls into the category of requiring judicial authorisation. As I have only entered 

into very early discussions with the Lord Commissioner’s office regarding High Court 

Approval, if it is urgent, can you let me know, as I would not us (sic) to circumvent this 

process by going down the warrant route. 

’       

 

At 12:22 hours,  replied to  and :  

‘Hi  

This was only discussed this morning and the journalistic privilege/judicial 

authorisation was considered, 

I am still waiting for the full intelligence case before we ask  to consider and your 

advice on progression, 

Thanks 

’    

 

At 12:24 hours that day,  responded to  and : 

‘Ok happy to discuss when you know more. 

’      

 

It is significant that  is not sighted on the progression of the applications 

subsequent to this particular email exchange.  

 

At 13:07 hours that day,  sent an email to : 



OFFICIAL (SENSITIVE) 
                     

57 
OFFICIAL (SENSITIVE) 

 

‘Hi , 

I have included the extract from the new Codes of Practice which as you can see 

would require Judicial Authorisation, possibly even for the third party. 

As it stands the SRO  has been in early discussion with COPFS 

to establish a policy of how to proceed with this new process as yet this process has 

not yet been established. If the CCU require this in the interim then  

may have to contact  (COPFS) to confirm the best way to obtain the data, 

which may well be via a warrant issued under the C.P. (Scot) Act 1995. 

I hope this answers your query,  

Thank you,’      

Within this email  included copies of paragraph 3.78 and 3.79 of the 

new codes. 

 

At 13:42 hours that day,  replied to : 

‘  

Thanks for getting back to me about this. It is really helpful. As I mentioned on the 

telephone, in this instance we know the identity of the source, and are merely trying to 

get their mobile telephone number by cross referencing billings. Would this change 

things? 

Thanks again 

’      

 

At 13:46 hours that day,  sent an email to  as follows: 

‘  

Please see attached. The communications Unit are suggesting this would need judicial 

authority, although you can see I have asked them to look again at it based on the 

circumstances, given that we are not trying to identify the source merely get their 

number. 

I’ll keep you posted. 

Regards’      

 

At 14:38 hours that day,  replied: 

 

Sorry for the delay in replying. Have been in Edinburgh at a meeting. On way back to 

Glasgow and will catch up on various emails then 
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’      

 

At 15:03 hours that day,  sent  a further email as 

follows: 

‘Hi , I think in all the circumstances this would be construed as determining a 

journalistic source, in fact in this set of circumstances it ticks all three boxes, 

Communications data that may be considered to determine journalistic 

sources includes data relating to: 

Journalists’ communications addresses; 

The communications addresses of those persons suspected to be a source; and 

Communications addresses of persons suspected to be acting as 

intermediaries between the journalist and the suspected source. 

The whole aspect of this change in the Codes is Freedom of Speech/expression and 

therefore the acquisition of data involving the above would require the judicial process, 

notwithstanding that should there be criminality involved that the data cannot be 

obtained, just not by means of the RIPA process. 

Thank you,’     

  

At 15:16 hours that day,  responded to  as follows: 

‘  

Thank you for your further considerations. I will have the Department responsible 

touch base with . 

Regards 

’      

There is no record of ,  or any other officer within the CCU 

speaking with  at COPFS regarding the issues identified.   

At 15:19 hours that day,  sent a further email to  with  

 advice attached: 

‘  

Copy of a further update. It looks as though, if you want the Journo’s billing even all 

though it is only for the purpose we discussed, then it would have to be dealt with 

‘Judicially’. This would be a sheriff or judge and as you will see from the earlier material 

this would involve engaging with  in the first instance? 

Let me know what you want to do and I will help in any way I can. (I will process the 

other applications in any event.) 
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’       

At 16:56 hours that day,  replied to : 

‘  

I am keen to progress this, however I will have a look at it tomorrow in the cold light of 

day and give you a bell 

Thanks 

’      

The relevant application, URN:  has been examined. 

It was first submitted to the SPoC at 13:50 hours on 16th April 2015. The application 

was for Subscriber Information and Traffic Data in relation to one journalist 

(intentionally unnamed for the purposes of this report),  and . 

The journalist was one of the journalists responsible for the ‘Forgotten Suspect’ article 

regarding the Emma Caldwell murder investigation.  

It is noted in the application that there is no known current mobile telephone number 

for another journalist responsible for the article (intentionally unnamed for the 

purposes of this report), assuming that if there was a request for his communications 

data would also have been included on the 1st application.  

In any event, the form is received by the SPoC and ‘accepted’ by him at 14:03 hours 

that day.  

At 07:52 hours the following morning, 17th April 2015, the application was returned to 

the applicant by the SPoC noted ‘Reason for return: Advice to applicant to change 

request. , As per’.  

No witness/subject officer testimony has yet been received but it would appear that 

from this comment, and the email exchanges previously described, that conversations 

have taken place between the DP, SPoC, applicant, and others perhaps, to change 

the request.  

A second application, bearing the same URN, was re-submitted to the SPoC at 08:32 

hours on the same day, accepted by him and forwarded to the DP for his consideration 

at 08:41 hours. 

The journalist (intentionally unnamed for the purposes of this report) was removed 

from the initial request and  mobile and home numbers had been 

added. Reference to journalist’s mobile numbers were taken out of the ‘Necessity’ text 

and a paragraph added to reflect that  was now a subject of the 

application. It would appear that the officers involved in the progress of this application 

did not recognise  as a ‘journalist’ at that time or indeed at any time during 

the life span of all of the applications.  

The application was authorised by the DP at 14:08 hours on the same day.  
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Data was requested and authorised for all of the telephone numbers between the 

dates of 3rd April 2015 and 13th April 2015, except for  mobile telephone 

. The dates requested and authorised for this number are between 3rd 

April and 6th April 2015. 

Of note are the following paragraphs contained within the application: 

Necessity.  

 further disclosed that he believed  does not possess a 

mobile phone which is an unusual statement to make without provocation’. 

 made this comment when he self-disclosed his association with  

to , believing that an investigation would commence regarding a ‘leak’ within 

Police Scotland. The investigation does not find this an unusual statement to make 

and attaches far less significance to the comment than the applicant and DP, who 

appear to have used this comment to bolster an almost non-existent intelligence case 

against .   

‘  is known to be a friend of , 

who previously worked in the murder enquiry and has specialist knowledge of the 

details highlighted in the press article. is likely to be in frequent contact with 

 in a social context. Obtaining data from  calls may highlight a 

mobile number used by .’ 

It is not clear why  became part of the same application as  

and . There is no link between all three. Analysis of any traffic data obtained 

in relation to  landline and  landline/mobile would be more 

likely to provide a mobile number for  than that of any communications 

data relating to .    

Collateral Intrusion. 

‘It is not the intention of this application to identify any journalistic sources but to identify 

contacts with  which in turn may assist in identifying persons who 

could be assessed as serving police officers that may be providing him with restricted 

information.’ 

This paragraph is contradictory. It is unclear what status the applicant is attaching to 

 (Is he a journalist, intermediary or a journalist’s source?). In any event, 

by obtaining the traffic data requested journalistic sources will be identified by default. 

SPoC Report. 

‘The purpose of this application is to identify an unknown number for  

with a view to further identify the potential risk to the organisation.’ 

‘The date range covers the weekend of the first article to the weekend of the second. 

There is no intention to identify journalistic sources only the contact  may 

have with individuals who have knowledge of the investigation.’ 
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Once again this paragraph is confusing and the status attached to  is not 

clear.  

Designated Persons comments. 

‘Further one of the officers subject to some suspicion has indicated, surprisingly that 

the subject  has no mobile device. Taking account of the foregoing and the 

comments from the officer, if indeed  has an unidentified mobile or other 

communications device, there is no less intrusive means by which it could be identified 

at this time.’ 

As stated aove the investigation does not find this an unusual or ‘surprising’ statement 

for  to make when disclosing  association with . 

 

Application Two: URN: (D134 refers) 

Application for Subscriber check and Call / Traffic Data –  (Mobile). 

Applicant – .  

SPoC – . 

Supervisor – . 

DP –  (‘B’ and ‘C’ data, Traffic Data – Supt level). 

The relevant application, URN:  has been examined. It was submitted to the 

SPoC at 11:03 hours on 22nd April 2015. The application was for Subscriber 

Information and Traffic Data in relation to .   is a serving 

 in the .  

Costa Coffee,  on 17 March 2015.  did not work on the Emma Caldwell 

murder investigation. There is no intelligence which suggested  passed any 

information to  in relation to the murder.  

The time period requested and subsequently authorised was for a two day period from 

16th March 2015 to 17th March 2015. 

It is clear from the application, and SPoC report, that the whole purpose of this 

application was to identify a current telephone number for  as application 

one application failed to do so. The application was authorised by the DP at 15:45 

hours on the same day.  

This application and the intelligence case attached to it is deficient in all aspects. Of 

significant concern is the following paragraph in the ‘Necessity’ case:  

‘Intelligence provides   

 

 

.’ 

As has been previously established there is no recorded intelligence which stated that 

 passed any police information whatsoever to . The source of 
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the intelligence that  

 

. It is not apparent as to why this intelligence, which does 

not exist, is included in the application other than to state that the authorisation of this 

application is wholly dependent on this piece of inaccurate and erroneous intelligence.  

 

Application Three: URN:  (D131 refers) 

1st submission - Application for Subscriber check, account information, IP log on 

history (Traffic Data) -  (Email address). 

2nd application – As above (Necessity and Collateral Intrusion altered). 

Applicant – . 

SPoC – . 

Supervisor – . 

DP –  (‘B’ and ‘C’ data, Traffic Data – Supt level). 

The relevant application, URN:  has been examined. It was first submitted to 
the SPoC at 12:36 hours on 22nd April 2015. The application was for Subscriber 
Information / Traffic Data relating to  email account between 1st 
February 2015 and 22nd April 2015. The purpose of this application was to identify 
any other communications addresses/mobile telephone numbers being used by  

.  

At 14:03 hours on the same day the application was returned to the applicant by the 

SPoC noted ‘Reason for return: Advice to applicant to change request. , As per’. 

No witness/subject officer testimony has yet been received but it would appear that 

from this comment that conversations have taken place between the SPOC and 

applicant to change the request.  

A second application, bearing the same URN, was re-submitted to the SPoC at 14:13 

hours on the same day, accepted by  and forwarded to the DP for his consideration 

at 14:40 hours. The application was authorised by the DP at 15:56 hours the same 

day. 

The ‘Necessity’ case has been altered from the first application to the second 

application. The changes do not appear to be significant other than reference to the 

fact that ‘  did not work directly on the murder investigation in question’ 

has been taken out completely from the first application. It is considered that this 

comment was been seen to weaken the application hence its omission from the 

second application. 

‘Collateral Intrusion’ has been considerably altered. A fairly detailed, standard 

consideration of Collateral Intrusion was replaced with ‘There is no anticipated third 

party intrusion………..’ This requires some explanation, as, on first reading it appears 

deficient. 
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Application Four: URN:  (D133 refers) 

1st submission – Application for Subscriber check/Account information –  
. 

2nd submission – As above with a request for the 2nd account number to be added 

(Same number entered twice).  

Applicant – . 

SPoC – . 

Supervisor – . 

DP – (‘A’ data – Subscriber information). 

The relevant application, URN:  has been examined. It was first submitted to 
the SPoC at 13:57 hours on 1st May 2015. The application was for Subscriber and 
Account information relating to  between 3th April 2015 
and 13th April 2015. The purpose of this application was again to attribute/identify 
any mobile telephone numbers connected to this account(s) and linked to  

.  

At 14:14 hours on the same day the application was returned to the applicant by the 

SPoC noted ‘Reason for return: Advice to applicant to change request. Add the second 

account you nugget’. A second application bearing the same URN was re-submitted 

to the SPoC with the same account number listed twice. There were no other changes 

made to the application.   

The second request was forwarded to the DP by the SPoC at 14:30 hours on the same 

day. The SPoC report reflects the fact that the information for both of the linked  

came from financial checks. Examination of intelligence file CCU  

shows that an ‘Experian’ report revealed that  would appear to be 

paying for two contracts with the telecoms provider ’. Two different account 

numbers are listed. The application was authorised by the DP at 13:23 hours on 4th 

May 2015. 

 

Application Five: URN:  (D132 refers) 

Application for Subscriber check / information –  (Mobile). 

Applicant – . 

SPoC – . 

Supervisor – . 

DP –  (‘A’ data – Subscriber information). 

The relevant application, URN:  has been examined. It was submitted to the 
SPoC at 09:33 hours on 1st May 2015. The application was for Subscriber and 
Account information relating to  between 16th March 2015 and 
30th April 2015. The purpose of this application was to attribute the number subject 
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to the application to  with a view to submit a future separate 
application for Traffic Data.  

The SPoC sent the application to the DP at 14:19 hours on the same day which was 
subsequently authorised by  at 13:25 hours on 4th May 2015. 

This application and the intelligence case attached to it is deficient in all aspects.  

 is not even identified by name in the body of the application. Of significant 

concern is the following paragraph in the ‘Necessity’ case:  

‘Intelligence provides   

 

 

.’ 

This paragraph is discussed above under application URN:  and comment is 

provided.   

Also of note is the comment from  to  within the SPoC report ‘As per 

the number the source provided which needs to be subscribed to confirm…..’ The 

mobile telephone number concerned is not recorded on any intelligence report and no 

reference to the source of this number is contained within the main body of the 

application.   

 

 ‘status’ as a journalist / journalistic source. 

  ‘status’ as a journalist has been commented upon by other 

stakeholders during their reviews/inquiries. This matter receives attention during the 

Media and Justice Committee chapter particularly within this report. However, it would 

appear that no officer involved in the submission, authorisation and oversight of the 

relevant applications considered  to be a journalist during the life span of 

the applications. 

  



OFFICIAL (SENSITIVE) 
                     

65 
OFFICIAL (SENSITIVE) 

 

Viewing of the Communications Data product. 

On Thursday 2nd March 2017,   and  attended the 

Communications Investigation Unit (CIU) at Gartcosh Police Office and spoke with  

 regarding the ‘product’ gained as a result of the unlawful applications for 

communications data subject to this investigation.  

 confirmed that only  and  colleague, , have access to 

the product which has in effect has been ‘locked down’ at the request of IoCCO as a 

result of their inspection in June 2015.    

The product was viewed for each application in the presence of  on the 

 system and the following issues were identified: 

 

Application One: URN  

1st submission – Application for Subscriber checks and Call / Traffic Data – (person 

intentionally un-named)  (Mobile), (Home) and  (Home and mobile). 

2nd submission – Application for Subscriber checks and Call / Traffic Data –  

(Home), (Home and mobile) and (Home and mobile).   

Observations:  

 Data has been requested and authorised for all of the telephone numbers between 

the dates of 3rd April 2015 and 13th April 2015, except for  mobile 

telephone . The dates requested and authorised for this number are 

between 3rd April 2015 and 6th April 2015 however data has been received in 

respect of this number up until and including 13th April 2015. In effect, the SPoC 

( ) has requested and received more data from the CSP than was actually 

authorised. 

 BT product normally returned within a couple of hours.  (Applicant) does 

not appear to have accessed/used any of the data until 28th April 2015.   

 Subscriber checks in respect of  mobile and home telephone 

numbers were returned without confirmation of being the subscriber therefore 

no Communications Data was requested or received for these numbers. 

   

Application Two: URN  

Application for Subscriber check and Call / Traffic Data –  (Mobile). 

Observations: 

 Data was requested and authorised for ’ mobile telephone number 

between the dates of 16th March 2015 and 17th March 2015 (  

‘Costa Coffee’ ). The call data received is between 15th April 2015 

and 17th  April 2015. Examination of the system reveals that  (Applicant) 

has inputted incorrect times and dates into the system whilst applying to the CSP 

for the data.  has performed the role of the SPoC in doing so even though  



OFFICIAL (SENSITIVE) 
                     

66 
OFFICIAL (SENSITIVE) 

 

 is the designated SPoC for this particular application. It does not appear that 

anyone involved in the CCU investigation is aware of this error. 

 Consequential subscriber checks (x2) were requested and received which were 

obtained from Call Data which had not been authorised (Again by ). One 

of these numbers has no details (Pre-pay) and the other, , would 

appear to be another number for  (Contract). It would appear that no 

research or investigation has taken place regarding this particular number.  

 

Application Three: URN  

1st submission - Application for Subscriber check, account information, IP log on 

history (Traffic Data) -  (Email address). 

2nd application – As above (Necessity and Collateral Intrusion altered). 

Between 1st February 2015 and 22nd April 2015. 

Observations: 

  was unable to retrieve the data received as a result of this application  

 A consequential subscriber check/customer notes was requested between the 

above dates. It would appear that results have been returned for dates between 

16th April 2015 – 27th April 2015.Consequential subscriber check requested, result 

returned – ‘ ’ (   

).  

 

Application Four: URN  

1st submission – Application for Subscriber check / account information –  

. 

2nd submission – As above with a request for the 2nd account number to be added 

(Same number entered twice).  

Observations:  

 Two requests were authorised for the same account number (Financial checks 

– Two accounts identified) 

 Two mobile telephone numbers are identified from the request. Consequential 

subscriber checks completed which are returned and both numbers,  

and , are registered to . This is what you would 

expect in the circumstances. 

 No authority was sought or given for the consequential subscriber checks.  

 No further research or investigation would appear to have been conducted 

regarding these numbers. 
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Application Five: URN  

Application for Subscriber check / information –  (Mobile). 

Observations: 

•   Subscriber details – . No further research or investigation would 

appear to have been completed regarding these numbers.  

 

A number of significant issues have been identified with the overall quality of the five 

unlawful applications for communications data which are highlighted throughout this 

chapter. In addition there are a number of issues which have been identified as a result 

of an examination of the data received from the applications. 

The enquiry concludes that this is evidence of a complete lack of knowledge, 

understanding, diligence and competence on behalf of those officers applying for the 

data and those performing the ‘gate keeper’ function (SPoC’s).    

 

IoCCO Report. 

As a result of the IoCCO inspection of Police Scotland in June 2015, and subsequent 

review of the circumstances concerning the unlawful applications for Communications 

Data, a report was published in November 2015 by the Commissioner, Sir Stanley 

Burnton (D6 refers). 

The report is highly critical of the conduct of the SPoC’s / Accredited Officers (AO’s) 

and DP’s involved in the applications. It quotes the following extract from the Code of 

Practice regarding the role of the SPoC: 

  ‘An accredited SPoC promotes efficiency and good practice in ensuring only practical 

and lawful requirements for communications  data are undertaken. This encourages 

the public authority to regulate itself. The SPoC provides objective judgement and 

advice to both the applicant and the designated person. In this way the SPoC provides 

a 'guardian and gatekeeper' function ensuring that public authorities act in an informed 

and lawful manner’. 

The report goes on to say: 

‘ …. and ….(the CCU AOs) stated that while 

they had access to both the National SPoC knowledge database, Communications 

Data Assistant and to the internal force knowledge database (which both  held  the 

revised  March 2015 Code) they had not been trained on or updated in relation to the 

revised Code. The first formal training they received was on the 6 May 2015 - a 

teleconference organised by the NPCC Data Communications Group (DCG) and 

College of Policing’. 

The officers were also not aware of the IOCCO Inquiry Report published in February 

2015 even though this was published on CDA and had been notified to the CCU by 

email (see Annex D email from Senior Responsible Officer (SRO)  
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 to , CCU).  Two meetings had also been held between  

, Crown Office and 

Procurator Fiscal Service (COPFS) and , CCU to identify a 

process to acquire communications data in cases relating to determining ·journalistic 

sources. The first meeting was on 2nd March and this was followed 2 days later with 

a second meeting which    ,  for 

Police Scotland also attended. The CCU AOs seemed to be unaware of these matters 

and were clearly not up to speed with the relevant issues. 

This is a poor state of affairs and can be contrasted with the actions of the CIU SPoC 

who gave clear and correct advice to the DP (Annex 1) only to have that advice not 

followed. These issues identify some broader structural failings within Police Scotland 

concerning the circulation of key information and the attachment of AOs to the CCU’. 

 

In relation to the conduct of the DP’s, IoCCO make the following comments:  

Applications considered by :-  

‘I consider it is extremely significant that    had  during his 

determination of these applications been  given  clear  and  accurate  advice  from the 

CIU SPoC that identified the issue of determining journalistic sources  and the 

consequence i.e. that the acquisition of the data required judicial  approval. 

Despite receiving that advice it was not referred to in any of the three subsequent 

applications considered by  nor is it apparent that he sought to 

follow that advice’. 

Applications considered by :- 

‘The purpose  of these applications was clearly to determine either a journalist’s source  

or the communications of those suspected to have been   acting as intermediaries  

between the journalist and the suspected source.   failed to identify 

these matters in  consideration of the applications and recorded considerations 

when approving the    applications were wholly inadequate. 

Importantly  also failed to understand that  needed to be 

independent of the investigation to authorise the activity in question (a contravention 

of Para 3.12 of the Code). I discuss this in more detail below but it is also significant 

in determining whether  has acted lawfully in this matter. 

I  have therefore concluded that as regards each of the 5 applications considered there 

was  a failure by a person within  a  relevant public authority exercising or complying 

with powers and duties under RIPA’. 

 

This investigation concurs with the above comments. 
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Report by Durham Constabulary Central Authorities Bureau (CAB) . 

In August 2016 , Durham Constabulary Central Authorities Bureau 

was asked to assist with the ‘independent investigation’ by Durham 

Constabulary into the acquisition of communications data by Police Scotland. As a 

result she conducted a review of five communications data applications reference 

numbers    

 produced a report based on  findings from the applications and emails 

 was shown at the time. This report outlines individual ‘failings’ on the part of 

officers involved in the submission and authorisation of the applications for 

communications data and a brief summary of the role of  as the 

SRO for Police Scotland in relation to the process (D135 refers). 

The common faults identified throughout the applications can be summarised as 

follows:  

 There was no clear understanding of what was being applied for and authorised 

and how the product gained would assist or progress the investigation. 

 The requirements were not set out fully in relation to Necessity and Proportionality. 

There were no links between the events – communications – persons therefore 

the Necessity ‘triangle’ was not met. 

 The intelligence case for each ‘subject’ was extremely weak, if not non-existent. 

 There was no detail in the applications. 

 There was no operational independence in the case of  authorising two 

of the applications as the Designated Person (DP). 

 The DP’s recorded considerations in approving applications  and  

were wholly inadequate. 

 There was no effective oversight by the SPoC’s. 

 The crimes under investigation included unlawful disclosure of sensitive police 

information constituting offences under the Data Protection Act 1998, Computer 

Misuse Act 1990 and Official Secrets Act 1989. The applications provided 

insufficient information to support such a range of possible offences. Offences 

under the Data Protection Act are ‘summary’ only while some offences under the 

Official Secrets Act are so serious they require approval prior to any prosecution 

can be considered. 

 All of the applications clearly related to the acquisition of data relating to a 

journalistic source/intermediary. Judicial authority was not obtained as per the 

requirement under sections 3.78 and 3.79 of the Acquisition and Disclosure of 

Communications Data Draft Code of Practice – March 2015.  

 The applications were unlawful.  

 

Other intelligence available. 

The intelligence case provided in support of the applications for communications data 

was deficient, flawed and in some aspects non-existent. There was other recorded 

intelligence available to Police Scotland CCU at the time of the applications identifying 
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a number of employees of Police Scotland as potential ‘suspects’ relating to the 

leakage of information, the intelligence case against these others being no stronger or 

weaker than that used in pursuit of ,  and . 
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Complaint allegations. 

 

Allegation One: The complainants were subject to unlawful applications for 

Communications Data – Breach of RIPA and ECHR. Officers involved in the 

application process did not follow or adhere to the Codes of Practice relating to 

the Acquisition and Disclosure of Communications Data. 

The four complainants in this investigation, , ,  and 

 were subject to unlawful applications for their Communications Data in 

contravention of Sections 3.78, 3.79, 3.5, 3.12 and 3.15 of the Acquisition and 

Disclosure of Communications Data - Draft Codes of Practice (March 2015) (D163 

refers). 

This conclusion is reached by other ‘stakeholders’, including IoCCO, HMICS and the 

IPT, as a result of their enquiries, and is fully accepted by Police Scotland.  

In their report published in November, IoCCO make the following comments: 

Applications considered by .  

‘Analysis of the three applications indicate that  the  applicants  were seeking 

communications data for the primary purpose of identifying contact between serving 

officers and an ex-police officer, . This was apparent on the face of the 

applications. Material in the applications or available to the DP identified  

appeared to be undertaking journalism or acting as an intermediary between serving 

officers and journalists.  Information on the face of the applications clearly stated the 

objective for which the applications were being made’.   

Further comment was made as follows: 

‘Based on the above I have concluded that the clear purpose of these applications 

was to determine either a journalist’s source or the communications of those 

suspected to have been acting as intermediaries between a journalist and a suspected 

source. This purpose was clear on the face of the applications and should have been 

identified and explored by . 

In accordance with the Code, Police Scotland should have sought judicial 

authorisation for those applications and the DP should not have authorised them under 

Chapter 2 of Part 1 of RIPA’. 

 

Applications considered by . 

‘The purpose  of these applications was clearly to determine either a journalist’s source  

or the communications of those suspected to have been  acting as intermediaries  

between the journalist and the suspected source.  failed to identify 

these matters in  consideration of the applications and  recorded considerations 

when approving the applications were wholly inadequate. 
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Importantly  also failed to understand that  needed to be 

independent of the investigation to authorise the activity in question (a contravention 

of Para 3.12 of the Code). I discuss this in more detail below but it is also significant 

in determining whether has acted lawfully in this matter. 

Based on the above I have concluded that the purpose of these applications was to 

determine either a journalist's source or the communications of those suspected to 

have been acting as intermediaries between a journalist and a suspected source. This 

purpose was clear on the face of the applications and should have been identified and 

explored by ’. 

Further comment was made as follows: 

‘  is a knowledgeable and experienced officer yet  failed to 

identify the obvious and apparent risks in each of these applications. Importantly  

also failed to identify the obvious deficiencies in the applications and failed to give 

sufficient regard to the issues of necessity and proportionality. 

 sought advice from the Police Scotland CIU SPoC (correct advice that these 

applications sought to determine journalistic sources – ‘I think in all the circumstances 

this would be construed as determining journalistic sources, in fact it ticks all three 

boxes’) and did not authorise the acquisition of data relating to one journalist yet 

subsequently authorised data that pointed directly at determining intermediaries or 

sources. 

 appears to have closed  mind to the obvious risks. The applications themselves 

(even with the deficiencies) contained significant information pointing  to the key 

issues yet  failed to grasp them…’ 

The report goes on to say: 

‘  first failure, namely to approve applications that should have 

received judicial approval stemmed from  having been unaware that the Code had 

been updated. Secondly,  failed to comply with the provisions of the Code requiring 

the authorising DP to be independent of the investigation. Thirdly,  failed to comply 

with the previous or the existing Code by not making explicit in  recorded 

considerations  justification for undertaking the role of the DP when  was not 

independent from the investigation. Fourthly, the content of the applications were 

manifestly deficient. 

‘…... I am particularly concerned by  lack of consideration of the key issues in this 

case (as evidenced by the brevity of  comments when authorising the 

applications)’. 

The enquiry concurs with the above comments. 

 provided a briefing note to  dated 31st July 2015 

outlining  rationale in authorising the applications, including  interpretation of the 

new Codes of Practice (D355 refers). 
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Of note is  comment ‘….the key question to be considered by me, when considering 

the applications mentioned herein, was whether or not the Communications Data 

requests INTENDED to IDENTIFY the journalistic source. I considered that they did 

not’. 

 when providing an account to Durham in January 2017 (D303 refers) 

was very apologetic about  performance in this application process. 

 fully admitted  had got it wrong in a number of ways as pointed out 

in the IoCCO and HMICS reports.  conceded that the advice provided at the time, 

by , was accurate and correct.  had decided that  

was wrong and carried on regardless.  had genuinely got it wrong but partly blamed 

confusing wording in the Codes which  later pointed out to IoCCO during the 

subsequent enquiry.  stated that  would be happy to meet the four complainants 

to try and explain  actions.  

In  briefing note to  dated 15th July 2015,  stated that  

authorised two of the unlawful applications without being aware of the changes to the 

Codes of Practice in terms of ‘judicial review’ and ‘independence’ despite being 

informed by email from  on 30th December 2014 of the impending changes 

to the code in terms of independence (D354 refers). 

Allegation upheld. 

Recommendation: At this juncture whilst it is unequivocal that the applications 

and processes undertaken to obtain them were ‘unlawful’ the reasons for that 

being the case cannot be readily established without recourse to a full 

misconduct investigation. 

 

Allegation Two:  and  

   were not independent of the investigation with 

 ignoring specific advice. To include a specific 

point questioning whether  was suitably trained? 

 was clearly not independent of the CCU investigation at the time of 

authorising the two applications for subscriber information on 4th May 2015 in breach 

of Paragraph 3.12 of the Code (Applications  and ).  

 also failed to comply with the provisions of the existing (Paragraph 3.15) and 

previous Code by not recording in  considerations for authorising the applications 

 justification for undertaking the role of the DP when  was clearly not 

independent from the investigation. 

 role within the CCU investigation in terms of management of staff and the 

investigation, decision making and establishing lines of enquiry has not been fully 

explained as  has yet to provide any formal account to the Durham staff. However, 

it is clear that  was involved from the outset in the creation and development of the 

CCU Initial Intelligence Assessments, CCU  and CCU , and  had 
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numerous contacts with  via text messaging, telephone and ‘face to face’ 

regarding the intelligence which  submitted. 

 was trained to perform the role of DP in relation to ‘A’ data (Subscriber 

information). Thus, there can be no adverse comment made regarding the officers 

suitability to perform that particular function. 

IoCCO do make the following comments in their report regarding the independence of 

: 

‘Importantly  also failed to understand that  needed to be independent of 

the investigation to authorise the activity in question (a contravention of Para 3.12 of 

the Code). When advised of this  stated that her understanding of her 

responsibilities was based, incorrectly, on the previous Code (dated October 2007). I 

have noted in respect of this that even if had been attempting to comply with the 

provisions of the previous code  efforts were in contravention of that Code as well 

(see in particular the previous provision in Para 3.11 of the October 2007 Code)’. 

There was no Designated Person/Authorisation Officer at Superintendent level based 

within Police Scotland CCU. At the time of the applications,  was the 

‘indoctrinated’ AO for the CCU.  was independent of the CCU in that regard. 

As previously stated, it is evident from emails available to the investigators that a 

considerable amount of discussion had taken place on 16th April 2015 between 

relevant parties involved in the submission of this particular application prior to it 

eventually being authorised. It is also evident that some discussions have taken place 

other than identified on the emails available.  appears to have had 

direct discussions with  and  as senior managers from the CCU 

and sought advice from the correct officer in  of the CIU (Advice 

which  subsequently ignored). 

This ‘enquiry’ does not consider these interactions as compromising or undermining 

 independence in authorising three of the applications. With 

particular cognisance of the new Codes and the nature of the CCU investigation, the 

investigation would expect an experienced AO to provide advice, guidance and a 

‘critical eye’ to the senior managers on how the progress the applications within the 

Codes of Practice.  

 stated that  did not view any actual intelligence reports or records 

in  consideration of the applications and put trust in what the CCU had presented 

to .  stated that this was normal practice in dealing with applications for 

Communications Data (D303 refers). 

Unfortunately, , having sought advice on the matter failed to follow the 

clear, unequivocal advice given to .       

Allegation upheld ( ). 

Recommendation: -  was clearly not independent when authorising two 

of the RIPA applications. It will be for a full investigation to establish why the 

officer took such a course of action. It has been established during this 
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investigation that  was suitably trained to carry out this role and had 

received information relating to the changes of the Codes of Practice. The 

actions of this officer may need to be considered in any subsequent misconduct 

proceedings. 

Allegation not upheld ( ). 

 

Allegation Three: ,  and  

conspired together to unlawfully obtain the data by circumnavigating the Codes 

of Practice (CoP). 

There is no evidence available to the enquiry, at this stage, to suggest that  

and  conspired together to unlawfully obtain the 

Communications Data by circumnavigating the Codes of Practice (An account from 

 and has not been obtained at this juncture). 

 has stated that  was fully aware of the introduction of the new Code 

relating to journalists. decision to authorise the three applications were based upon 

due regard to the new Codes, which  had digested and other suitable advice, the 

former which  misinterpreted and the latter  ignored. 

The extent of any discussions which occurred outside of the email thread cannot be 

ascertained. It is the opinion of this enquiry that the email exchange between  

 and  on the 16th April 2015, and the conduct of the 

officers thereafter, does not amount to a wider conspiracy to unlawfully obtain the data.  

Allegation partially upheld.   

Recommendation; - This issue needs to be further explored. The officers did 

ignore the clear advice from . They did not seek  advice further. 

At the very least this is considered as being cavalier, it is a matter of record what 

the IoCCO, HMICS and IPT processes have recorded.  

Allegation Four:  was ‘vociferous’ in  opposition to the 

authorities.  

At the time of the unlawful applications,  worked within the CIU as part 

of  team.  is a recognised authority on telecommunications data and 

training associated with this aspect of investigation.  has been 

interviewed and has provided an account.  stated that at the time of the 

unlawful applications  was ‘out of the picture’, either on sick leave or in his new role. 

He was aware of the applications prior to submission as  had received a telephone 

call from , who was concerned about the applications regarding judicial 

review following  telephone conversation with .  

 advice to  was to make  aware of the 

situation.  stated that  was not part of any email exchange regarding 

the introduction of the new codes as  was ‘not in the picture’.  
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 stated that  did have concerns with Police Scotland CCU following 

recent IoCCO annual inspections.  raised these issues with  and  

.  stated that offers of advice or training were rejected by the CCU.     

 

 

 

 

. 

 

. 

Allegation not upheld.  

 

Allegation Five:  ignored the Codes of Practice (CoP) and 

advice from . Clear advice and guidance was given therefore 

criminal behaviour. 

As discussed earlier in this chapter, it is evident that a considerable amount of 

discussion took place on 16th April 2015 between senior management within the CCU 

and other relevant parties regarding the submission of the first application prior to it 

eventually being authorised, including , , ,  

and . The discussions give consideration to the requirement 

or otherwise for judicial approval for the proposed application(s). 

,  and  received clear and unambiguous advice 

from  and  that the intention to seek communications data 

in these circumstances ‘falls into the category of requiring judicial authorisation’.  

Assuming that  and  discussed the matter outside of the email 

activity previously mentioned neither could be in any doubt that it was the clear stated 

position of  and  that the applications should not be 

progressed under RIPA.  

 has not provided an account of  role during the CCU investigation to 

the Durham enquiry team.  own personal interpretation of the new Codes at the 

time of the applications cannot be established at this stage but it would appear that 

 was of the opinion that the applications could be progressed under RIPA 

due to the fact this this was the eventual outcome. This may account for the fact that 

neither nor any of  staff returned to  or  for further 

advice on progression knowing that they held the opposite views. 

It is clear that  ignored  advice. This enquiry cannot establish 

if  deliberately ignored the Codes of Practice knowing that in doing so  

and others were acting unlawfully or  had a genuine belief that the circumstances 

and considerations/advice of  led  to the opinion that the 

application(s) did not require judicial approval. 
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In relation to any ‘criminal behaviour’ on the part of any member of staff,  

, Procurator Fiscal, COPFS, was interviewed on 13th April 2017 (D374 

refers).  stated that the only potential criminal offence to consider would be an 

‘attempt to pervert the course of justice’ and there must be some evidence of a criminal 

investigation being subverted and the course of justice being perverted in some way. 

 stated that a criminal course needs to be explicit and that the ‘unlawful’ 

breach of RIPA is, in essence, a breach of ‘guidance’/breach of the codes of practice 

as opposed to criminal enterprise, in the absence of anything clear and substantive. 

In summary,  stated that if an act is considered unlawful in respect of the 

fact that it does not fall within a legislative framework, it is not necessarily ‘criminal’ 

and it may be considered a civil matter. In the case of an officer being instructed to 

perform a task knowing it to be against procedure (in this case the submission and 

authorisation of the RIPA forms) this would be a procedural anomaly amounting to 

‘misconduct’. The conduct may be unlawful, the evidence obtained would be 

inadmissible but this does not amount to criminality. 

Allegation partially upheld.  

Recommendation: - It will require further investigation to establish exactly why 

the sequence of events took place and who directed them. This should be done 

by way of formal interview of the officers involved in an effort to obtain all 

relevant facts.  

 

Allegation Six: The IoCCO report was changed – i.e. that the conclusion was 

altered from ‘wilful’ to ‘reckless’ as a result of coercion from Police Scotland. 

The complainants strongly disagree with this conclusion. 

 and , 

Interception of Communications Commissioner’s Office (IoCCO), were interviewed on 

the 13th February 2017 regarding their review of the circumstances surrounding the 

unlawful applications for Communications Data (D319 refers).  

 spoke at length regarding the commissioner’s finding of ‘reckless’ as 

opposed to ‘wilful’, having been informed that this particular issue was of great concern 

to the four complainants, who strongly disagreed with this finding.  

 confirmed that under section 8.3 of the Codes of Practice, IoCCO could 

send matters to the IPT if a person(s) is/are ‘adversely affected’ and ‘wilful and/or 

reckless’ conduct is identified.  stated that these were the only matters for IoCCO, 

which is a regulatory/compliance/oversight body as opposed to an investigatory body, 

to determine (in  words to ‘get it over the bar’) in order to invite the complainants to 

invoke IPT proceedings. There is no definition provided under the codes of the terms 

‘Reckless’ or ‘Wilful’. 

 is confident that the IoCCO decision was correct on this occasion based 

on the balance of ‘probabilities’, but,  and the commissioner can see that others 

interpreting the words given their general day to day use rather than a strict legal 
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definition could form an alternate opinion. Both  and the commissioner are open 

around this decision.  

 further stated that the IPT could challenge their finding of ‘reckless’ and 

direct IoCCO to investigate further should they so wish, which they did not.  

The matter is very much a subjective decision.  stated that internal 

discussions did take place regarding ‘wilful’ or ‘reckless’ conduct and that the account 

provided by  was taken into account in reaching a finding of ‘reckless’. 

In  words,  ‘had a good go at it’ in providing a reasonable 

explanation for  actions.  

This report, although identifying a number of competing views on the matter, respect 

the fact that the Commissioner Sir Stanley Burnton, has, as the final arbiter made a 

decision of ‘reckless’. With respect to Sir Stanley Burnton that is entirely his 

prerogative.  

It may be that that final determination is not universally accepted, or indeed proven to 

be challengeable, when the intelligence processes etc. are also considered. What is 

clear however is that Police Scotland, or its representatives did not influence, in 

anyway, the findings of IoCCO or indeed the Investigatory Powers Tribunal 

determination. 

It is prudent to note that IoCCO, having reflected upon matters, may well alter their 

business practice as a result of the ‘representations made’ by the complainants. It may 

be in future that IoCCO, in fulfilling their corporate obligations, merely determine that 

the conduct under investigation is ‘either reckless or wilful’ without designating matters 

any more specifically.  

Allegation not upheld. 

 

Allegation Seven: The unlawful applications were a complete invention in all 

aspects. Complainants were subject to RIPA applications to obtain 

Communications Data that were based on false and inaccurate intelligence.  

The intelligence case used in support of the five unlawful RIPA applications is 

discussed earlier in this chapter and elsewhere in this report (Intelligence Case – 

Complaint Allegations Two, Three and Five).  

It is clear that the intelligence case linking any of the subjects of the applications to the 

unlawful disclosure of sensitive police information is weak at best.  

The intelligence used in support of the applications URN’s:  and 

is essentially accurate in terms of its recording on CCU intelligence systems. 

There is no evidence to suggest that the intelligence contained within these particular 

applications does not exist (notwithstanding the fact that the intelligence case does 

not meet the relevant standards in relation to Necessity and Proportionality).  

The intelligence case provided in support of applications URN’s:  and , 

specifically the meeting between  and  at ‘Costa Coffee’ on 
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17th March 2015, is flawed and partly non-existent. Of significant concern is the 

following paragraph in the ‘Necessity’ case in both applications:  

‘Intelligence provides   

 

 

.’ 

There is no recorded intelligence which states that  

. The source of the 

intelligence that  

 

 and . It is not apparent as to why this intelligence, which does 

not exist, is included in the application other than to state the obvious, that the 

authorisation of this application is wholly dependent on this piece of intelligence. 

An explanation from  (applicant) or  (SPoC) may clarify the position.  

As previously stated, the intelligence case as a whole used to support the five unlawful 

RIPA applications was flawed. Notwithstanding the fact that the authorisation of the 

applications was unlawful in terms of judicial approval and did not meet the relevant 

standards in relation to necessity and proportionality there was a premature ‘leap’ by 

PS CCU to submit applications for Communications Data.  

Due to the highly intrusive and sensitive nature of this particular investigative tactic 

and in the absence of any policy documents, investigation strategy, recorded decision 

making/rationale and lack of diligence in grading/handling the intelligence, the 

investigation must conclude that the CCU displayed a complete lack of understanding 

and naivety in terms of this tactic and how any product gained as a result of the 

applications would progress their investigation.     

Allegation upheld. 

Recommendation: - This enquiry has found that the intelligence used in order 

to apply for the Telecommunications data did not exist in the form that it was 

presented. The officers responsible should in the absence of any valid reason 

to do so, be subject of misconduct proceedings.  

 

Allegation Eight: The complainants have general concerns about the quality and 

necessity of the RIPA applications which should never had been authorised. 

In relation to applications for Communications Data under RIPA, Paragraph 3.5 of the 

Code states that: 

‘An application must explain why the acquisition of that data is considered necessary 

and proportionate to what is sought to be achieved by acquiring it’.   

, Durham Constabulary Covert Authority Bureau (CAB) , 

has examined the ‘unlawful’ applications and  findings are discussed earlier in this 

report. 
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The requirements in terms of ‘Necessity’ and ‘Proportionality’ are clearly not met in 

contravention of Paragraph 3.5 of the Code. The general quality of the applications, 

as discussed earlier in this report, including the written considerations of  in 

authorising two applications, are extremely poor. It is clear that the officers involved in 

the application process had little understanding of how the data requested would 

progress their investigation. 

IoCCO have provided the following comments in their report in relation to the 

applications: 

‘Having reviewed the 5(five) Police Scotland applications I have concluded that, in 

almost every respect, they were deficient and as a consequence they did not 

sufficiently satisfy the requirements of necessity and proportionality’.   

‘Noting the deficiencies I have identified in the applications made by Police Scotland I 

believe that it is unlikely that judicial approval would have been granted for acquisition 

of the data obtained in this case’. 

The investigation concurs with these comments. 

Allegation upheld. 

Recommendation: - As with allegation seven, consideration should be made to 

bring misconduct proceedings against the officers involved. 

 

Allegation Nine: Several officers involved in the Emma Caldwell murder were 

also involved in the ‘flagrant disregard of RIPA’ to varying degrees (  

 and  

. 

The influence of the Executive officers of Police Scotland on the CCU investigation is 

discussed elsewhere in this report (See chapter ‘Executive Oversight’). 

There is no evidence available to the enquiry at this time to suggest that there has 

been any deliberate ‘outside’ influence placed upon any officer within the CCU by 

anyone, including the above officers and retired officers, to pursue the obtaining of 

communications data as a legitimate line of enquiry.  

There is no available evidence to suggest that  or were part 

of a wider conspiracy to approve the applications for which they were the Designated 

Persons, or were pressurised/coerced into doing so.  

The ‘subject officers’ have not provided accounts to the enquiry team however it is not 

believed that any of the officers involved in the application for communications data 

process worked on the Emma Caldwell murder enquiry. 

, , was interviewed as part of this enquiry on 15th 

December 2016 (D186 refers).  stated that he did not feel there was any 

evidence to suggest corruption but did consider, in the context of inexperienced, poorly 

skilled CCU Intelligence staff, that  and  are strong charismatic 
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individuals and CCU staff allowed themselves to be overly influenced and that those 

two senior officers had in effect indirectly shaped the CCU response to the intelligence 

they had provided. 

The HMICS Police Scotland CCU Assurance Review (D70 refers). Executive 
Summary Page 7 states: 
 
‘….…. the safeguards put in place by the CCU Intelligence Section to manage contact 
with sources of information were inadequate and highlighted gaps in the accurate 
recording of contact and information provided. I also found that confidential information 
provided by  was not sufficiently recorded, risk-assessed and 
lacked proper evaluation. This information unduly influenced the CCU intelligence 
development activity’. 
 
Although it would appear that CCU staff may have been indirectly influenced by the 
position and gravitas of the senior officers mentioned above, the enquiry does not 
identify any conduct on their part amounting to a ‘disregard for RIPA’.  
 
Allegation not upheld.  
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Chapter Eight - Executive Oversight 

 

The context of this chapter surrounds the perception that Executive Officers intruded, 

coerced or orchestrated the corporate responses to an array of challenges. 

The enquiry, at this juncture, has not identified any evidence to suggest the pursuance 

of the ‘unlawful’ RIPA applications were at the behest of the Executive team.  

As is clearly evident the Executive officers become involved at various points, to 

various degrees, once the applications were identified by IoCCO, in mid-June 2015, 

as problematical.  

As to whether such action was driven deliberately by ulterior motive held by senior or 

Executive officers is unproven. Taking the findings and conclusions reached 

throughout this report the accusation appears to lack foundation, provenance or 

corroboration. 

 

By way of example,  from the Data Protection Team  and 

 stated, when interviewed on the 19th January 2017, that both were 

keen to express the view that the application of rules around Freedom of Information 

and Subject Access, is a matter for themselves however any such requests for the 

disclosure of material within ongoing or potential legislative processes are afforded a 

different approach and very often managed by the legal representative leading on 

those matters. This can, very often, wrongly result in a perception of ‘inconsistency’, 

or worse, a sense of ‘suspicion’.   

The enquiry has failed to identify any evidence to support the allegation. 

It is a common belief by the complainants that the Executive intrusion began at a 

specific ‘Gold Group’, held on the 7th April 2015, immediately after the expose of the 

5th April 2015. 

The enquiry has failed to identify any such meeting. As one would expect the media 

coverage of an ‘unresolved murder’ critical of the corporate response was a concern 

to those in senior position within Police Scotland. 

In summary, beyond what can be described as regular management discussions 

woven into the normal course of business for Executive and Senior officers the issue 

has not been the subject of any formal ‘gold group’. It is accepted that following 

IoCCO’s inspection and subsequent feedback to Police Scotland more formal 

meetings were held to manage the issue to ensure Police Scotland’s response was 

fulsome, open and transparent.  

There is no evidence to support the assertion that a dedicated ‘gold group’ took place 

immediately following the Sunday Mail expose. 

It is prudent to point out here that , IoCCO Investigator and author of the 

focused investigative report around the RIPA applications, was interviewed on the 14th 
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January 2017 during which he stated he had been given access to people and records 

adding nothing derogatory at all regarding his interactions with the force. He stated his 

work had been carried out unfettered.   

 

Complaint Allegations 

 

Allegation One: That  had a close working relationship with 

Executive officers and took full control of the Counter Corruption Unit (CCU) 

investigation at the behest of the Police Scotland (PS) Executive. 

As is described above there is no evidence to suggest that  had any part 

to play in the CCU investigation which led to the submission of the RIPA authorities. 

 involvement, as explained, began in relation to the breach of RIPA as identified by 

IoCCO and the subsequent action plan. It is worthy to point out again that the action 

plan very much focused upon process and personal roles and did not focus upon the 

underlying intelligence issues. 

In  account  states:- 

‘When PS was formed there was a major review of the model for major crime. As  

managed three ACC’s. One was for Uniform Operations,  

Counter Terrorism and Organised Crime. The third,  

of Major Crime. At the same time the (HGRT) Homicide 

Governance Review Team were formed. This was a housekeeping unit responsible 

for the review and management of historical unsolved or undetected murder enquiries. 

The Emma Caldwell case fell into this category’. 

Further, 

‘The first knowledge  has of the RIPA breaches made by the 

CCU, Police Scotland (PS) was in June 2015 when brought to  attention by the 

.  had not been aware of the actual enquiry being conducted 

by the CCU at that time. This followed an IoCCO inspection where the breaches were 

discovered. At the time  was surprised that there had been such breaches as  

thought the new legislation had not yet been implemented’ (D352 refers). 

In  account  states:-   

‘  insisted that nothing  did was in any way to avoid 

criticism of  or how the original enquiry was conducted’.  

‘At the time the applications were made  was not involved and did not have 

knowledge about what was being done.  does not know who instigated the course 

of action taken by the CCU but believed it would have been either the CCU  

or .  was also later made aware that concerns were raised 

at the time of the expose by the  

. This was in relation to a serving officer  self-

declaring a friendship with ’ (D357 refers). 
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It is felt in gaining an account from those members of staff directly at the heart of the 

issues would enhance an understanding of events and more particularly this 

allegation. 

Allegation not upheld at this stage. 

Recommendation: Again, all facts relating to this complaint can only be 

established following a thorough investigation during which  could 

be afforded the opportunity to explain  actions. 

 

Allegation Two: Complainant(s) suspect that files released to them at the 

direction of the Investigatory Powers Tribunal (IPT) hearing were not complete 

files as they contained nothing to implicate him in the relevant case. It is 

believed that relevant material was deliberately held back. 

For completeness the enquiry has failed to identify any impropriety on behalf of any 

individual person.  

That said a more cohesive response, recognising the context of staff members being 

alerted to the fact Police Scotland held information which was adverse to them, would 

undoubtedly have served to deal with such requests holistically and more 

transparently:- 

’an additional point that relates directly with the serving officers (i.e. the suspected 

sources) is that the investigation findings will remain on their internal files and could, 

arguably, impact upon their future careers’. 

Page 12, IoCCO Interception of Communication Memorandum (D6 refers). 

An undertaking was given to the Investigatory Powers Tribunal in August 2016 as 

described:- 

‘The other matter in relation to which the Tribunal has been minded to make an order, 

which was met with cooperation by , is that not only should there be the 

promised destruction (or secure retention until later destruction) of the authorisations 

themselves, but that there should be suitable deletions or emendations to the 

personnel records of the police officers to reflect the decision made by this Tribunal. 

We understand that since the hearing ongoing discussions are taking place in this 

regard’. 

The issue was discussed with  

for Police Scotland on Wednesday 21st December 2016. The notes from that meeting 

read:-  

‘A discussion then took place about claim that Police Scotland and have 

always done what was asked. A discussion took place about the request from the IPT, 

and the complainants referred to by IoCCO and the HMICS, that Police Scotland would 

continue to hold defamatory information about the four complaints.  confirmed that 

Police Scotland had provided a copy of the personal file of both  and 

 and by doing so had met their responsibilities.  was challenged that 
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the true intent or motive was to erase, as referred to by the other public authorities, 

any of the derogatory comments across Police Scotland databases which extended 

beyond the personal file of the two officers. (I.e. CCU Intelligence, comms data). In 

discussion it was clear from  that  position was that  had accorded to the 

request from the IPT and provided exactly what was requested i.e. the personal file  

did not comment any further in relation to  point that the provision of the 

personal file only went part way to satisfy the complainants in the IPT’s request’ (D358 

refers). 

It is surprising that the matter was not dealt with within the spirit of transparency 

whereby absolute clarity was given to the complainants around the information held 

across all Police Scotland owned databases including Personnel, Professional 

Standards, Counter Corruption Unit, Police Intelligence databases etc. 

The enquiry has found that improved dialogue and improved lines of communication 

would have helped. It appears an over legalistic approach has been applied which has 

resulted in a perception that a more sinister agenda was at play.   

The issue of cleansing the data held by Police Scotland in relation to the events under 

‘investigation’ is covered in the chapter entitled Enquiry Report (Other) at ‘Issue three’.  

The enquiry however has failed to identify any deliberate act and such, save for the 

comments above.  

Allegation not upheld 

 

Allegation Three: The complainant ( ) believes that an individual, or 

collective decision, made at a senior management/exec level was taken to 

pursue his sources which he believes to be illegal. 

At page 14 of the IoCCO Memorandum document it states:- 
 
Public authorities are therefore required to seek judicial approval in all such cases. 

I have concluded that there were contraventions   of Paragraphs 3.78, 3.79, 3.5, 3.12 

and 3.15 of the Code in respect  of 5 applications for communications data made by 

Police  Scotland in April 2015, namely   applications    

and .  It is  evident  from these applications that Police Scotland sought data 

In order to determine either a journalist's  source  or the communications of those 

suspected to have  been  acting  as intermediaries  between a ‘journalist’ and  a 

suspected source.  Judicial approval was not obtained to acquire this communications 

data in contravention of Paragraph 3.78 of the Code. 

Noting the deficiencies I have identified in the applications made by Police Scotland I 

believe that it is unlikely that judicial approval would have been granted for acquisition 

of the data obtained in this case’. 

The two articles published in the Sunday Mail contain matters of significant public 

interest, reporting on alleged deficiencies in a murder investigation.  This makes the 

violation of Article 10 ECHR   by Police Scotland ever more serious’ (D6 refers). 
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Further, at paragraph 27 of the IPT – Approved Judgement, held on the 8th August 

2016, Mr Justice Burnton states:-   

‘We are not persuaded that in order to grant the Claimants an effective remedy they 
require or are entitled in these circumstances to the holding of a full factual hearing 
before this Tribunal:-  
 
The question of whether the conduct of the Respondents was wilful or reckless is not 
relevant to this Tribunal. It was necessary for the Commissioner, in order for him to 
reach such a conclusion before the hurdle or trigger was met, by which IoCCO was 
obliged to notify the Complainants. The task for this Tribunal is to conclude whether 
there have been unlawful acts by the Respondents.  
 
The fact that IoCCO has itself carried out an investigation is relevant, not least because 

this Tribunal does have power under s.68(2) to require the Commissioner to provide 

the Tribunal with all such assistance as the Tribunal thinks fit (including that 

Commissioner’s opinion as to any issue falling to be determined by the Tribunal). But 

in any event the Complainants, who are not content with the limited conclusion by 

IoCCO, are not prevented from pursuing their complaints, e.g. within the Police 

Scotland complaints system, to which we shall refer further below.  

 submission is that the Tribunal should nevertheless proceed with a 

factual hearing, notwithstanding that the Tribunal is in the position, not least in the light 

of the facts set out in paragraph 20 above, to make, without further evidence or 

examination, a determination as to the unlawful conduct of the Respondent. This, in 

our judgment, is as unrealistic as it would be in the High Court if, after the bringing of 

a claim by a claimant, the defendant conceded the case and admitted liability. The 

claimant would in that case, as the Complainants have in this case, have succeeded. 

No further examination by the Tribunal is required. Our conclusion is that the 

Respondent acted unlawfully and in breach of the Code; and the Respondent is a 

public body, liable for the acts and omissions of its officers’ (D7 refers). 

Further insight can be found at paragraph 52 of the HMICS Assurance Review which 
states:- 
 
‘We were aware of questions put to Police Scotland by members of the Justice 
Committee during its evidence sessions, asking whether the Senior Responsible 
Officer (SRO) had been overruled by senior police officers, whether the Designated 
Person ( ) had sought advice from  senior officers, or 
whether officers involved in the authorisation process had been put under any 
pressure. From our review, we found no evidence of chief officer involvement in any 
of the five applications for communications data nor evidence of undue pressure or 
coercion placed on either of the two Designated Persons or the SRO by any police 
officer or member of police staff’ (D70 refers).  
 

As stated throughout this chapter, and the chapter discussing the Media and Justice 

Committee issues, the enquiry has not identified any evidence to suggest the 

pursuance of the ‘unlawful’ RIPA applications were at the behest of the Executive 

team. As is clearly evident the Executive officers become involved at various points, 
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to various degrees, once the applications were identified by IoCCO, in mid-June 2015, 

as problematical.  

Thus, the RIPA applications are unequivocally unlawful in that the actions breached 

the Code of Practice on the Acquisition and Disclosure of Communications Data 

presented to Parliament pursuant to section 71(4) of the Regulation of Investigatory 

Powers act 2000. 

As to whether such action was driven deliberately by ulterior motive held by senior or 

Executive officers is unproven. Taking the findings and conclusions reached 

throughout this report the accusation is not proven. 

Allegation not upheld 
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Chapter Nine - Media and Parliamentary 

Justice Committee 

This chapter is included within the report on the basis it adds context to the 

complainants views that those representing Police Scotland, at the Parliamentary 

Justice Committee, did so in a manner which failed to represent the accurate position 

in relation to the RIPA applications being discussed.  

Further, the complainants have continued to express a view that Police Scotland were 

represented by the wrong members of staff, who, in themselves, failed to clear obvious 

ambiguity.    

The Deputy Convener opens the initial Justice Committee session on the 15th 
December 2015 with the words… 

 

‘…..Item 2, which is our main item of business today, is an evidence session on the 
interception of communications by Police Scotland. As members are aware, the 
session will focus on Police Scotland's governance arrangements specifically in 
relation to the implementation of the revised rules on the interception and acquisition 
of   communications data. The revised rules came into force in March 2015 (D18 
refers). 

 
It is worth acknowledging that, in her opening remarks, the Convener does thank DCC 

Richardson for his attendance at the Committee ‘at short notice’. It is unclear as to 

what the notification period was in that respect, albeit self-evidently, the Convener 

thought that the limited time-frame given was worthy of comment. It is unclear as to 

whether the timescales had an impact upon the preparation of the officer.  

The ‘enquiry officers’ would make the following observations which are not meant to 

be disrespectful to the process, or the individuals concerned, however, it does appear 

that the Members of Parliament involved did not perhaps have a good understanding, 

or detailed knowledge, of the prevailing legislation; the roles and responsibilities of 

those police officers involved in the scenario; the distinction between departments and 

the holistic view required to understand the complexities; or, the regulative or 

legislative framework governing such work. 

It appears, on more than one occasion that certain members and the relevant 

Executive officer were speaking at cross purposes.   

The interaction was also perhaps hindered by references to documents which both 

parties did not have access i.e.:- 

‘John Finnie: I understand that the multiple errors were recorded as one error because 

otherwise it would have looked bad. Are you aware of that? 

Deputy Chief Constable Richardson:  Again, you are quoting details of a report that I 

do not have in front of me’ 

One further observation would be the obvious, and indeed legitimate concern that 

Police Scotland had, as articulated in a letter from DCC Richardson (D278 refers) to 
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the Justice Committee (dated 23rd December 2015 regarding ‘the committee acting 

beyond its powers or otherwise in a way which contravenes or might contravene 

relevant legal provisions’. 

In addition, further concern was expressed around the potential risk of improper 

disclosure of information or material (considering the Investigatory Powers Tribunal 

Rules 2000 (SINo.2665), and, the potential risk to named witnesses. 

It is prudent to point out that throughout the questioning of the officers dialogue often 
centred upon the ‘aggressive’ introduction and restricted timescales.  
 
By way of example Deputy Chief Constable Richardson, early in his evidence, said:-  
 
‘I think that it is on public record that the pace at which the guidance came into being 

was very aggressive. There is no. doubt that that led to a more pressured introduction 

of the guidelines and, as a consequence, perhaps played a part in the error that was 

undoubtedly made subsequently. 

 
Notably, at page 13 of the Interception of Communications Commissioner’s 
memorandum it states:- 
 
‘…….and  can  be  contrasted   with  the  actions  of the CIU SPoC who  gave  clear  
and  correct  advice to  the  DP (Annex  I) only to  have  that advice not  followed’.   
 
The chronology found within the Authorisations chapter above, equally suggests that 

the appropriate staff were provided timely advice which suggested that the 

applications would require judicial approval only for that advice to be ignored. 

On that basis it can be argued that the implementation of the new Code of Practice 

and associated training material, whilst perhaps a wider issue for Police Scotland to 

understand, had no bearing upon decisions made in the context of this complaint 

enquiry. 

It is not unusual for new law, procedures or policy to be introduced in a short time 

frame, or indeed retrospectively. Senior managers, and expert staff particularly, are 

required to be sufficiently agile and flexible to cater for such. It is prudent to point out 

that the new Codes of Practice – entitled the Acquisition and Disclosure of 

Communication Data, March 2015 – only contained two amendments to existing 

practice i.e. the introduction of the need to seek judicial approval in certain 

circumstances and the reinforcement of the need that decisions granting authority for 

relevant RIPA applications are made independently from the applicant.     

 
Further, at para 33, the HMICS, within the Counter Corruption Unit Assurance 
Review, comment:- 
 
‘Within the restricted timeframe between publication of the Commissioner’s journalist 
inquiry report, the introduction of the revised Code of Practice (2015) and the 
documented contraventions by Police Scotland, we consider that the SRO made every 
effort to cascade the relevant information across the Specialist Crime Division and the 
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CCU. Having examined the facts the HMICS we are satisfied that the senior 
management within the CCU had been engaged during the process and conclude that 
there was no organisational failure by Police Scotland in preparing for and delivery of 
the revised Code of Practice (2015)’ (D70 refers) 
 
In order to properly assess the areas of complaint it has been necessary to clinically 
analyse the relevant passages of the transcript of evidence following the DCC 
Richardson and ACC Nicolson’s attendance at the Parliamentary Justice Committee 
on the 15th December 2015 and the 12th January 2016 respectively. 
 
For ease reference points are made for (D18 refers), which are the formal official 

transcripts of the evidence given. Emphasis is given to some areas of the transcript 

which appear unclear. 

 

 

Complaint Allegations 

Allegation One: Failure of officers to attend Justice Committee hearings when 

requested citing unacceptable and inadequate excuses thereby supressing the 

truth. 

 

The enquiry team have recovered numerous documents which surround the 

attendance of Executive officers and more latterly the invitation to the four named 

members of staff (D19, D21, D22 refer). 

Whether or not one agrees with the position taken by Police Scotland, as particularly 

articulated in the letter from  to  MSP dated 6th 

January 2016, is irrelevant. The position taken is considered legitimate and 

unarguable with the letter expressing concerns regarding the course of action taken 

by the Justice Committee at that juncture.  

In short, in terms of the attendance of the members of staff it is clear from a letter 

dated 6th January 2016 that Police Scotland, whilst reserving their position regarding 

the four members of staff, offer for  to attend the Justice 

Committee. 

That invitation is accepted and  duly attends, as aforementioned on the 

12th January 2016. 

At some point following it is understood that the Justice Committee write individually 

to the four members of staff. 

The responses made by three members of staff to the Justice Committee have been 

observed. 

It is clear that the members of staff support the original position taken upon their 

attendance by their employer Police Scotland. 

The members of staff, in their personal responses suggest the following:- 
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 - believed there would have been an IPT at some stage where he 

could have explained his actions. This never happened. It was because of the pending 

IPT that he did not attend the second PJC hearing so as to avoid speaking publically 

about the issue. 

 - wrote to the justice committee expressing  willingness to fully co-

operate as  had done with other reviews and investigations and in doing so  

had provided factual records of r knowledge and involvement.  closes  letter, 

dated the 27th January 2016, explaining that  had a prior commitment on the date 

of the proposed invitation however  was willing to co-operate further should that be 

necessary. This enquiry understands  was to take pre-arranged annual 

leave on the date of the hearing yet was more than willing to attend on  return. 

, via  legal team, provided a more factual account in terms of  

involvement in the investigation as it related to the RIPA applications, adding that  

had no further ‘information I can usefully add to answer the questions set out in the 

correspondence from the Justice Committee’. 

This enquiry has failed to identify the particular document completed by  

however no concerns exist in that regard. 

When interviewed on 21st December 2016  

police Scotland, supports the accounts of the officers by stating:- 

‘It was  understanding that the justice committee were involved as a result of the 

media coverage and that a decision had been taken by  as his role as  

  to personally take ownership and appear at the justice 

committee. Although the four officers were given the option to attend i.e. 

  and  and it was left to those 

individuals to make their own decisions as to whether they should attend’ (D358 

refers).(sic) 

 adds when interviewed on Wednesday 21st December 2015 that:- 

‘In response to questions as to why the four named officers  

and did not when requested attend the PJC.  explained that this was simply 

to protect process and the individuals involved as they were expectant that these four 

would have to give evidence at a forthcoming IPT hearing. If they had already aired 

their views in public at the PJC it could have had a bearing on the IPT hearing’ (D357 

refers). 

Having taken all of the facts into consideration and the chronology of events as 

articulated this enquiry have found no evidence to suggest that any personal or 

corporate intrusion of influence was evident in relation to the representation of Police 

Scotland, or its employees at the Justice Committee. 

The position of Police Scotland is articulated within the above mentioned documents. 

This enquiry has not identified any evidence to support the suggestion that failure of 

the officers to attend the Justice Committee was driven by a willingness to suppress 

matters. No evidence exists which supports any allegation or suggestion that Police 
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Scotland Executive brought any pressure or influence to bear upon the process or any 

individual. 

Further, there is no evidence to suggest that the reasons for the non-attendance of the 

officers were ‘unacceptable and inadequate’ as the position articulated in the letter 

from  to , Clerk to the Justice Committee, dated the 

23rd December 2015, supplemented by a further letter from  to 

 MSP, dated 6th January 2016, to be fulsome and legitimate in 

content. 

By way of observation it does appear that the communication from Police Scotland, at 

times, appears somewhat ‘defensive’ and over legalistic. With respect to those 

involved it remains arguable whether Police Scotland, from a corporate point of view, 

intended to adopt that position. However fine balances exist between the adoption of 

a forthright, robust position viz-a-viz a position which others clearly perceive to be 

unhelpful and confrontational. 

Please note: The performance and any ensuing ‘conduct’ matters relative to the 

Parliamentary Justice Committee are covered in a separate report.  

Allegation not upheld  

Allegation Two: That Police Scotland were brought into disrepute with negative 

media coverage due to a lack of transparency before the Justice Committee and 

the public.  

This enquiry has failed to identify any deliberate attempts by  or  

 to mislead or portray a negative impression. 

It may well be, as discussed, that the officers reflect upon their performances and 

identify areas which could have been better, or indeed, where absolute clarity could 

have been provided. 

As has been acknowledged the Executive engagement with key stakeholders and 

indeed the public, up until those stakeholders concluded their business has been 

carried out in the full knowledge, and respect for, those stakeholders needing to 

complete their work wholly independently. 

It is clear that the engagement over this matter has been played out in the context of 

a very challenging operational environment.  

Rather surprisingly interest in this matter has been repeated over a sustained period 

of time. Perhaps the furore around the matters which are the focus of this enquiry has 

been fuelled by sensational reporting; the use of terminology such as ‘the interception 

of communications’ and ‘the bugging of phones’; the false assumption that Police 

Scotland were routinely intercepting the communication of journalists more generally; 

the misconception that the response by the CCU was orchestrated by Executive 

officers; and, arguably, by some key players whose opinions have been formed 

without full knowledge of events. 

This enquiry, to a degree, has been compromised by media coverage surrounding the 

Durham enquiry. Despite encouragement to desist it is clear that confidential updates 
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which are required as the enquiry progresses have been reported to the media. This 

is unfortunate. More disappointing though is that the content of those reports are, at 

best factually incorrect, at worst, designed to create more public debate and interest 

which, ironically, only serves to extend the mystic.   

To suggest that the Executive officers are culpable in that respect is not found. That 

said, the Executive officers, and particularly Police Scotland as a corporate body, are 

vicariously liable for the actions of staff. The incessant reporting has required, during 

the chronology, Executive engagement. The media coverage has, on balance, been 

negative although this enquiry has failed to identify how the Executive officers, as 

individuals, have caused or fed the negative headlines. 

 

Accounts from  – 10am 19th January 2017 at 

Dalmarnock Police Station. 

  

‘  described executive interest began at a point when in May 2015 the 

Crown Office instructed Police Scotland to reinvestigate the Emma Caldwell Murder. 

From that point  suggests  began making press 

statements…. 

….  describes that he was not aware on the immediate aftermath of the 

expose of any Gold Group meeting and had there been a Gold Group meeting it would 

have been common practice for to be there. Several weeks passed which resulted 

in a weekly call from  checking out whether the position of Police Scotland 

authorised by  was still remained.  confirmed that was the 

case and it became an issue of humour with  giving they spoke every week 

to confirm if the statement remained valid…. 

 led on the Media Management aspect and understood that  

 had designated  as overall person 

in charge.  was aware that ‘ ’ had developed an action plan and 

that  regular meetings took place in that respect with ,  

 Press Office,  and  

. Primarily based upon what inevitably would be Police 

Scotland’s response once the IoCCO report was published in the November of 

2015…...  

….  describes the meetings as regular however very straightforward and purely 

focused upon the response to IoCCO….. 

….  was at pains to suggest that  developed the press release dated 

the 25th November 2015 and in particular the sentence “for the purpose of clarification, 

none of the applications concerned a journalist…. 

…  closed by reiterating that had never witnessed any undue pressure, 

influence or coercion on behalf of the executive officers and felt the media 

management aspect was subject to standard work processes which were free from 

any unnecessary interference from any senior manager….’(D 248 refers).  
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Further in her account provided to this enquiry  stated that:- 

(i) ‘Throughout the incident  states  was never put under any undue 

pressure or duress to do anything unethical. 

 

(ii)  has no recollection relating to the application process of conversation between 

various parties other than the e-mails disclosed. 

 

(iii)  has never received any kind of rebuke in  dealings with  or 

 in relation to this matter. 

 

(iv)  never at any time approached in an attempt to stop the 

applications. 

 ( ) is not aware of any executive intervention in this case of events’ 

 

In a general sense it is felt that the evidence provided by the Executive officers lacked 

detail, were at times factually incorrect and were very often ambiguous.   

The enquiry concludes that the Executive officers may not have set out to mislead but 

in answering inaccurately and less than fulsomely they did mislead. 

The enquiry has failed to identify any evidence to suggest that the officers acted in a 

manner which brings into question their integrity or in in a manner which brought 

discredit to the service however it is considered that their performance was less than 

professional. 

It is arguable as to whether the officers knew the detail of the chronology sufficiently 

well to meet the exacting nature and focus of the questioning. Given the context of 

Police Scotland’s clear nervousness surrounding the locus of the Justice Committee 

intervention and recognition of other linked processes i.e. HMICS Assurance Review 

and  forthcoming Investigatory Power Tribunal it is reasonable to deduce that the 

Executive officers were indeed in a very precarious position. That said, the officers 

appear overly nervous about the forthcoming IPT and HMICS processes resulting in 

an inconsistent reliance upon such and regular obfuscation of their Executive 

responsibilities.  

It is reassuring to affirm that there does not appear to be any evidence to suggest that 

the officers set out deliberately or intentionally to mislead or misrepresent the facts. 

 

Allegation: not upheld    
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Chapter Ten - Independence of Inspections 

This chapter has to be read in conjunction with the Media and Parliamentary Justice 

Committee and Executive Oversight. 

 

Complaint Allegations  

Allegation One: Lack of independence in HMICS investigation and report – Ex 

Strathclyde officers may have personal relationships with Police Scotland 

executive members. 

On Thursday 15th December 2016 investigators spoke with lead HMICS investigator 

, (D186 refers)  account suggests:- 

‘  robustly defends any suggestion or allegations which suggest that any HMICS 

documents have been altered outside of the normal process whereby HMICS write to 

stakeholders whilst the report is in a draft format in order for the stakeholders to 

factually check the content of the report prior to publication. It would appear the Police 

Scotland report was factually checked by  and  

’. 

Further,  was again spoken to on Wednesday 21st December 2016 during 

which  said:- 

‘  described that  was the lead investigator underneath  

for the HMIC looking at a thematic inspection into the leadership governance of the 

CCU’. 

In a general sense this enquiry has concluded that  was well informed on 

all matters and that  investigation, although respecting the IoCCO/IPT processes, 

was very detailed. The fact that HMICS, following a detailed review, were able to make 

thirty nine recommendations does, in itself, suggest that a robust inspection of matters 

has taken place. 

A specific set of circumstances which has perhaps led others to perceive some form 

of collusion has taken place between Police Scotland and the HMICS is explained 

further within allegation eleven of the chapter entitled ‘Executive Oversight’.  

Further, support for the conclusion reached can be found within the post-inspection 

management. Following the review Police Scotland, with a multi-agency Steering 

Group, and the Scottish Police Authority, through a multi-agency Reference Group, 

have overseen the implementation of an ‘action plan’ in response to each HMICS 

recommendation.  

At no time has any group member expressed a view, or indeed concern, that the 

HMICS ‘Assurance Review’ was, in anyway, incomplete or lacking in detail. 

The enquiry has failed to identify that the perception of the complainers in this regard 

was correct. The allegation lacks any real evidence or corroborative support. 
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Allegation not upheld 

 

Allegation Two: Key findings and observations in HMICS and IoCCO report – 

The complainants do not accept IoCCO’s finding of ‘Reckless’ (No intelligence 

case, aware of new codes, ignored advice given etc.), and, that the Force 

Executive manipulated and orchestrated the IoCCO report to ensure a finding of 

‘reckless’ rather than ‘wilful’.  

When interviewed on the 14th January 2017  and  covered 

this point, (D319 refers). 

 spoke at length regarding the commissioner’s finding of ‘reckless’ as 

opposed to ‘wilful’, having been informed that this particular issue was of great concern 

to the four complainants, who strongly disagreed with this finding.  

 confirmed that under section 8:3 of the Codes of Practice, IoCCO could 

send matters to the IPT if a person(s) is/are ‘adversely affected’ and ‘wilful and/or 

reckless’ conduct is identified.  stated that these were the only matters for IoCCO, 

which is a regulatory/compliance/oversight body as opposed to an investigatory body, 

to determine (in  words to ‘get it over the bar’) in order to invite the complainants to 

invoke IPT proceedings. There is no definition provided under the codes of the terms 

‘reckless’ or ‘wilful’. 

 is confident that the IoCCO decision was correct on this occasion based 

on the balance of probabilities and  and the commissioner are open around this 

decision.  

 further stated that this was the first occasion that IoCCO had referred a 

Public Authority to the IPT under section 8:3 and that the IPT could challenge their 

finding of ‘reckless’ and direct IoCCO to investigate further should they so which, which 

they did not.  

The matter is very much a subjective decision.  stated that internal 

discussions did take place regarding ‘wilful’ or ‘reckless’ conduct and that the account 

provided by  was taken into account in reaching a finding of ‘reckless’. 

In  words,  ‘had a good go at it’ in providing a reasonable 

explanation for  actions.  

This enquiry, although identifying a number of competing views on the matter, respect 

the fact that the Commissioner of the IoCCO, Sir Stanley Burnton, has, as the final 

arbiter, made a decision of ‘reckless’. With respect to Sir Stanley Burnton this is 

entirely his prerogative.    

It may be that that final determination is not universally accepted or indeed proven to 

be challengeable when the intelligence process etc. are also considered. What is clear 

however is that Police Scotland, nor any of its representatives, influenced, in anyway 

the findings of IoCCO or indeed the Investigatory Powers Tribunal determination. 
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It is prudent to note that IoCCO, having reflected upon matters, may well alter their 

business practice as a result of the ‘representations made’ by the complainants. It may 

be in future that IoCCO, in fulfilling their corporate obligations, merely determine that 

the conduct under investigation is ‘either reckless or wilful’ without designating matters 

any more specifically.     

For completeness and transparency it is worthy of note that both  and  

 offered to meet with the complainants and explain the rationale behind its 

findings should they wish him to do so. 

By way of completeness one complainant alleges that  was obviously 

instrumental in providing IoCCO much of the information upon which conclusions were 

reached. However, despite that belief  was never asked to provide a 

statement of any kind to IoCCO.  The complainant obviously felt the issue required 

explanation suggesting it to be a ‘glaring flaw’ in the IoCCO procedure. This enquiry 

does not support that view.   

In response, the issue was discussed with IoCCO at a meeting with investigators held 

on the 13th February 2017.  and  

both expressed their belief that their work was complete and that they refuted the 

suggestion that anyone from Police Scotland, including any executive members, had 

any influence around the final determination of IoCCO.  

For the sake of completeness Allegation One above deals with matters relating to 

engagement with the HMICS. 

There lacks any corroboration or support for the theory that any pressure was brought 

to bear upon any stakeholder. 

Allegation not upheld 

 

Allegation Three: , HMICS investigator, was a friend of  

. That the HMICS report was substantially altered during review stage 

with Police Scotland, the Scottish Police Authority and Scottish Government 

which weakened its impact.    

This enquiry   has sought documents and gained an understanding of the events which 

surrounded the development of the HMICS report, the factual accuracy phase and 

final publication of associated documents. 

In a general sense the ‘factual accuracy process’ was conducted with short notice and 

within very challenging timescales in order for the report to be submitted within 

Parliamentary timescales.  

Thirty nine alterations were made to the report during that process. The enquiry feels 

that none of the alterations could be considered significant. The tenet of the report 

remained and all alterations sought only to correct grammar and spelling with one 

exception. 
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In relation to the allegation that paragraph 27 of the report had been altered specifically 

, when interviewed, suggests that during the factual checking process 

representations were made from Police Scotland, and on reflection within the HMICS 

itself, that there was a need to consider a ‘duty of care’ for a certain individual. Durham 

staff have had sight of the documents and assured itself that the chronology around 

such redaction, and indeed, numerous other grammatical and spelling alterations were 

entirely legitimate and considered to apply to normal business rules. 

What is also clear is that after the final publication of the report the HMICS managed, 

under Freedom of Information Act processes, a request from a member of the media. 

During this process a letter and redacted copy of the report was forwarded to the 

applicant with a clear explanation of the changes made. Again, that is considered 

absolute best practice however it appears that only part of the document bundle 

provided to the applicant has been reported upon or utilised which, in itself, may cause 

the reader to perceive the alterations made are unscrupulous. That, however, is not 

the case. 

Allegation not upheld 

 

Allegation Four: The complainant strongly disagrees with HMICS conclusion 

that no evidence was found to suggest that either of the Designated Person’s 

intended to undermine the Codes of Practice. HMICS have not addressed the 

issues and have only succeeded in highlighting issues which were 

transparently obvious. 

In context HMICS have carried out an independent investigation/assessment and, as 
a result, made determinations; expressed observation; provided opinion; and reached 
a conclusion making suitable and proportionate recommendations (D70 refers). 
 
HMICS make the following comments by way of example:- 
 
‘We found that Police Scotland had reached the conclusion on 21 August 2015 that all 
sensitive information contained within the Sunday Mail article had previously been 
disclosed through Crown Office to defence agents acting on behalf of four accused 
persons, and it was impossible to identify whether this information was passed to the 
media by any police officer or member of police staff, serving or retired, or if it had 
been disclosed through other sources’. 
 
And, 
 
‘….it is our assessment that the enquiry lacked objectivity and that those responsible 
applied prematurely for the acquisition and disclosure’ 
 

And, 

‘….Notwithstanding the pace with which the revised Code of Practice (2015) was 
introduced, we consider this had no bearing on the decision making process of the 
Designated Person, as advice in line with the Code was available and provided’. 
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And, 

‘…..From our review, we found no evidence of chief officer involvement in any of the 
five applications for communications data nor evidence of undue pressure or coercion 
placed on either of the two Designated Persons or the SRO by any police officer or 
member of police staff. We found no evidence to suggest that either of the Designated 
Persons intended to undermine the Code of Practice (2015)’. 
At paragraph 52 of the report it states:- 
 
‘ We were aware of questions put to Police Scotland by members of the Justice 
Committee during its evidence sessions,  asking whether the SRO had been overruled 
by senior police officers, whether the Designated Person (Detective Superintendent) 
had sought advice from his senior officers, or whether officers involved in the 
authorisation process had been put under any pressure. From our review, we found 
no evidence of chief officer involvement in any of the five applications for 
communications data nor evidence of undue pressure or coercion placed on either of 
the two Designated Persons or the SRO by any police officer or member of police 
staff’…… 
 
With respect to the HMICS as an organisation, this enquiry, as stated previously in this 
report, does share the view that the work completed lacked objectivity, impartiality, 
transparency of fairness. 
 
The report does state, at paragraph 52, ‘….We found no evidence to suggest that 
either of the Designated Persons intended to undermine the Code of Practice (2015)’. 
 

All comments appear evidenced, corroborated and balanced. One can argue that 

much of the HMICS focus has resulted in critical comment/observation of Police 

Scotland. 

In the absence of any strong argument, or better still evidence, it leaves one to 

respect the opinion of all parties.  The facts are laid for all to see and as is their 

statutory obligation the HMICS are required to conclude matters with reasoned 

rationale. It is almost inevitable that the process will result in an alternative opinion 

being expressed. To some extent such disagreement with the findings is 

understandable, but, it would be unfair to deduce impropriety solely on the basis of 

such disagreement. 

This enquiry has failed to identify any concerning matters in this regard and feel the 

HMICS, with respect to them, managed to meet ‘terms of reference’ set. Clearly this 

enquiry, with its wider scope, may well shed more light on the matter. 

Allegation not upheld 

 

Allegation Five: That Police Scotland Executive team have conspired to give a 

uniformed response to investigating agencies such as IoCCO, Parliamentary 

Justice Committee, HMICS and Investigatory Powers Tribunal. 
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This matter has been discussed from several viewpoints and through different 

perspectives. 

In summary, as discussed at various points throughout this report, the enquiry has 

failed to identify any evidence to support the allegation. In the absence of any evidence 

to the contrary, whilst areas of improvement may well be evident or a different 

approach adopted in certain circumstances, this allegation can only be considered 

unproven. The fact that a ‘uniformed response’ has been provided adds to the theory 

that all members of the team have acted appropriately in that they have represented 

the facts, as the facts appear to them. It is not unusual and the enquiry does not find 

it sinister that a ‘uniformed response’ was offered by the Police Scotland Executive. 

They speak daily and were briefed by the same people. The enquiry does not consider 

this to be a conspiracy borne of evil intent. 

Allegation not upheld  

 

Allegation Six: The complainants’ question what information was given to 

IoCCO in relation to the CCTV and question the fact that if it were provided would 

this have altered the findings of IoCCO? 

The allegation here seems to infer that the circumstances of the IoCCO findings would 

perhaps have been different if the seizure, retention, loss and recovery of the CCTV 

were known. 

During his interview IoCCO Investigator  stated that  ‘had no knowledge 

at all of any CCTV footage as  review dealt with matters ‘above the line’ (i.e. the 

unlawful applications), not the intelligence management processes which led to the 

applications. 

In terms of whether the IoCCO determination may have altered as a result however is 

clear. IoCCO deal with matters subject to RIPA and associated process. As explained 

the organisation exists to ensure Public Authorities comply with the RIPA Act 2000. 

The identification of the loss, the chronology of events and the subsequent finding is 

subject to detailed comment earlier in this report:- 

‘Such discussion determines that there is no evidence to suggest that PS CCU 

deliberately withheld the existence of the footage from IoCCO acknowledging that it 

would conflict with what intelligence was used in the authorities.  

It is more likely that PS CCU paid little or no attention to what was on the disc, other 

than to identify , compared to what intelligence was submitted on 

the authorities, due to incompetence. IoCCO were not aware of the existence of the 

disc and it was not of any relevance to their review’.   

This enquiry has determined that the actions taken by Police Scotland were 

proportionate and appropriate. 
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There is no evidence to suggest information with regard to the CCTV has been 

suppressed or bodies misled. The information surrounding the CCTV would not have 

altered any of the IoCCO determinations. 

 

Allegation not upheld. 

 

Allegation Seven: Police Scotland and HMICS have together altered the original 

HMICS review draft during factual accuracy checking at a meeting on 24th June 

2016 prior to its publication on 27th June 2016.  

This specific allegation has been dealt with under the general allegations contained 

within Allegation three above. An explanation surrounding the chronology has been 

given. 

 in an email dated 1st February 2017, states:- 

‘During September 2016, HMICS complied with a request under the Freedom of 

Information (Scotland) Act 2002 (FOISA), and supplied a copy of Version 0.1 (Factual 

Accuracy Draft) to a journalist. I presume that the factual accuracy draft obtained under 

FOISA is the reason why there are now two versions of the report in the public domain. 

During our assurance review we accessed sensitive police information and risk 

assessed the potential for compromise of individuals and roles. In the published report 

at paragraph 27 the last two sentences have been removed to protect the anonymity 

and confidentiality of information sources. Prior to releasing the Version 0.1 (Factual 

Accuracy Draft) under FOISA we redacted the last two sentences of paragraph 27 to 

prevent the potential compromise of an information source. When we met I revealed 

the un-redacted sentences to you. On 28 June 2016, HMCIC made an opening 

statement to Justice Committee about the need to protect the principle of anonymity 

and confidentiality a position I am sure you will understand. 

While it may be of interest to compare the early draft with the final published version 

there is a substantial risk that inaccurate information contained within the draft report 

could in effect mislead the public and undermine the effectiveness of the scrutiny work 

undertaken by HMICS’ (D272 refers)  

Enquiry officers, having had sight of all relevant material, are satisfied that any 

amendments to the document which led to its final publication were made for legitimate 

reasons.  

Allegation not upheld 
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Chapter 11 - Enquiry Report including other 

issues.  

In the course of this enquiry a number of issues were raised by the complainants. 

In the interest of transparency these issues are not being considered as actual 

complaints but will be addressed as and where possible. 

Issue One: Prosecutor Fiscal stated that matters were not criminal – is this still 

the same position? 

This enquiry has been as in-depth and robust as has been possible. Nothing has been 

established to indicate any of the complaints being investigated are of a criminal 

nature. 

 

As stated earlier in this report, within the Authorisations chapter, , 

COPFS, has been apprised of the findings of the Durham enquiry.  

position remains unchanged, the acts, or omissions, of Police Scotland staff are not 

considered to break a criminal threshold.  

 

It is felt more appropriate that matters are dealt with by the agreed procedural 

framework offered by the Police Misconduct Regulations.   

 

Issue addressed 

 

Issue Two:  had a belief that early during the enquiry when he sought 

assistance of the Police Federation and their solicitor .  

felt that those meetings were recorded or the details of which were being relayed 

back to Police Scotland. 

 

There is nothing in existence that suggests this has taken place. Nothing further can 

be added. 

Issue addressed 

Issue Three: Request that all intelligence relevant and held on Police Scotland 

computers be destroyed at the conclusion of the independent enquiry.  

At a meeting with  and three of the four complainants on 1st 

March 2017 Police Scotland have made an undertaking to remove all material, not 

considered to ‘reflect the truth in these matters’, which is currently held by Police 

Scotland at the conclusion of this enquiry from the relevant databases including the 

CCU (now ACU), PSD, SCOPE and SID.  

It has been agreed that staff from Durham Constabulary will ‘quality assure’ this 

process. 

This is also covered in chapter entitled Executive Oversight – Allegation seven. 
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Issue addressed 

 

Issue Four: Request for a full public apology/explanation – the complainants 

expected, at the time of the IoCCO report, that someone from Police Scotland 

would approach them and offer some kind of explanation? 

, representing Police Scotland, on 1st March 2017 engaged with  

 and  where a full apology for the actions taken by 

Police Scotland was offered. This was followed up with a letter to each including  

 the fourth complainant, who had declined to attend. (D325, 333,335,336). 

As explained throughout this report Police Scotland have stated that their reluctance 

to engage prior to this was in respect of the on-going IoCCO, HMICS and Durham 

enquiries. This is covered in Lessons Learned chapter where comment is passed upon 

the holistic management of this issue. 

Issue not yet addressed  

Issue Five: Financial recompense – the complainants clearly feel that dialogue 

should take place, at an appropriate point, to discuss the process for an ex-

gratia payment to be made in recognition of the ‘unlawful’ acts of Police 

Scotland staff. 

This is a matter for Police Scotland and the complainants to resolve at the conclusion 

of the Durham enquiry as part of any mediated resolution. 

Issue not addressed 

Issue Six: The Independence of this ‘enquiry’. 

The enquiry being conducted by Durham Police on behalf of Police Scotland and the 

Scottish Police Authority has been as ‘independent’ as is possible in these 

circumstances.  

This issue receives more comment within the Lessons Learned chapter. 

Issue addressed 

Issue Seven: Collateral intrusion – . 

The Investigatory Powers tribunal (IPT) hearing held on the 22nd July 2016, and the 

final judgement of the 8th August 2016, identified and addressed the issues of 

‘collateral intrusion’ involving the . There is no mention of  

. (D7 refers). 

It was held that the intrusion upon  was the main focus but recognised 

that against  . In doing so the IPT pointed out that:- 

 “It was not necessary to afford just satisfaction” 

However it went on to say: -  
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“Declaration made by the IPT as to the infringement of  rights is the satisfaction we 

give in this case” 

It is felt that the IPT addressed this issue in respect of .  

 

It is acknowledged that, to a degree, collateral intrusion, de-facto, has ensued. The 

argument can be levelled across all of the complaints to a greater or lesser extent.  

Any outstanding concern, in terms of the complainants, should remain an issue for the 

IPT or Police Scotland. 

Issue addressed 

Issue Eight: Concerns exist regarding the ‘independence’ of the Police 

Investigations and Review Commission (PIRC) and that some staff of PIRC have 

historically fulfilled senior roles within Police Scotland. 

It is clear that a Senior Investigation Officer, by way of example, is currently employed 

within PIRC. Other examples may exist, particularly considering the geographical 

proximity of PIRC to the Strathclyde Police boundaries. 

That said, PIRC will only ever be engaged in this enquiry if anything found in the 

Durham enquiry leads to the identification of ‘serious crime’ or any ‘reasonable 

inference of misconduct’ is identified by an Executive Officer. 

At this juncture this enquiry has not found evidence to suggest this is the case. Thus, 

the involvement and independence of PIRC is irrelevant at this time. 

Issue addressed 

Issue Nine: Police Scotland did not consider other officers with associations to 

, for example retired  given he had met with  

 prior to, and perhaps after, the press coverage? 

This enquiry, at this stage, has been unable to deal with this issue as it has not been 

afforded access to the officers within the CCU who carried out this enquiry. It is 

believed these officers would have made the decisions as to who and why certain 

individuals were targeted. 

It is clear, as outlined in previous chapters that intelligence did exist which implicated 

others. It remains unclear as to why the complainants were chosen as ‘suspects’.   

In respect of retired ,  is mentioned 

on CCU document , and was spoken to on 15th June 2015 by  and  

 in relation to any knowledge or contact  had about the suspected leaks.  was 

unable to give any information that would have confirmed any of the complainants as 

a suspected leak other than  who  knew was researching local 

prostitute murders. Again without speaking to officers within the CCU this investigation 

has been unable to establish why certain individuals were targeted for investigation 

against those who were not.  
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 was spoken to by the Durham enquiry as part of the enquiry and confirmed 

that about one year prior to the expose  had been contacted by an  

 who told him  had wanted to speak with   

later met with  where brief details about the Emma Caldwell case were 

discussed but only in relation to media issues. Anything that was said was already in 

the public domain. 

On reflection  believes  arranged this meeting in an attempt 

to seduce  to reveal information about the Emma Caldwell case this did not 

happen.  confirmed  later met with CCU staff and informed them about 

 contact with . (D332 refers). 

The enquiry is not suggesting that authorities should have been sought for  

. Indeed the enquiry considers that Police Scotland had little or no reason to 

pursue any alleged leak since it has now been concluded that the information 

contained within the press articles had already been placed within the public domain. 

Issue not addressed in as much as the reasoning and rationale of the CCU staff, 

without the opportunity to interview, remains unknown. 

Issue Ten:  Were the complainants subject to other surveillance tactics – 

authorised or otherwise.  

This enquiry has obtained a statement from  

who has confirmed that none of the four complainants were subject of any 

form of surveillance by Police Scotland other that the unlawful RIPA applications 

already disclosed. (D289) 

In relation to any interception of telephones as per national standards and existing law, 

Police Scotland will not either confirm or deny any such action occurred.  

 stated that due to the high level of intrusion involved, all requests for 

‘Intercept’ within Police Scotland must be processed through  and the executive 

prior to being authorised by the Justice Secretary (Government Minister). This system 

provides a high level of scrutiny and ‘checks and balances’. There is no means 

available within Police Scotland to circumnavigate this system. 

 is precluded by legislation from informing us of whether or not any of the 

complainants were subject to this particular tactic. The officer provided the following:-  

‘Under Section 68(6) and (7) of RIPA 2000, Police Scotland was directed to provide 
or disclose specific information to the Investigatory Powers Tribunal, which we 
complied with.  This direction was absolute and unaffected by any obligations of 
confidentiality, secrecy or other limitation on disclosure.  In making their determination, 
the IPT had full access to all information held by Police Scotland.  
 
I understand that the complainants have sought confirmation of whether they were 
subject of other covert activity including interception. 
 
Interception is lawful only in the limited circumstances set out in Section 1(5) of RIPA 
and, the use of the tactic can only be considered for the purpose of preventing or 
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detecting serious crime and it is or intelligence purposes only.  The general rule is that 
neither the possibility of interception, nor intercepted material itself plays any part in 
legal proceedings.  This rule is set out in Section 17 of RIPA, which excludes evidence, 
assertion or disclosure in legal proceedings likely to reveal the existence (or absence) 
of a warrant issued under the Act’. (D375 refers). 
 

Issue addressed 

Issue Eleven: That the actions taken in obtaining telecoms data was not 

proportional or necessary to achieve what they sought. And in obtaining the 

data the information would not confirm or negate any such relationships. 

As stated within the Authorisation Chapter, this investigation has found, that in all five 

RIPA applications, the ‘proportionality’ and ‘necessity’ cases are both weak and 

misrepresentative of the facts.  

It is clear that in obtaining such data it may have shown that various individuals subject 

of the investigation may have been in contact with each other but would not have 

supported any suspicion that they were passing sensitive information. Put alongside 

the fact that such relationships were not denied and openly existed prior to the expose 

this enquiry agrees with the issue raised by the complainants. In the absence of any 

working file, a policy book, it is unclear as the rationale behind embarking upon a 

Telecommunications style investigation.  

Issue addressed 

 

Issue Twelve: That the CCU investigation was unduly influenced by  

. Clearly, this concern is linked to the belief that 

 provided a lengthy statement to the enquiry team.  

This issue is discussed further within the report in more detail. However it is fair to say 

that this enquiry has found no evidence that  had any involvement or 

influence in the CCU enquiry.  has been spoken to and confirmed that at the time 

 was working on a completely unrelated investigation at the time.  

In relation to a statement  made during this enquiry  confirmed that  did make 

a statement in relation to a complaint issue involving . This was a four page 

statement and totally unrelated. (D337 refers). 

Issue addressed 
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Chapter Twelve – Welfare / Organisational 

response  

 

Complaint Allegations 

Allegation One: That Police Scotland failed to engage, apologise and deal with 

welfare issues throughout process (Professional reputation). 

Whilst, from the point the ‘unlawful’ RIPA applications were identified in June 2015 

Police Scotland have balanced the IoCCO involvement, which ultimately resulted in 

the Investigatory Powers Tribunal in July 2016, and, the involvement of the HMICS, 

who completed an Assurance Review which reported in June 2016. 

Whilst one can understand Police Scotland respecting the ‘locus’ of those 

stakeholders, and indeed the political interest shown in 2015 by the Parliamentary 

Justice Committee, it is arguable that the force should have made more 

demonstrable effort in engaging with the four people affected by the behaviour of its 

staff. 

The lack of personal interaction, given two people were ex-officers and two were 

serving officers, does appear somewhat surprising. 

To allow the individuals, notwithstanding the independence of IoCCO, to receive a 

letter direct from IoCCO with minimal information signposting them to an IPT 

process, whilst articulating that they had been adversely affected, appears sterile, 

clinical and remote. 

Of note, within Police Scotland’s own Statutory Guidance – Police Complaints 

Commissioner for Scotland – the ‘guiding principles’ which underpin the handling of 

complaints are ‘visibility and accessibility’; ‘quick and simple’; ‘objective’; ‘user-

focused’, ‘accountable and fair’; ‘continuous improvement’; and, ‘independence’. 

It is arguable as to whether any of those principles were evident in the management 

of the ‘adversely affected’ people.  

The failure to afford an opportunity for discussion, explanation and resolution has 

clearly had a significant impact upon the individuals and made this investigation 

more complex and lengthy than it perhaps needed to be.  

In the first instance there appears to be a distinct lack of audit and an absence of 

thought as to how the issue was to be managed. The absence of a formal ‘recording 

and initial assessment’ of the ‘areas of complaint’ at play here is of great concern.  

The ‘allocation’, ‘determination’, ‘identifying fast track lessons learned’, and the 

‘notification to complainers’ elements as espoused within the Statutory Guidance 

appear not to have been adhered to.  

In fact, the document at page three suggests – ‘An apology should be provided 

where appropriate’. 
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Although  met three of the four complainants on an individual basis 

on Wednesday 1st March 2017 that apology, the enquiry considers the apology to be 

unnecessarily late.  

On the afternoon of Wednesday 18th January 2017  

 was interviewed at Dalmarnock Police Office. 

 confirmed that he has strategic overview of ‘ ’ at the 

current time having been promoted into this role in . 

 stated that welfare support to  was originally provided by  

 and then by  

). It was  role to ‘invigorate’ the welfare support to  

 that was already in place yet became involved with  as a result of 

 writing a letter to the Scottish Justice Committee which came into the public 

domain (published on the SJC website). 

 stated  was invited to a ‘Co-ordination Meeting’ on 9th March 2016, 

called by . The primary focus of the meeting was to provide support 

to any officer deemed to be a ‘whistle-blower / complainant’ against Police Scotland, 

specifically the officers subject to the unlawful obtaining of communications data. 

 stated that  only focus was .    

 was allowed to hear a brief extract from  statement page 22 

(D234 refers) in which  refers to his meeting with him following his letter to the 

SJC and states that no apology or explanation was provided to .  stated 

that  has taken the reasons for the visit out of context in this regard.  

 told  during their meeting that if  believed that there had been a lack 

of contact then it was a ‘Professional Standards Department’ issue. It was  

understanding that managers from PSD had accepted that point during the 

Co-ordination meeting.  

 further stated that  was not sent to apologise to  on behalf of 

anybody and  had no locus to apologise.  stated that if some of the terminology 

 used suggested some form of apology it was because  was being deliberately 

supportive to  (D242 refers). 

The management of welfare issues surrounding  has been equally 

sporadic. The intertwined issues of welfare needs flowing from the IoCCO findings, 

particularly across the two individuals who remain employed by Police Scotland, are 

clear and obvious. 

It is suggested that if a more robust response had been made, and, as a minimum, 

some of the aforementioned guiding principles adopted the overall management and 

associated welfare needs could have been much improved. 

The general position taken by Police Scotland with regard to associated matters 

appears slow, defensive and over legalistic. It appears the need for personal 

interaction, an explanation coupled with an apology, adding to the general apathy in 

managing the detrimental affect suffered by all four individuals, has been lost. In 

essence there appears to have been a lack of ‘corporate grip’.    
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Allegation upheld  

 

Allegation Two: Officers at ‘lower levels’ have not been called to account 

(interviewed, sanctions) 

Whilst the allegation, on its face, may seem provable it, on balance, is prudent to 

point out that staff involved in the CCTV seizure, retention, loss and recovery have 

indeed been subject to misconduct proceedings. 

Considering the wider context the complaints as discussed earlier in this report 

remain unsatisfied that staff, albeit senior staff, did not provide ‘accounts’ to the 

Parliamentary Justice Committee (D19, D21 and D22 refer). 

In terms of ‘lower level’ staff involvement. 

As observed, throughout the chronology, beginning with the IoCCO inspection in 

June 2015 it is clear that certain ‘external’ processes have ensued. On analysis it is 

clear that Police Scotland have indeed respected the ‘independence’ of those 

particular pieces of work. This enquiry has failed to identify any attempt on behalf of 

Police Scotland or any individual to hinder those inspections. 

Indeed, in a press release published on the 25th November 2015, Police Scotland 

report:- 

‘Police Scotland is aware that IoCCO intends to notify those individuals considered 

to have been adversely affected. In consequence of that ongoing process, it would 

be inappropriate to comment further’. 

Thus demonstrating the approach that other stakeholders, in the interests of 

transparency, are given unfettered access to those individuals adversely affected.   

This enquiry finds that the intrusion of those stakeholders, largely due to the 

statutory obligations and established ‘terms of reference’ has generally focused upon 

adherence to the regulatory process and issues, of perhaps, a more ‘corporate 

nature, providing assurance and reassurance where appropriate. 

It is felt that the ‘undertaking’ by Police Scotland, during the Investigatory Powers 

Tribunal process, on the 8th August 2016, which reads:- 

‘Upon the trial of the remedy of the Complainants’ claims 

AND UPON related police complaints having been made about the conduct of the 

respondent’s officer 

AND UPON the said complaints having been referred to the Chief Constable of 

Durham Constabulary for investigation 

AND UPON the Respondent having undertaken that the Respondent will provide a 

reasoned decision on the determination of the investigation’…..     (D198 refers).  

The above text does at least portray an intention, certainly at that juncture, for all 

matters to be investigated and reported upon.     
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The ‘undertaking’ illustrates an intention to fully understand matters, it is argued that 

this includes personal culpability on behalf of Police Scotland employees. As to 

whether this ‘enquiry’ has delivered a product which meets, what is arguably, a clear 

mandate remains a source of debate. 

Allegation partially upheld    

 

Allegation Three: complaint against  

 in part surround the unlawful applications. 

Subsequent press report states that Police Scotland have advised relevant 

parties of the outcomes of  investigation. The complaints feel 

that they have not been advised.  

The context here is that the ‘complaint’ made by  only related to  own 

treatment and was not, directly or indirectly, related matters the subject of this 

enquiry. 

Nevertheless, as has been established earlier in this report, the role and 

engagement of  from an IoCCO perspective was minimal, with no 

concerns expressed, from any party including . 

Within a press report, in the Sunday Herald newspaper on Sunday 10th October 
2016, the following extract can be found:- 
 
“A number of areas of improvement have been identified for the organisation 
following comprehensive investigation overseen by  into 
misconduct allegations.  Relevant parties have been advised of the outcomes”. 

 

Given the matters dealt with by  ‘did (only) in part centre around the 

unlawful applications’ (taken from the complainant statement – ) it is 

unreasonable for  investigation, report or conclusions reached to be 

imparted to anyone outside of what can be described as ‘key interested parties’ 

given the matters under investigation. The remoteness between the ‘internal’ matters 

addressed by  viz-a-viz the interests of the complainants in this report 

justifies the position taken by Police Scotland. The complainants in this case are not 

sufficiently ‘affected’ by the complaints managed by  and as such lack 

‘vires’.  

Of course, this enquiry feels that issues of this nature would not have perhaps 

evolved had a different, more open approach, have been adopted by Police 

Scotland. 

 
Allegation not upheld 

 
Allegation Four: There was no explanation or apology offered by  

following  letter to Parliamentary Justice Committee 9th March 2016.  
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On the afternoon of Wednesday 18th January 2017,  provided an account 

to this enquiry (D242 refers). 

 stated that  had had no involvement in any of the historic matters 

surrounding the Emma Caldwell murder as  was new in post.  further stated 

that  is the strategic support to  in terms of  welfare as  is one of  

staff. 

‘  stated that welfare support was originally provided by  and 

then by . It was  role to ‘invigorate’ 

the welfare support to  that was already in place and  became involved 

with  as a result of  writing a letter to the Scottish Justice Committee 

which came into the public domain (published on the SJC website). As a result of 

this,  was invited to a ‘Co-ordination Meeting’ on 09th March 2016, called 

by , the primary focus of the meeting was to provide support to any 

officer deemed to be a ‘whistle-blower / complainant’ against PS, specifically the 

officers subject to the unlawful obtaining of communications data.  stated 

that  only focus was ’.  

It is of note that other officers present at the meeting were  

 

 

 stated that from this meeting  was to inform  of the following: 

 That  was not under investigation. 

 There were no restrictions on  ability to carry out  core role ie ‘business 

as usual’. 

 The force (  and staff) were to support  and make sure that  

was not discriminated against as a ‘whistle-blower / complainant’.  

 

 also stated that the following actions were agreed: 

 Welfare support was in place but  was to ‘invigorate’ it. 

 To record any contact with . 

 Ask  if  was comfortable with  engaging with the Police 

Federation regarding  welfare. 

 

The officer stated that on the 10th March 2016 along with   had a 

meeting with  at Govan Police Office.  informed  of the 

following: 

  general position would be confidential in terms of welfare between those 

present. 

 There was no detriment to  role and it was ‘business as usual’.  

  was not under investigation and was being dealt with as a complainer. 
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  was asked if  felt that he needed any allowances in relation to role. 

 replied that  did not but was asked to inform  if this 

position changed. 

 

 confirmed that at that point  was still at work, productive and he 

had no issues with . 

It is clear that following this meeting the relationship between  and the 

 had deteriorated with letters exchanged. It 

is also clear that  informed  of the fact, who, understandably, 

wished to know if  was making a ‘formal complaint’ against  

or just informing  that intended to go on the sick.  

stated that  became aware via  that  was making a complaint 

against  and  advised to send the matter to  

. 

Ultimately,  oversaw the management of that complaint by  

, HR Director. 

‘In direct response to the allegation  was read a brief extract from the 

complainant, , statement (Page 22) in which  refers to  meeting with 

 following  letter to the SJC and states that no apology or explanation was 

provided to .  stated that  has taken the reasons for the visit 

out of context in this regard.  told  during their meeting  that if  

believed that there had been a lack of contact then it was a PSD issue (  

stated that  had stated this during the Co-ordination meeting)’.  

‘  further stated that  was not sent to apologise to  on behalf of 

anybody and  had no locus to apologise.  stated that if some of the terminology 

 used suggested some form of apology it was because  was being deliberately 

supportive to ’. 

‘  stated that  was aware of the boundaries and was well aware of 

what  role entailed, which was welfare support’. 

In conclusion, it is clear the engagement was focused around welfare support. What 

is also clear, given the allegation that a specific ‘gold group’ was held immediately 

following the press expose is that there were many Executive led meetings being 

conducted within Police Scotland during the summer of 2015 yet all were focused in 

managing several diverse, yet specific issues. It is entirely appropriate and 

understandable for evolving issues to be managed by a ‘gold group’ process.   

As to whether an apology should have been offered earlier than it was has been 

commented upon earlier in this report. 

Allegation not upheld 
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Allegation Five: The affect this whole incident has on the complainant’s 

professional reputation, career prospects and own mental state of mind. 

Simply put, there is no doubt that the actions of Police Scotland before, during and 

after the RIPA authorities were sought have had a detrimental impact upon the four 

complainers. 

As evidenced, particularly by the IoCCO memorandum the complainers have been 

‘adversely affected’, de-facto.    

There is no need to rehearse or duplicate issues previously covered within this 

report. In essence however, taking a holistic view of matters, it is unarguable the 

complainers have suffered.  

It is a source of reassurance that in  letter to the complainers  

have asked Durham Constabulary to ‘quality assure’ the cleansing of the information 

held upon the four complainers going forward. That process is expected to occur 

following the conclusion of this investigative process.  

Allegation upheld   
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Chapter Thirteen - Lessons Learned  

 

Observation One: That Police Scotland failed to engage, apologise and deal with 

the evolving issues throughout the process (Professional reputation). 

This matter is discussed within the first allegation found within the 

Welfare/Organisational response chapter. 

On reflection it may have been prudent to have had a greater operational grip on 

matters, informed by subject matter experts (Occupational Health, Personnel, Line 

Managers, SRO, Professional Standards reps for instance), to manage the 

consequences of the ‘unlawful RIPA applications’. It is difficult to argue that, from a 

complainants, perspective, no-one at a senior management level has accepted 

responsibility for the unlawful actions of the force and interacted with those adversely 

affected in a positive manner. 

In a general sense the enquiry has identified a defensive approach to matters which 

has perhaps only sought to cause the complainants to hold only limited information 

and understanding of events. This has had a consequential impact upon the work 

carried out by Durham staff. Undoubtedly, as a result, the scope of the work has been 

to a depth and involve a degree of complexity which need not have been required a 

different approach had been taken.  

Statutory guidance from sanctions to solutions 

‘Police Complaints Commissioner for Scotland (PCCS)’  

The purpose of the statutory guidance is to contribute to the modernising of police 

complaint handling in Scotland by moving from a culture of blame and sanction 

towards one of learning from complaints, which in turn strengthens the accountability 

and integrity of the police complaint handling system’.  

Guiding principles 

‘Visibility and accessibility quick and simple (should involve as few steps as possible 

to increase the efficiency of the system for both complainers and the police officers 

and staff involved) objective (complaints must be driven by evidence and fact not by 

assumption, the fourth one is user focused, accountable and fair (a system that allows 

consistency and proportionality and a willingness to seek feedback, continuous 

improvement (there must be effective means of communicating and sharing lessons 

learned’. 

Independence 

In the new complaints process there is a focus on resolving complaints quickly and 

efficiently at a local level. 

‘The PCCS therefore expects Scottish Police Service to develop a range of ways for 

people to access the complaints system which addresses the specific needs of all 

complainers. 



OFFICIAL (SENSITIVE) 
                     

115 
OFFICIAL (SENSITIVE) 

 

It is accepted that each complaint is unique and many factors will influence the time in 

which complaints are concluded….. Complainers must have the confidence that their 

complaints have been dealt with in a fair and thorough manner the system must be 

fair consistent and proportionate a restorative approach is needed which puts right 

anything that has gone wrong. Complainers have the right to a consistent and fair 

approach to be treated with respect’. 

Perhaps, an adherence to elements of Police Scotland’s own Statutory Guidance – 

Police Complaints Commissioner for Scotland – the ‘guiding principles’ which underpin 

the handling of complaints are ‘visibility and accessibility’; ‘quick and simple’; 

‘objective’; ‘user-focused’, ‘accountable and fair’; ‘continuous improvement’; and, 

‘independence’, would have improved matters. Poor communications of the 

notification of the breach in November 2015, in actual fact communicated by IoCCO 

themselves to the complainants was indeed brief and ambiguous.  

It is arguable as to whether any of those principles were evident in the management 

of the ‘adversely affected’ people.  

Observation Two:  The Terms of Reference set for this piece of work were done 

so prematurely and without recourse to the complainants, their advocates or 

indeed the IPT processes which at that juncture, had commissioned the 

independent investigation. 

Observation Three (linked to Observation Two): It is unclear as to why the 

management of this issue involving Durham has evolved as it has. The following 

identify areas of concern in relation to matters of this nature:- 

Police Scotland Complaints & Misconduct Investigations process:-  

By way of background there appears to be a six stage complaint handling process 

(paragraph 6 of the Complaints about the Police SOP (the “Complaints Standing 

Operating Procedure”) :- 

Stage 1 – Notification of Complaint 

At 6.3.5 of the Complaints SOP it confirms that an initial complaint recording form 

should be completed and sent to Professional Standards Department (PSD).  If the 

complaint is serious and requires to be sent to PSD for consideration of a 

specialist investigation, PSD will send the acknowledgment letter. 

This does not appear to have been completed in this case. 

Stage 2 – Recording and Initial Assessment 

There should be initial consideration by the person receiving the complaint as 

whether it is a relevant complaint (under the Police, Public Order and Criminal Justice 

(Scotland) Act 2006).  A relevant complaint is defined as “a written statement 

expressing dissatisfaction about an act or omission” (please also see the summary 

below).  Where it is clear that the individual is not satisfied with an aspect of the service 

they have received it should be dealt with as a complaint. 
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At 6.5.4 (Complaints SOP) it confirms that it will not always be possible to decide 

whether a complaint is of a non-serious or criminal nature and some form of 

preliminary enquiry may need to be undertaken (i.e. taking an initial statement from 

the complainer(s) and possibly meeting with a limited number of witnesses).  The 

purpose of these preliminary enquiries is to establish more facts in order to 

allow an assessment of the seriousness of the complaint. 

This does not appear to have been completed in this case. 

Stage 3 – Allocation – Local or Specialist Investigation & Report 

Once a complaint has been recorded / initial assessment carried out, a decision 

will be made as to whether it is suitable to be dealt with by way of Local Complaint 

Handling Procedures or Specialist Investigation. 

Usually complaints suitable for Local Complaints Handling will be allocated to a 

supervisor referred to as the Enquiry Officer (Appendix M - Complaints SOP sets out 

the Responsibilities of the Initial Enquiry Officer regarding On Duty complaints). 

Specialist Investigations (paragraph 6.9 Complaints SOP) relate to those complaints 

that allege criminality or are of a nature that would justify the bringing of 

misconduct proceedings or alleged serious failures in policing (and are therefore 

not suitable for Local Complaints Handling procedures).  Such complaints will be 

investigated by an Enquiry Officer or, where considered appropriate, an Investigating 

Officer appointed under regulation 10(4) The Police Service of Scotland (Conduct) 

Regulations 2014 (“the Regulations”) (if the conduct occurred on or after 1st April 

2014). 

In some cases after initial assessment by PSD, a complaint containing allegations of 

criminality may be allocated to a divisional Enquiry Officer for initial investigation.  In 

such cases the initial report by the Enquiry Officer must be forwarded to PSD within 

seven days of the allegation being made.  The Complaints SOP refers to further 

guidance being found on the Misconduct SOP, which appears to confirm (as appears 

logical) that a complaint, where appropriate, can migrate to or be dealt with under the 

Misconduct SOP.  

Please note that Police Service of Scotland (Conduct) Regulations 2014 Standard 

Operating Procedure (the “Misconduct SOP”) applies only where the conduct of the 

officer is alleged to have occurred on or after 1st April 2014. 

The Misconduct SOP confirms that serious and criminal complaints are dealt with in a 

far more rigid fashion (than local / less serious complaints) and are investigated by 

formally appointed Investigators.  A Misconduct investigation must be 

proportionate having regard to the nature of the allegation and any likely 

outcome. 
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Where, following an investigation into a complaint it appears that there is a case to 

answer in respect of misconduct then a Chief Inspector within PSD (acting on the 

authority of the Deputy Chief Constable) will determine whether the matter should be 

considered as misconduct or gross misconduct or neither.  

At 7.2.1 (Misconduct SOP) it confirms that a decision on which course of action will be 

appropriate will be made on the basis of the information available following 

completion of a preliminary assessment by Chief Inspectors within PSD.  

However, if new evidence emerges during the course of investigation, then a 

fresh assessment can be made.  The options at the summary of the preliminary 

assessment are set out at 7.2.3 (Misconduct SOP). 

At 10(4) of the Regulations if it is assessed that the conduct would, if proved, 

amount to either misconduct or gross misconduct, the Deputy Chief Constable 

must decide whether the conduct is to be investigated and if it is to be 

investigated, appoint an investigator (see also 8.4 (Misconduct SOP). 

At 7.2.7 (Misconduct SOP) it states that where it is assessed even following 

preliminary enquiry, that there is insufficient information to decide whether 

Misconduct Proceedings would be justified an investigation will be carried out 

and an Investigator appointed.    

At 7.2.11 (Misconduct SOP) every case where it is determined that the conduct, if 

proved, would constitute gross misconduct will be investigated and an Investigator 

appointed.  Likewise every misconduct allegation where the officer involved has a live 

final written warning will be investigated. 

At 7.2.15 (Misconduct SOP) if new evidence emerges during the course of the 

investigation then a fresh assessment can be made.  Where such circumstances 

arise the Investigator should immediately contact PSD to request a further assessment 

(see also 7.1.16-7.1.17 & 8.2.2-8.2.5) 

Guidance in relation to the Investigation (to be carried out by the Investigator is set out 

from 8.6-8.8 (Misconduct SOP). 

Particularly considering the views expressed below, with regard to the ‘appointment of 

an investigator’ it is unclear why, in applying the above guidance, why a ‘preliminary 

assessment’, as required under Regulation 10 of the Police Scotland (Conduct) 

Regulations 2014, even if not completed in the initial phase, could not have been 

completed at any stage thereafter. 

Note: One of the biggest problems encountered by the Durham officers has been the 

role they have been allowed to undertake. Initially believing they were to carry out an 

investigation into matters which was the obvious route to take, they were informed by  

 that our role was not as ‘investigators’ but one of an ‘enquiry officer’. 

According to  the reasoning was to ensure adherence to the Scottish Police 

Misconduct regulations and guidelines. The regulations are understood and legal 
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advice/guidance on the issue has been taken. Durham are of the opinion that they had 

the capacity and competence to conduct a full investigation into the circumstances. 

This point has been raised to and discussed with Police Scotland on numerous 

occasions. 

There is a clear believe within Police Scotland, that, a preliminary assessment is 

required before an ‘investigator’ can be appointed.  maintains a ‘preliminary 

assessment’ has not been done.  

Interestingly,  has said on at least three occasions this was done and named 

the officer involved in its completion.  also said  had seen the assessment 

but could not locate the document. Durham Police are at a loss to establish the 

events and feel the matter remains unclear.  

What has resulted is that Durham have been unable to fully engage with officers from 

the CCU who were directly involved in the RIPA application process. This has not 

allowed Durham to fully conclude our role we believed was intended by the IPT and 

Scottish Police Authority which was requested separately. 

Anecdotally, during this enquiry, Durham have received two separate pieces of 

information suggesting that officers within the CCU who one may consider to be 

‘subject officers’ may be prepared to ‘spill the beans’ on the events should the enquiry 

change in status to a full misconduct investigation. 

Stage 4 – Determination 

In order to determine the outcome of a complaint or allegation (upheld / not upheld) 

the Enquiry Officer must carry out an objective analysis of the evidence obtained 

(i.e. recommendations). 

Where it relates to a misconduct investigation then at its conclusion the investigator 

must determine whether, in the investigators opinion, the constable has a case to 

answer in relation to the misconduct allegation (regulation 13 (1) of the Regulations). 

Stage 5 – Identify Organisational or Individual Learning 

Opportunities may present during complaint investigations to improve service 

delivery and prevent repetition of complaints, and significant issues identified 

during the investigation of a complaint should be addressed without waiting on the 

conclusion of the complaint to prevent any reoccurrence. 

Stage 6 – Notification to Complainer  

There should be extensive communication with the complainer from the outset.  

It is often advisable (whether the investigation is dealt with through local complaint 

handling, or by specialist investigation) to explain the result of the complaint 

investigation to the complainer before a final letter is sent. 

To confirm, under the Misconduct SOP, where new evidence emerges during the 

course of the investigation then a fresh assessment can be made, and in such 
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circumstances the Investigator should contact PSD to request a further assessment.  

Accordingly, where following further enquiries it would appear to the Enquiry Officer / 

Investigator that a new assessment should be carried out (whether proposing raising 

or lowering the assessment level) then a fresh assessment should be requested from 

PSD. 

Where it is assessed that the conduct would, if proved, amount to either misconduct 

or gross misconduct, the Deputy Chief Constable must decide whether the conduct is 

to be investigated and if it is to be investigated, appoint an investigator (reg 10(4)).   

There appears to have been a general lack of appreciation to the fact that an 

‘undertaking’ had been provided to the IPT that an ‘independent investigation’ would 

ensue. 

 There does not appear to have been a ‘preliminary assessment’ completed, which 

articulates an assessment and mode of ‘investigation’ as required by statute. 

 It is Durham Constabulary’s perspective that the work required of ourselves should 

have been conducted under the auspices of a ‘misconduct investigation’ as 

opposed to that of an ‘enquiry’. 

 It is recommended that Police Scotland reflect on the present interpretation of its 

own guidance and the Police Service of Scotland (Conduct) Regulations 2014 – 

Guidance, particularly in terms of paragraph 5.7 entitled the ‘Appointment of an 

investigator’:- 

‘Where the Deputy Chief Constable has assessed the allegation as being one of 

misconduct or gross misconduct and in the case of misconduct, has determined that 

the matter is not suitable for immediate improvement action or action under the 

Performance Regulations, then the Deputy Chief Constable will appoint an 

investigator. The investigator shall: 

a. be a police officer of a higher rank than the officer subject to investigation, 

b. have the necessary knowledge, skills and expertise to plan and manage the 

misconduct investigation in relation to which the appointment is made, 

c. have had no prior involvement in the matter to be investigated, and, 

d. be sufficiently independent from the officer subject to investigation’  

It does appear that the interpretation of point (c) which states – ‘have had no prior 

involvement in the matter to be investigated’ is being taken and interpreted to mean 

‘involvement’ in the resolution or complaint handling process. From purely a pragmatic 

view this appears unusual. 

To suggest that an ‘investigator’ involved earlier in the complaint handling process 

cannot be involved in any subsequent misconduct investigation if an investigation is 

subsequently required, appears unnecessary, duplicitous, a poor use of resources and 

to lack a ‘complainant focused approach’. The result is an over bureaucratic system 

which is inefficient and lacking in speed and effectiveness.  

It is argued that the paragraph purely seeks to exclude an investigator or manager 

being involved in a ‘professional standards’ type investigation if they have had ‘prior 
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involvement’ in the matter more generally at the heart of the ‘complaint’ or ‘conduct’ of 

concern. 

Further, point (d), states ‘be sufficiently independent from the officer subject to 

investigation’ Again, it appears confusion exists here with staff repeatedly inter 

weaving point (c) and (d).   

Point (d) clearly indicates that independence is required ‘from the officer’ being 

investigated. One would presume, in the pursuit of absolute transparency, that that 

would preclude an investigator investigating a set of circumstances which involves 

staff to which he/she is professionally connected. That clearly would be quite right. 

Finally, it appears unclear as to where the wording used within the Police Service of 

Scotland (Conduct) Regulations 2014 – Guidance has been derived. It appears that 

the actual Statutory Instrument states:-   

 

(5) An investigator appointed under paragraph (4)(a) must—  

(a) be a constable of a higher rank than the constable being investigated; and 

(b) have the necessary knowledge, skills and expertise to plan and manage the 

misconduct investigation in relation to which the appointment is made. 

 

(6) The deputy chief constable must not appoint as an investigator any constable 

whose appointment could give rise to a reasonable concern as to whether that 

constable could act impartially in relation to the misconduct investigation.  

 

It is suggested that the wording of the ‘Guidance’ extends beyond the ‘will of the 

legislature’ in adding caveats which the legislation perhaps did not intend? 

It is Durham Constabulary’s position, however, that taken together with the previous 

two points, Durham Constabulary staff, meet all of the requirements of an investigator. 

This coupled with a ‘preliminary assessment’ would legally have met the stipulations 

which allow for a misconduct investigation to have commenced initially and more 

latterly.     

Observation Four: For completeness it may be prudent for Police Scotland to 

either develop, or revise, a ‘Scheme of Delegation’ which would provide a 

governance structure to support a delegated decision making capacity.  

A ‘Scheme of Delegation’ would provide a clear, flexible and operational resilient 

process which allows for appropriate decisions to be made by suitable post-holders.    

Observation Five: HMICS, para 114, provides Lord Leveson’s view around need 

for internal staff need to have confidence in internal systems to prevent staff 

feeling it is appropriate to engage the press. 
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It does appear, from an independent perspective, that an inordinate amount of internal 

issues appear to attract media coverage whether or not a ‘public’s interest’ argument 

can be ran. 

Thus, the environment does cause a note for reflection and consideration given for a 

strategy to be adopted which enforces the Policing Codes of Ethics, the improved 

relationships amongst staff, and particularly the Professional Standards Department 

more generally, the importance and confidentiality offered to the ‘confidential reporting 

systems, the consistent application of responses and ultimate sanctions proffered 

within such investigations yet this is not an exhaustive list. 

Policies such as the Notifiable Association Policy or the Media Policy, or Police 

Scotland equivalent, should be reviewed to ensure relationships with the media are 

open, transparent and effectively managed.  

This observation is aligned to HMICS Recommendation 8 and 21 

Observation Six: Although the HMICS suggest, upon review, conclude that there 

is no evidence of organisational failure to prepare for the introduction of the 

new Codes of Practice relevant in this case, again, it is a point of reflection for 

Police Scotland as to whether they are satisfied legislative changes of this 

nature are appropriately cascaded to staff. 

Observation Seven: Police Scotland should ensure that investigations within 

the Professional Standards arena adopted approved ‘Authorised Practice’ 

thresholds and policy books expressing rationale and thought are routinely 

used. The absence of any robust and effective intelligence management 

processes aligned to a lack of documented ‘lines of enquiry’ afforded to the 

Counter Corruption Unit (CCU) investigation is of concern. Clearly 

accountability is diminished as a result. 

By way of example it appears that CCU have prematurely progressed to the RIPA 

applications at the heart of the issue without due consideration as to how the ‘product’ 

would enhance the investigative opportunities. It is clear that a line of enquiry around 

telecommunication has been pursued without ‘clearing the initial ground’. 

This observation is aligned to HMICS Recommendation 1, 4, 10 and 14. Ironically this 

overly progressive misinterpretation of the necessary checks and balances articulated 

within the new Codes of Practice contrasts directly with Police Scotland’s restrictive 

risk averse and arguably overly bureaucratic misinterpretation of Police Regulations. 

The result of which determines that Durham are restricted to performing the role of an 

‘enquiry officer’. 

Observation Eight: Police Scotland should satisfy itself that the present process 

which ‘manage’ the identification and suitability of staff for established roles, 

linked to integrity and complaint history is fair and balanced. Investigators 

witnessed that uncorroborated intelligence, which was incapable of support or 

corroboration, was being held in perpetuity. 

Without an assessment, or indeed final determination being reached, the retention of 

such data was unfairly hindering the career of staff in the short, mid and long term. 
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In addition, when closing Professional Standards Department files it appears that the 

recording of detrimental information is being used to deny staff progression within the 

force either proven or otherwise. There needs to be a clear cross reference between 

material held on CCU files with those held on Centurion systems and a formal closure 

log/process approved by a supervisor 

Observation Nine: A serving officer contacted the Durham Team to report an 

unwillingness of Police Scotland to take a complaint regarding corruption from 

him. Numerous members of staff have contacted the Durham Team with 

concerns of this nature and the general approach taken by Professional 

Standards. There appears to be several issues here: a. clarity of roles i.e. ability 

of staff to make complaints/FAW b. role of PIRC in situations of this nature, and 

c. the present structure of Police  Scotland i.e. one central PSD/CCU and issues 

being handed back to commands for dealing could potentially cause risk, 

compliance issues and poor consistency. 

It is abundantly clear that some staff, and to a large extent, their advocates have little 

faith and confidence in Police Scotland managing their concerns. This admittedly 

anecdotal evidence would suggest that work is required to improve matters.   

Observation Ten: It is somewhat of a surprise to  and , 

and the Durham team more generally, that as subject matter experts, both were 

never asked to brief Executive members at any stage in response to problems 

being identified in June 2015.  

It seems that Executive members have chosen to take briefings from others who 

perhaps did not have the exacting detailed knowledge held by those individuals. It is 

arguable as to whether their performance at the Parliamentary Justice Committee 

suffered as a result. 

Observation Eleven: It seems the Police Scotland capability to interrogate email 

usage are inadequate. The ability to readily research email usage must be 

considered an essential, first step, in assessing the majority of misconduct 

cases. It is a surprise that the present IT architecture makes such examination 

almost impossible. The abuse of such systems is an ‘integrity threat’ and often 

acts as a pre-cursor to other concerning behaviour exhibited by staff.   

Police Scotland may wish to explore the opportunities to improve upon the present 

capability. 

Observation Twelve: Throughout the whole process, including certain aspects 

of the Durham enquiry, it appears that Police Scotland have been over reliant 

upon the use of ‘legal privilege’ and legalistic terminology to protect the 

corporate image of the organisation.  

It is felt that this approach causes distrust and prevents a clear and unambiguous 

representation of fact. In turn this has led to suspicion by complainants, stakeholder’s 

and peers. It is argued that an ‘organisationally defensive’ approach has contributed 

to the perception that Police Scotland‘s actions were ‘suspicious’. 
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On reflection, a more transparent approach which allowed for greater access to staff, 

documents and associated records would have had a beneficial independent 

outcome. 

Whilst recognising the need to protect the corporate image of Police Scotland it is felt 

that there is a balance to be met in order to allay such thoughts.  It is considered this 

misinterpretation of such legal definitions is only held by a few influential people who 

inappropriately hamper the work of the wider organisation.          

Observation Thirteen: With respect to the Counter Corruption Unit and the way 

in which it operated in 2015 numerous concerns were identified. Some of these 

are identified in the HMICS review document published in June 2016. The review 

has made a number of recommendations and this enquiry recognises that 

Police Scotland have taken steps to address those issues. 

The Durham enquiry have found that in 2015 the CCU department used intelligence 

recording systems which were not suitable for purpose. The integrity of these systems 

is questionable and the management of such lacking. Staff within the department 

appear to have lacked the skills and experience to carry out the roles they were 

expected to do. This is evidenced in the obvious failings identified by this enquiry and 

those of IoCCO and HMICS. 

It would also appear that the general management and governance of the CCU was 

at best weak. It is difficult to assess who made day to day decisions or who directed 

the operation of the unit. But as already stated this enquiry recognises the steps taken 

by Police Scotland to address those issues. 

 

  



OFFICIAL (SENSITIVE) 
                     

124 
OFFICIAL (SENSITIVE) 

 

Chapter Fourteen - Summary and 

Recommendations  

 

Summary 

Terms of reference 

As articulated throughout the document Durham have concerns regarding the 

development and compilation of the initial ‘terms of reference’ although, for clarity, 

those matters will now be commented upon:- 

1. The intelligence case relative to each of the 5 Communications Data (CD) 

applications; to include intelligence gathering, dissemination, 

assessment, provenance and recording methodology; 

As enquiry officers Durham have relied heavily upon the conclusions reached by other 

stakeholders in addition to its own ‘enquiry findings’. In a general sense, as articulated 

throughout the report, the intelligence management process, covering the separate 

elements described above, was found to be lacking in a number of ways. 

A detailed chronological explanation around related matters can be found throughout 

the report, particularly within the Intelligence and Authorisations chapters. 

Police Scotland appear to acknowledge that fact, and, through the ongoing work 

emanating from the Steering and Review Groups are making progress in improving 

policy and processes including the provision of clarity upon the roles and 

responsibilities of those involved.  

As seen within the recommendations below concern remains as to how specific 

intelligence is received, recorded and represented both in terms of the intelligence 

document and more worryingly the RIPA application themselves.  

It is hoped that, following a formal misconduct investigation, which would involve the 

formal interviewing of staff, that matters can be more accurately understood and 

appropriately assessed.  

 

2. The manner in which that intelligence was recorded from the Cycomms 

System onto the CCU iBase system; 

It is unclear as to what the focus of this specific ‘term of reference’ is designed to 

address. What is clear is that Police Scotland did not, once the product of the RIPA 

applications had been received, utilise that product for any useful purpose nor commit 

such data to its own iBase system. The transfer of ‘intelligence’ and related data is 

covered within the Intelligence and authorisation chapters. 
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Electronically, it has been established that all of the product has remained upon the 

CyComms System. 

For clarity, the transfer of data from the CCU iBase system to CyComms system is 

fully discussed within both of the Intelligence and Authorisations chapters of this 

report.    

Durham now believe that some, if not all, of the ‘product’ obtained is also retained in 

hard-copy format. It is understood that Police Scotland hold those documents in 

‘quarantine’ although its exact location is unclear.  

As can be seen, in  letters to the complainants dated 1st March 

2017, provides an assurance that Durham Constabulary will oversee a ‘quality 

assurance’ process at the end of the process. It is considered appropriate for that 

‘quality assurance process’ to include to all hard-copies.     

 

3. The CCU and Force AO processes applied to the complainers CD 

acquisition from application though to authorisation; 

This issue is fully explored throughout the report and particularly within the 

Authorisations chapter. 

 

4. The circumstances that led to the loss of CCTV evidence relative to the 

above intelligence case. 

The CCTV issues have a chapter dedicated within this report. As can be seen Durham, 

given the knowledge gained to date Durham consider related matters to have been 

dealt with proportionately and that the loss of CCTV, and subsequent recovery, to 

satisfactorily explained.  

 

5. To establish the guidance given to staff regarding the change in 

legislation relating to the use of RIPA to identify journalistic sources; in 

particular the role of the Senior Responsible Officer (SRO) and their 

actions to cascade the updated legislation. 

Comment is made upon the introduction of the new Codes of Practice at several 

points throughout the report and in particular within the Authorisations chapter under 

a sub-heading of Investigation - Preparation for the introduction of the new Codes of 

Practice by Police Scotland. 

Durham, as the HMICS have previously concluded, are of the opinion that whilst 

lessons could be learned, the introduction of the Codes did not play a part in the 

obtaining of the ‘illegal product’. 
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The role of the  (as SRO) in overseeing the introduction of the new codes, 

was both professional and thorough. The staff within  department gave clear and 

accurate advice upon these changes at the time the applications were submitted. This 

is clearly shown within the email exchanges and comments from the Authorising 

Officer, . 

 

Wider findings 

The relevant statute, supporting regulations and operational guidance are discussed 

within the Lessons Learned chapter. Statutory Instrument (No 68) – The Police Service 

of Scotland (Conduct) Regulations 2014 provides a legal basis. 

It is in this context that the upheld allegations must be viewed. 

An explanation of matters and investigative observations are passed throughout the 

report. The report is compiled by way of identified chapter headings. This allows for 

the report to be viewed by interested parties where relevant material is contained. This 

has led to the intentional duplication of content from chapter to chapter but is felt the 

best way to deliver a comprehensive report. 

As can be seen several complaint allegations of a general nature have been upheld.  

Considering that wider context there remains a level of concern that some matters, 

particularly in relation to the Counter Corruption Unit, in the opinion of the Durham 

staff, require further investigation.  

In a general sense the RIPA applications which lie at the heart of the ‘complaints’ have 

been deemed by other regulatory bodies as unequivocally unlawful. Unlawful in the 

sense that the applications have breached RIPA guidelines, albeit, at this juncture the 

Crown Office and Procurator’s Office deem the actions of the staff to be non-criminal. 

As articulated, the applications themselves appear to have been prepared prematurely 

within a poor intelligence management process and at a time when the pursuance of 

the ‘telecommunication’ data lacked any degree of thought as to how obtaining such 

data would assist. 

The ‘enquiry’ to date has been unable to identify the main ‘driver’ behind the 

development of the RIPA applications as a ‘line of enquiry’. Similarly, although, the 

management structure within the CCU at that time appears clear, it is unclear as to 

the level of intrusion of managers and the direction offered.     

   

The following allegations illustrate a composite list of all ‘upheld’ complaints:-  

 

Intelligence Case 

Allegation One: Officers failed to correctly obtain, record and store intelligence. 

 



OFFICIAL (SENSITIVE) 
                     

127 
OFFICIAL (SENSITIVE) 

 

Allegation Two:  Officers involved in the application process acted ‘dishonestly’ by 

wilfully and deliberately manipulating intelligence. Partially Upheld 

 

Allegation Four: Police Scotland could have easily checked that  had 

no involvement in Emma Caldwell murder therefore there were no grounds to 

investigate . 

 

Allegation Five: All of the intelligence submitted with the ‘unlawful’ applications is 

inaccurate. 

 

Authorisations 

Allegation One: The complainants were subject to unlawful applications for 

Communications Data – Breach of RIPA and ECHR. Officers involved in the 

application process did not follow or adhere to the Codes of Practice relating to the 

Acquisition and Disclosure of Communications Data. 

 

Allegation Two:   and  

 were not independent of the investigation with  

ignoring specific advice. To include a specific point questioning whether  

suitably trained? 

 

Allegation Three (partially):  and  

 conspired together to unlawfully obtain the data by circumnavigating the 

Codes of Practice (CoP). 

 

Allegation Five (partially):  ignored the Codes of Practice (CoP) 

and advice from . Clear advice and guidance was given therefore 

criminal behaviour. 

 

Allegation Seven: The unlawful applications were a complete invention in all aspects. 

Complainants were subject to RIPA applications to obtain Communications Data that 

were based on false and inaccurate intelligence.  

 

Allegation Eight: The complainants have general concerns about the quality and 

necessity of the RIPA applications which should never had been authorised. 
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Welfare/Organisational response  

Allegation One: That Police Scotland failed to engage, apologise and deal with 

welfare issues throughout process (Professional reputation). 

 

Allegation Two: Officers at ‘lower’ levels have not been called to account 

(interviewed, sanctions) – partially upheld.  

 

Allegation Five: The affect this whole incident has on the complainant’s professional 

reputation, career prospects and own mental state of mind. 

 

In addition several issues were addressed within the ‘Enquiry report other’ chapter 

which have particular relevance to Police Scotland and therefore are brought to the 

specific attention of the force as the issue remains unaddressed:- 

Enquiry report (other) 

Issue Four: Request for a full public apology/explanation – the complainants 

expected, at the time of the IoCCO report, that someone from Police Scotland would 

approach them and offer some kind of explanation? 

Issue Five: Financial recompense – the complainants clearly feel that dialogue should 

take place, at an appropriate point, to discuss the process for an ex-gratia payment to 

be made in recognition of the ‘unlawful’ acts of Police Scotland staff. 

Issue Nine: Police Scotland did not consider other officers with associations to  

, for example  given  had met with  

prior to, and perhaps after, the press coverage? 

 

Durham staff have assessed whether the conduct which is the subject matter of the 

allegations would, if that conduct were proved, amount to misconduct, gross 

misconduct, or, neither.  

That is a distinct, and different, decision making processes afforded when reaching a 

decision as to whether the allegation, from a complainant’s perspective, is upheld or 

otherwise. 

This enquiry has found (in common with other enquiries) that there was no case for 

this intrusion or the need for any engagement of the RIPA legislation. There was also 

a misplaced fear that there was a leak from the murder enquiry.  

In a general sense it is believed that Police Scotland have used the on-going IPT and 

HMICS processes as a shield when convenient.  

The report indicates areas of improvement, both on an individual basis and from a 

corporate point of view.  
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The misconduct processes are not solely designed to identify culpability and bring 

about draconian sanctions by means of disposal. The processes are designed to aid 

learning, identify areas for improvement and raise the level of delivery by acting fairly 

and proportionately. 

The assessment of conduct must rightly distinguish, where events have not 

progressed as planned, between carelessness; examples resulting from the 

consequences of human frailties; or, indeed, poor decision making when one may 

perform in a manner someone might rightly expect, or more personally, in way they 

would not repeat, in contrast to examples of behaviour which are persistent, 

premeditated or deliberately underpinned by ‘bad faith’ or criminal intent.  

That said the enquiry officers believe there is sufficient information contained in this 

report, particularly in relation to the upheld complaints articulated above, which give 

rise to a reasonable inference that staff have breached the Policing Code of Ethics 

and/or Standards of Professional Behaviour. Such behaviour, when properly 

assessed, may constitute misconduct or gross misconduct. 
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Recommendation   

 

Recommendation One: 

Allegations upheld within the Intelligence, Authorisations and Enquiry report (other) 

chapters can be dealt with by the below recommendation:-   

 

Actual Recommendation:  

That Police Scotland conduct a ‘preliminary assessment’ as required by 

paragraph 10 of the Police Service of Scotland (Conduct) Regulations 2014. 

 

Please note: This report as prepared, is written to answer the questions raised by 

Police Scotland by way of the set ‘Terms of Reference’. However, it is prudent to inform 

Police Scotland that a separate and distinct report has been provided to the Scottish 

Police Authority to meet the ‘Terms of Reference’ set by themselves. Clearly Durham 

were also tasked to ‘manage’ the issues raised by the complainants after the IPT 

processes were concluded. 

As such, whilst Durham are comfortable that a real understanding of events has been 

achieved the conduct of staff, of all ranks, particularly within the Counter Corruption 

Unit, remains lacking in detail without recourse to a more formal misconduct 

investigation involving the formal interviewing of those ‘subject officers’. Until this is 

achieved it will always remain a possibility that evidence not yet discovered, or implied, 

is unearthed which could have implications. 

It is believed that the following officers should be subject to a formal misconduct 

investigation. Those assessed as ‘subject officers’, were articulated in an e-mail dated 

9th January 2017 (D212 refers):-  

 

 

 

  

 

 

 

In addition, on review of the circumstances this enquiry suggests that  

, given  role throughout the chronology, should also be considered a ‘subject 

officer’ and thus be subject to a formal misconduct investigation. 
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The basis of the misconduct investigation should be found, in essence, within this 

report both in terms of the ‘Allegations’ determined, ‘Issues’ identified and 

‘Observations’ passed. 

The below named individuals who have been identified by this enquiry as potential 

subject officers have now retired. As thus they no longer come under the legislation 

relating to Police Scotland conduct regulations or sanctions. Nevertheless, there are 

a number of issues raised throughout the report which the individuals will no doubt 

reflect upon. It is requested that the issues be brought to their attention and records 

amended accordingly.  

  

  

 

Recommendation Two:  

It is argued, by the nature of the complaints below, that Police Scotland recognise and 

reflect upon the points made, notwithstanding , in  letters to the 

complainants dated 1st March 2017, has apologised for the actions of Police Scotland 

staff. 

Welfare/Organisational response  

Allegation One: That Police Scotland failed to engage, apologise and deal with 

welfare issues throughout process (Professional reputation). 

Allegation Two: Officers at ‘lower’ levels have not been called to account 

(interviewed, sanctions) – partially upheld. 

 

Actual Recommendation:  

That Police Scotland, on review of the allegations outlined above, should give 

consideration as to how it engages with police officers and staff who have 

grievances or complaints against the organisation. In doing so, establish a 

recognised and coherent approach that satisfies those individuals while 

maintaining impartiality and continued governance. For completeness it is 

suggested that the issues raised are brought to the attention of both officers 

and all records amended accordingly. 

 

Recommendation Three: 

Notwithstanding , in  letters to the complainants dated 1st March 

2017, has apologised for the actions of Police Scotland staff there still remains, from 

a complainant’s perspective, some expansion required which seeks to re-instate their 

own personal and professional reputation. The following allegation can be found in the 

Welfare/Organisational response chapter:- 
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Allegation Five: The affect this whole incident has on the complainant’s professional 

reputation, career prospects and own mental state of mind. 

In addition the following issues are identified within the Enquiry report (other) chapter:- 

Issue Four: Request for a full public apology/explanation – the complainants 

expected, at the time of the IoCCO report, that someone from Police Scotland would 

approach them and offer some kind of explanation? 

Issue Five: Financial recompense – the complainants clearly feel that dialogue should 

take place, at an appropriate point, to discuss the process for an ex-gratia payment to 

be made in recognition of the ‘unlawful’ acts of Police Scotland staff. 

Actual Recommendation:  

Whilst acknowledging two separate corporate bodies exist in terms of Police 

Scotland and the distinct Scottish Police Authority the complainants 

‘grievances’ do nevertheless straddle both organisations. As such it is 

suggested that consideration be given to a concurrent thinking around the 

following:-   

a. An arrangement whereby a public apology is promulgated. 

b. That demonstrable effort is made to restore the professional careers of 

those still serving within Police Scotland, and, 

c. That consideration be given by way of ex-gratia payment in lieu of the 

complainants, and their families, being required to manage a set of 

circumstances brought about by illegitimate means. 

  

  

Recommendation Four 

That Police Scotland reflects upon the issues raised within the Lessons Learned 

chapters, which reflect findings relative to Police Scotland. 

 

Actual Recommendation:  

That Police Scotland determine a ‘position statement’ on each of the points 

raised. 




