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Although law enforcement corruption in Scotland remains uncommon the 
Association of Chief Police Officers in Scotland (ACPOS) acknowledges that a 
very small minority of officers and staff will engage in criminal activity that is an 
affront to their colleagues and to the police forces and agencies they serve. 

Such acts will undermine everything that Scottish law enforcement seeks to 
achieve and reduce public confidence in the criminal justice system as a whole.      

ACPOS Professional Standards Business Area (PSBA) assesses that the internal 
threat over the next three years is VERY HIGH due to the combined impact of 
Serious Organised Crime Groups (SOCGs), recession and public sector budget 
cuts. 

With this in mind, we must continue to focus on preventative action to reduce 
this risk including the delivery of a consistent and clear message from leaders 
and supervisors that corruption is not acceptable. We must also identify and 
tackle criminals who seek to corrupt our officers and staff. 

If an officer or member of staff does engage in criminal activity we have 
safeguards in place to detect this and, as with any other crime, we will 
investigate and report the individuals involved for prosecution.

This document, the first ever assessment of law enforcement corruption in 
Scotland, provides a valuable insight into the threats we face and the steps that 
all of us may take now, and in the future to reduce those threats.  

I am confident that this assessment will assist us to uphold the highest traditions 
of integrity and honesty that the people of Scotland deserve and have rightly 
come to expect.  

I am pleased to commend the assessment to you. 

Iain Macleod
Deputy Chief Constable, Central Scotland Police 
Chair ACPOS Professional Standards Business Area

FOREWORD
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Introduction

Scottish law enforcement prides itself on integrity 
and ethical standards and fully understands that 
the ability to function effectively relies on the 
implicit trust of the public and their belief that we 
can carry out our duties in a fair and impartial 
manner.

It is assessed that over the next few years officers 
and staff may be increasingly vulnerable to a 
range of corrupting influences and that our hard 
earned reputation may be at risk. 

Experience tells us that effective counter 
corruption activity will involve active steps by all 
officers and staff, of all ranks and grades, and 
by every section and department across Scottish 
law enforcement. 
  
Prevention and early action to minimise risks 
must be our goal and we must be confident and 
assertive when presented with the challenges that 
we will undoubtedly face. 

It is assessed that the vulnerability of Scottish law 
enforcement to corruption over the next three 
years is VERY HIGH due mainly to three factors. 

Key Judgements

Serious Organised Crime Groups 
(SOCGs)

A recent United Kingdom Threat Assessment 
of Organised Crime provides that: 

Organised criminals use corruption to secure 
assistance from those with information or 
influence in order to protect or enhance 
their criminal activities. Officials in law 
enforcement and criminal justice agencies 
have access to the most useful information, 
and are particularly attractive to organised 
crime groups.’

It is assessed that the total profits available 
to SOCGs in Scotland amount to several 
hundred million pounds and that a small 
but significant number of SOCGs use a 
percentage of that money to corrupt Scottish 
law enforcement. 

Counter Corruption Resources

By its very nature the prevention, identification 
and investigation of law enforcement 
corruption is complex and resource intensive 
with the most sensitive of covert investigative 
skills often required to effectively address the 
threats. 

Less than 0.1% of Scottish law enforcement 
establishment is engaged solely on counter 
corruption duties across the ACPOS forces 
and it is considered unlikely, in the face of 
public sector budget cuts, that additional 
specialist resources will be provided. 

INTRODUCTION AND KEY JUDGEMENTS
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Given the activity by SOCGs to corrupt law 
enforcement there may be overall benefit if some 
resources targeting SOCGs were refocused 
on those SOCGs believed to have corrupt 
relationships with law enforcement.      

The capability and capacity limitations of existing 
counter corruption resources make it more 
important than ever that all officers and staff 
take an active role to challenge, confront and 
address behaviour that is suspicious or may be 
indicative of corruption.    

Intelligence provides that SOCGs will also seek 
to corrupt criminal justice partner agencies and 
it is assessed to be a weakness that counter 
corruption understanding and resources within 
such partners is limited.    
       
Public Sector Budgetary Constraints and 
Recession

It has been consistently acknowledged that 
‘hands on’ front line intrusive supervision 
of officers and staff is the most important 
factor in bringing about improvements in 
law enforcement integrity, ensuring potential 
corruption is thwarted early and ensuring that 
high professional standards are upheld. 

It is realistic to expect law enforcement budget 
reductions in real terms from 2010 onwards 
and that necessary action to manage budgetary 
constraints will include reduced supervisory 
levels and increased workloads, voluntary 
or compulsory redundancy, retiral schemes, 
temporary contracts, reduced allowances and 
reduced overtime costs. 

Increased levels of personal debt due to 
contemporary financial issues such as the 
availability of credit, residual student debts, poor 
financial management skills, historically high 
house prices and unrealistic lifestyle aspirations 
present an increased risk to the integrity of 
Scottish law enforcement. 
  
All of these issues may conspire to create 
unmanageable financial burdens which, if left 
unresolved, can ultimately influence behaviour 
to the extent that officers and staff resort to a 
dishonest resolution. 

A range of support is available to help reduce 
these risks including Employee Wellbeing 
Programmes and financial advice such as that 
provided by the Scottish Police Credit Union.

It is assessed that the combined impact of action 
to manage budgetary constraints and recession 
will be an increased vulnerability to corruption 
across Scottish law enforcement, and that, 
increasingly, robust counter corruption activity 
will be required over the next three years to 
counter the increased threat. 
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CORRUPTION

1.1 Background to Law Enforcement   
  Corruption 

Policing by consent relies on the overwhelming 
majority of the public trusting and respecting 
individual officers and staff and law enforcement 
in general, however such trust and respect 
can quickly be lost if only a few individuals or 
organisations fail.  

Fortunately such failings remain rare yet 
those instances, when they do occur, have a 
disproportionately damaging effect on public 
trust and confidence in the professionalism and 
integrity of the Scottish police service. 

At a UK level, officers ranging from probationer 
constables to senior officers, are known to have 
colluded with organised criminals and corrupt 
staff, in both large and small forces, have been 
found in roles across the spectrum of support 
functions.
 
1.2 Defining the issue 

Defining a concept such as ‘law enforcement 
corruption’ has historically proved very elusive 
and has been used to describe a wide range 
of activities including bribery, violence and 
brutality, fabrication and destruction of evidence, 
racism, and favouritism or nepotism. 

A precise academic definition may not result 
in any great benefit and it is perhaps more 
useful to consider the range of activities by law 
enforcement that members of the public may 
consider to be ‘corrupt’. 

The past decade has seen the extension of 
policing remits in Scotland from traditional 
ACPOS forces to other bodies including the 
SCDEA, the SPSA and the Serious Organised 
Crime Agency (SOCA). 

The term ‘law enforcement corruption’ is 
therefore considered to better reflect the current 
context and is preferable to the historically 
used term of ‘police corruption’. This view is 
also implicit in the UK National Corruption 
Assessment produced by SOCA which considers 
‘law enforcement corruption’.

In broad terms it is useful to describe law 
enforcement corruption as either:

•	 individual	corruption,	or	
•	 internally	networked	corruption

Individual corruption involves officers and staff 
engaged in corrupt activities in isolation from 
colleagues and is found across law enforcement 
among detectives, uniformed officers and staff. 
Such activity is dominated by the unauthorised 
disclosure of police information, with corrupt 
contacts often originating in social networks 
outside of work. 

Individual corruption is seldom complex and 
can usually be readily investigated by traditional 
reactive investigative methods.  

Internally networked corruption is probably 
closest to a traditional public image of 
corruption that stereotypically involves 
detectives in CID departments or specialist 
squads colluding together. It can include 
corrupt relationships between investigators and 
informants, and has been associated with a 
range of different corrupt activities. 

Internally networked corruption includes ‘noble 
cause corruption’ involving the manufacture of 
evidence against suspects where a legitimate 
case against them cannot be constructed. Staff 
involved in this type of activity may believe that 
they are acting for the good of the public, but 
there will usually also be direct benefits to them 
in terms of reputation, career development and 
work opportunities.
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Individual and networked corruption can also 
include the commission of offences by officers 
using the criminal contacts that they have made 
in the course of their duties. This has involved 
the theft of drugs and cash from suspects, the 
instigation and planning of offences such as 
robbery, and participation in the importation of 
drugs.

Networked corruption will usually involve the 
criminal misuse of intelligence or information 
with typical examples including the unauthorised 
disclosure of intelligence, the supply of 
information on current police operations to 
prevent their success, the deliberate provision of 
intelligence to distract attention from one SOCG 
towards another rival group, or the sale or 
destruction of case papers and productions. 

1.3 Vulnerability to corruption 

It is the assessment of the ACPOS forces that 
individual and networked corruption has its 
roots in a subtle blend of factors from both the 
professional and private lives of officers and staff.

Professional factors may include: 

	 •	 regular	complaints	history	
	 •	 posting	to	area	where	they	reside,	socialise		
  and attended school 
	 •	 access	to	sensitive	information	
	 •	 subject	of	limited	supervision	
	 •	 current	or	previous	involvement	in	source		
  handling or controlling
	 •	 physical	familiarity	with	wealthy	SOCG		
  members
	 •	 trained	in	covert	skills	
	 •	 vocally	negative	yet	highly	productive	
	 •	 outcome	of	transfer	and	promotion		 	
  applications
	 •	 aspirational	and	actual	career	path
	 •	 deployed	in	area	with	poor	security		 	
  awareness
	 •	 strong	unit	or	team	social	scene
	 •	 elitism	displayed	by	unit	or	team

Personal factors may include: 
 
	 •	 instability	of	personal	relationships
	 •	 lifestyle	choices	including	alcohol,		 	
  gambling, drugs and sexual activity 
	 •	 financial	instability
	 •	 relationship	of	any	kind	with	ex-colleague		
  turned private investigator
	 •	 demographic	profile	of	area	raised	and		
  attended school in 
	 •	 involvement	in	martial	arts,	boxing,	small		
  gymnasiums or football 
	 •	 criminal	history	of	family	and	friends	
	 •	 pre-disposed	towards	a	‘champagne		 	
  lifestyle’
	 •	 direct	and	indirect	social	networks	with		
  criminals  
	 •	 availability	to	SOCGs	for	targeting	

It is emphasised that no one factor is an 
indication of vulnerability to corruption, 
however experience shows that the more factors 
there are present the more likely it is that 
corruption will occur. 

* How vulnerable are you? 

As information sharing protocols are established 
between law enforcement and partner agencies 
the ACPOS forces should be mindful that 
networked law enforcement corruption is 
assessed to extend to partner agencies within the 
criminal justice system.

In addition to their own officers and staff the 
ACPOS forces receive allegations of corruption 
by members of staff within the Crown Office and 
Procurator Fiscal Service (COPFS), SPSA, SCDEA, 
Scottish Prison Service (SPS), Local Authority 
members and staff, criminal defence agents and 
members of the Justiciary. 

In all such occasions the Deputy Chief Constable 
of the ACPOS force receiving or identifying the 
allegation will provide guidance on the most 
appropriate manner to proceed. 

CORRUPTION
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1.4 Motivation  

It is often assumed that financial gain and 
personal advantage are the key motivations 
behind law enforcement corruption and yet such 
assumptions are not borne out by the evidence 
and intelligence available to the ACPOS forces. 

Whilst such motivations certainly feature, it is 
other motivations that predominantly lead to law 
enforcement corruption.  

Understanding these other motivations provide 
a better foundation from which to identify factors 
that may lead to law enforcement corruption and 
perhaps more importantly to put preventative 
measures in place to reduce the vulnerability of 
individuals and organisations. 

It is the assessment of the ACPOS forces that 
the single most important motivational factor 
affecting law enforcement corruption is loyalty, or 
more accurately, divided loyalty. 

Loyalty to family, friends and associates, ahead 
of loyalty to the organisation, is by far the most 
prevalent motivation with the desired outcome of 
the officer or staff member often being simply the 
maintenance of personal loyalties and personal 
approval from family, friends and associates. 

It is very clear that officers and staff are most at 
risk when their family, friends or associates are 
involved in criminality and that such persons are 
adept at identifying and exploiting an opportunity 
to corrupt law enforcement. 

Another motivation for law enforcement 
corruption is the concealment of personal or 
professional incompetence. Such instances are 
not restricted to junior ranks and grades and may 
include the fabrication of operational reports or 
the falsification of performance information. 

Law enforcement is moving away from what is 
commonly referred to as a ‘blame culture’, yet 
progress will take time and such motivations will 
persist over the next three years. 

Law enforcement corruption is also motivated 
by perceived personal and organisational 
frustrations at the inability of the criminal justice 
system to effectively address crime and criminals. 

Such ‘noble cause’ corruption is assessed to be 
increasingly less common but usually consists 
of the fabrication or suppression of evidence 
or excessive use of force where the officer or 
member of staff believes that they are acting for 
the ‘greater good’. 

Motivations are often created through peer 
pressure where identifiable groups such as shifts, 
squads and units working without close control 
or supervision collude to effectively pervert the 
course of justice. 

It is known that strong individuals within such 
groups can exercise a significant negative 
influence on other group members and that 
new, inexperienced and junior members of staff 
are particularly vulnerable.

Groups engaged in such ‘noble cause’ 
corruption are very difficult to identify and 
penetrate as they often have strongly reinforced 
practices designed to avoid any member 
‘breaking ranks’ or ‘breaching the Code of 
Silence’. 

It is also the case, however, that when such 
groups are identified and exposed historical 
evidence is usually very forthcoming from within 
and outside of the group. 
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Officers and staff found to have engaged 
in such activities are often keen to voice an 
opinion that their actions were not motivated for 
personal gain, however, it is usually the case 
that there will also have been direct benefits to 
them in terms of reputation and enhanced work 
opportunities. 

Law enforcement corruption has also been 
motivated simply by malice towards the ACPOS 
forces or against individuals that they hold some 
personal grudge towards such as senior officers, 
colleagues, criminals, and in some instances 
personal rivals. 

A full and transparent record is maintained 
of all aspects of all corruption allegations or 
reports received by the ACPOS forces, including 
the rationale for all policy decisions, whilst 
all material is retained, reviewed, stored and 
destroyed in strict compliance with the ACPOS 
records retention schedule.  

In those cases where officers or staff are 
assessed to be at risk and requiring preventative 
or corrective advice it is usually the case that they 
have made themselves vulnerable to corruption 
– most commonly through lifestyle choice.

1.5 Extent of the problem  

While allegations of corruption have significantly 
escalated over recent years a more accurate 
assessment is that the increase is due to the 
combined impact of: 

	 •	 increased	attempts	by	SOCG	to	discredit		
  officers and staff
	 •	 better	intelligence	gathering	
	 •	 an	increase	in	law	enforcement	corruption	
	 •	 increased	confidence	of	staff	to	report			
  suspicions or concerns 

Criminals, and in particular SOCGs, are 
increasingly aware of the opportunities to 
provide untrue and malicious intelligence reports 
in an effort to discredit officers and staff and 
such allegations are increasing. 

There should be concern when corruption 
allegations are not reported or identified and it 
is reassuring that there is a discernible increase 
in confidence amongst law enforcement officers 
and staff to report any concerns. 

While it is understandable that some officers 
and staff continue to provide information 
anonymously through an externally provided 
reporting service, such as SAFECALL, it is 
particularly encouraging that an increasing 
number are willing to provide their concerns 
confidentially but in person to counter corruption 
staff.  

Over the past year 99.8% of Scottish Law 
Enforcement officers and staff were not the 
subject of a report to the Procurator Fiscal or 
Deputy Chief Constable for corruption related 
offences.

CORRUPTION
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CORRUPTION CRIME TYPES

2.1 Prevention of Corruption Act 1906  
  and Perverting the Course of Justice 

Offences prosecuted under the Prevention of 
Corruption Act 1906 are very rare with most 
offences that the public may consider to be 
corruption being prosecuted as other statutory 
offences or common law crimes. 

Offences such as Perverting the Course of 
Justice are likely to be identified during the 
criminal justice process. Most will be identified 
during precognition stages or during evidence 
at criminal trials but some will be identified and 
investigated as a consequence of intelligence 
gathering by the ACPOS forces. 

Most instances of officers and staff perverting, or 
attempting to pervert, the course of justice, will 
be of the ‘noble corruption’ type although some 
examples of networked corruption on behalf of 
SOCG may be identified.

* Do you suspect that any of your   
 colleagues are involved in corruption  
 or perverting the course of justice? 

2.2 Criminal association    

It is likely that public trust and confidence in the 
Scottish law enforcement will be undermined if 
the communities we serve see law enforcement 
officers or staff associating with criminals. 

Although no criminal act is committed by law 
enforcement officers or staff who associate with 
criminals, it is very likely that such association 
may amount to a misconduct offence for police 
officers under the Police (Scotland) Regulations 
2004 or the Police (Conduct) (Scotland) 
Regulations 1996. 

Dependent on the circumstances staff may also 
commit a disciplinary offence under the terms of 
their contract of employment. 

It is known that criminals, and in particular 
members of SOCGs, are very keen to be seen 
associating with law enforcement officers and 
staff and will often engineer such associations 
purely to ensure that other members of the 
SOCGs, and other SOCG, are aware of the 
association. By so doing SOCGs can often 
suggest that they have ‘well placed sources’ and 
have corrupt officers and staff ‘in their pocket’ 
regardless of the truth. 

Unfortunately many officers and staff appear 
unaware of the inherent dangers of such 
associations and indeed often naively suggest 
to colleagues that they are in control of such 
relationships and suggest that the individual is in 
fact very ‘pro-police’. 

Officers and staff at risk from such associations 
are often easily identifiable as socially very active 
and popular with colleagues being seen as an 
‘arranger’ for social events, tickets, and free 
access to clubs.  

Despite the indisputable fact that the public will 
not expect officers and staff to associate with 
such persons, the issue is complex due to a 
range of factors. 

There are in fact two quite different issues 
involved with some officers and staff who just 
happen to have an unavoidable association with 
criminals and those who chose to associate with 
criminals. 

Unavoidable associations through family or 
marital connections require to be managed 
whilst the motives of those who choose to 
associate require investigation, as it may be an 
underlying cause or indicator of corruption.     
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CORRUPTION CRIMES TYPES

The term ‘criminal’ requires some scrutiny 
to establish whether certain types of criminal 
convictions are different from others and 
whether persons can be considered to be 
‘criminals’ when they have no convictions but 
are suspected from intelligence to be a member 
of a SOCG.  

The issue becomes further complicated as SOCG 
have very quickly made use of ‘intermediaries’ 
such as door stewards with no criminal history, 
who will seek to corrupt law enforcement officers 
and staff with the support of SOCGs. 

The single most common theme when 
allegations suggest that officers or staff are 
associating with criminals and disclosing police 
information is loyalty to friends and family or to 
a particular section of the community – including 
the wider police community. 

Such allegations usually centre on contact with 
extended family members, membership of clubs, 
attendance at sporting events or attendance 
at particular licensed premises frequented by 
criminals. 

Over the past few years, a further trend has 
been identified whereby persons linked to 
SOCGs befriend officers and staff at private 
gymnasiums. 

Many such associations involve friendships that 
pre-date the individual’s police career. There is 
evidence that a number of officers and staff have 
experienced difficulties and been the subject of 
repeated unsubstantiated allegations where they 
serve in an area where their family and friends 
still live or in an area where the officer attended 
school. 

Such allegations usually suggest inappropriate 
association with family and friends who are 
criminals and, in many instances, it is clear from 
the outset that the allegations are malicious, 

probably made by former acquaintances seeking 
to cause some problems for the new recruit or 
staff member. 

These types of allegations will often also allege 
the unauthorised disclosure of police information 
varying from low-level and apparently innocuous 
information to the deliberate leakage of 
confidential information related to ongoing 
operations or criminal proceedings. 

It is the experience of the ACPOS forces that 
officers and staff against whom allegations 
of this nature are made are almost without 
exception ‘victims’ who require support and 
preventative advice. 

* Are you at risk from family, friends or  
 associates involved in crime? 

* Do you know colleagues who associate  
 with criminals?  

2.3 Unauthorised disclosure 

Unauthorised disclosure of information is 
consistently the most common risk to the integrity 
of Scottish law enforcement and is often linked 
to allegations or reports of association with 
criminals.  

The leakage of operational information is 
increasingly traceable to poor operational 
security by investigating officers. Situations can 
be particularly damaging when inexperienced 
but keen officers are drafted in on an ad-hoc 
basis to assist serious crime enquiries involving 
the use of sensitive covert techniques. 

The ‘need-to-know’ principles are assessed to be 
fading with an increasing  principle appearing to 
be a ‘need-to-impress’ where the use of covert 
tactics is  disseminated purely to satisfy the 
personal and professional egos of those ‘in the 
know’. 
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* Do not disclose operational information  
 to anyone who does not ‘need to   
 know’.

Police-related stories are of constant interest to 
members of the media, who actively attempt to 
recruit members of the police service to provide 
them with confidential police information 
relating to anything that may be of interest, 
ranging from serious crimes under investigation 
to salacious stories concerning officers’ private 
lives. 

Former police officers will also be targeted by 
journalists who will seek to take advantage of 
their ability to maintain close contact with serving 
officers and staff. 

There is evidence that instances of unauthorised 
disclosure of police information to the media 
have reduced significantly and that this is due to 
a range of factors. 

These include counter corruption activity and, 
critically, through the maintenance of supportive 
relationships between members of the media 
and  corporate communications departments. 

The unauthorised disclosure of certain types 
of information is assessed to have reduced as 
the media often now has a legitimate, and no 
cost, route for such information using Freedom 
of Information (FOI) legislation, which perhaps 
unexpectedly has allowed the police service to 
better manage the release of information into 
the public domain.

The ACPOS forces have various strategic and 
tactical resources in place to reduce the risk from 
unauthorised disclosure of information to the 
media and to protect officers and staff most at 
risk from such approaches. 

Robust audit facilities on police information 
systems and staff knowledge of such facilities 
have also reduced the likelihood that staff will 
access and disclose police information. 

Close liaison with information security officers 
across the ACPOS forces has ensured that 
a range of tactical options exists to progress 
investigations and that audit facilities are an 
intrinsic part of all new police information 
systems. A recent United Kingdom Threat 
Assessment of Organised Crime provides that:

SOCG are keen to acquire law enforcement 
information, and look to corrupt staff in law 
enforcement agencies to provide it. Criminals 
want such information for a variety of reasons, 
but principally in order to avoid detection, to 
identify “leaks” in their organisation, to build 
their understanding of law enforcement tactics, 
to stay ahead of their criminal competitors and 
to increase their credibility amongst criminal 
peers. Corrupt law enforcement personnel tend 
to be tasked by criminals to obtain specific 
information, which is usually held either on 
national databases or on local law enforcement 
intelligence systems. 

With significant profits to protect SOCGs are 
known to be willing to invest considerable sums 
of money for this type of information although 
experience shows however that such payments 
are seldom necessary, as law enforcement 
information is known to have been secured by 
SOCGs for a very limited outlay. 

These have included, for example, discounts on 
designer clothing, hospitality at sporting events, 
free use of holiday accommodation and access 
to VIP areas within licensed premises. The latter 
is of particular note as SOCGs have connections 
with many door security providers, and it is a 
common tactic to provide younger police officers 
with ‘free’ and/or ‘priority’ access to nightclubs. 
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Such ‘free’ access may be slowly extended over 
time by SOCGs to include ‘free’ alcohol and 
other ‘free’ services until such times as the officer 
or staff member is effectively corrupted. 

Prevention briefings will ensure officers are 
aware that those who choose to reveal, and 
make use of, their occupation for some favour at 
licensed premises may have made a costly and 
ultimately dangerous error. 

It is known that SOCGs based in Scotland 
have attempted to exploit the recent increase in 
recruitment to and retirement from the Force. 
These attempts have included what may be 
described as ‘sponsored’ applications to join 
from individuals who may appear suitable, but 
who have known allegiances and loyalties to 
SOCGs. 

The fact that SOCGs are willing to make a 
long-term investment in the placement of such 
individuals within the organisation perhaps 
underlines the level of criminal profit that they 
seek to protect. Only time will determine whether 
efforts to thwart such attempts have been 
successful. 

A recent United Kingdom Threat Assessment of 
Organised Crime also provides that:

Organised criminals gather intelligence to 
protect themselves and to identify opportunities 
for criminal gain. They value, in particular, 
information on law enforcement operations, 
intentions, techniques and capability. Criminals 
gain insights into how law enforcement 
operates by corrupting law enforcement officers 
and others with inside knowledge, attending 
court hearings, following media reports of 
investigations, and debriefing associates who 
have been arrested. This may include obtaining 
details of witnesses in order to intimidate or 
coerce them into perverting the course of justice.

A number of organised criminals have turned 
to third parties with a specific knowledge of 
law enforcement techniques, technology and 
procedures, for example retired police officers 
who have moved into security advice or private 
investigation. These specialists provide security 
advice, links to corrupt or vulnerable former 
colleagues and illegal acquisition of data to 
help further the criminal activity or to undermine 
criminal investigations and prosecutions.

The private investigation industry in Scotland 
is assessed to present a VERY HIGH risk to 
law enforcement. It is known that a significant 
number of former officers trained in covert and 
intelligence disciplines have, on retirement or 
resignation, gained employment within the 
private investigations industry and maintain close 
associations with serving officers and staff. 

Reliable intelligence provides that the 
private investigations industry maintains a 
comprehensive web of sources across Scottish 
law enforcement using former loyalties, 
family connections, disaffection and low level 
inducements to unlawfully gain access to police 
information.
 
* Has anyone approached you looking  
 for ‘inside information’? 

* Do you know any colleagues who   
 show an unhealthy interest in specialist  
 techniques, intelligence, covert   
 operations or serious crime enquiries?  

* Do you know any former colleagues  
 who may be using you as a source  of   
 current policing information?  

* Do any colleagues appear to be   
 accessing information for no obviously  
 legitimate purpose?  

CORRUPTION CRIMES TYPES
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 2.4 Dishonesty 

Law enforcement officers and members of 
police staff are afforded an enhanced level of 
trust and with such trust, it is implicitly expected 
that they will be honest and will not succumb 
to temptation when presented with felonious 
opportunities through their position or role. 

Such opportunities may include responsibility 
for items of found property and productions 
that may include items of significant value, 
including cash. Other opportunities may include 
detailed knowledge and information of security 
arrangements within the private sector and novel 
‘modus operandi’ which they may consider 
utilising for personal gain. 

Whilst affording higher levels of trust to officers 
and staff, Scottish law enforcement recognises 
that some posts offer greater opportunities, 
so require an enhanced level of initial and in 
service vetting. 

Force policy and standard operating procedures 
exist specifically to mitigate the risks known to 
be involved in such situations, and adherence to 
procedures is assessed to be high. 

It is perhaps an unavoidable fact that, very 
occasionally and for a range of wider societal 
reasons, law enforcement officers and staff have 
succumbed to temptations presented through 
their role. 

Contemporary financial issues including 
unmanageable levels of personal debt, 
availability of credit, interest rates, residual 
student debts, poor financial management skills, 
historically high house prices and unrealistic 
lifestyle aspirations are having an impact within 
Scottish law enforcement and can leave officers 
and staff vulnerable to dishonest resolution.  

A range of employer and partner agency support 
is available to help reduce these risks including 
the Employee Wellbeing Programmes and 
financial advice provided by the Scottish Police 
Credit Union. 

Instances of dishonesty and involvement in 
serious crime are very rare within Scottish law 
enforcement and, despite the prevailing personal 
financial difficulties of society, adherence to 
Force policy and procedures will continue to 
reduce opportunities and risk. 

* Do you know any colleagues who
 appear to be living beyond their 
 means?  

* Are there any serious crimes under
 investigation where the M.O. 
 appears to show knowledge of law 
 enforcement systems, processes or 
 investigation methods?   

* Do you know any colleagues who may 
 be involved in crime?  

2.5 Substance allegations   

A  recent UK Report on drug misuse provides 
that 25.2% of persons aged 16 to 24 reported 
having used controlled drugs over the previous 
year. 

Scottish law enforcement is presently in the midst 
of its largest-ever recruitment programme with 
over 5,000 officers with an average age of 25 
years, expected to be recruited over a five year 
period. 

While it would be reassuring to think otherwise, 
there is no evidence that numbers of younger 
people within the police service having used 
controlled drugs prior to joining the police 
service, is any different from society in general. 
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There is also evidence that a number of Scottish 
law enforcement officers and staff regularly use 
controlled drugs with cocaine being the most 
commonly abused drug.  

Aside from the straightforward fact that such 
possession and use is contrary to the laws we 
are entrusted to uphold, the use of controlled 
drugs by law enforcement officers and staff has 
other serious implications for the Scottish police 
service. 

These include: 

•	 fitness	for	duty,	particularly	if	recalled	in		 	
 emergencies  
•	 necessary	association	with	criminals	to	obtain		
 the drug
•	 potential	for	blackmail	by	criminal	suppliers
•	 debt	through	purchase	of	drugs
•	 potential	to	become	involved	in	supply	to			
 colleagues
•	 loss	of	public	respect	and	confidence

The ACPOS Strategy for a healthy police service 
‘Fit for Duty’ outlines work underway across 
Scottish law enforcement to improve the health 
and well being of officers and staff. 

Drug misuse may have a negative impact on the 
well being of not only the individual, but also 
their family members, colleagues and members 
of the public. 

Employee Wellbeing Programmes are also 
available 24 hours a day and 7 days a week 
to provide support, advice and guidance to 
all officers and staff and help ensure that 
vulnerabilities are reduced. 

Drug testing policies and operating procedures 
are also being rolled out across Scottish law 
enforcement as a preventative measure.   

Alcohol and steroids feature in a number of 
allegations or reports and their abuse by law 
enforcement officers and staff is a causal factor 
in other enquiries. 

These are most typically criminal association 
and unauthorised disclosure where alcohol 
consumption has perhaps affected the 
judgement of officers and staff or, in the case 
of steroids, brought officers and staff close to 
criminals involved in their supply. 

Excessive alcohol consumption is known to have 
an impact on police absence rates and is a 
significant contributory factor in many off-duty 
misconduct offences under the Police (Conduct) 
(Scotland) Regulations 1996. 

Employee Wellbeing Programmes also offer 
advice and guidance in relation to alcohol 
dependencies and the use of steroids and help 
to ensure that vulnerabilities are reduced. 

* Do you know any colleagues who use 
 or are concerned in the supply of 
 illegal substances? 

CORRUPTION CRIMES TYPES
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RELATED ISSUES

3.1 Information Security 

The most valuable and most sought after 
commodity held by Scottish law enforcement is 
information and it is therefore vital that physical 
and electronic security arrangements are robust.
 
Information Security Officers at the ACPOS 
forces have responsibility for physical and 
electronic security arrangements and close 
co-operation and working arrangements with 
counter corruption staff allow trends, threats and 
emerging issues to be identified and shared. 

Breaches of security are invariably caused by law 
enforcement officers and staff failing to adhere 
to existing policies and procedures with common 
threats being identified as: 

•	 external	physical	security	–	windows	and		 	
 doors left unlocked
•	 display	of	identity	cards	–	unwillingness	to		
 challenge
•	 police	vehicles	–	police	material	left	on	view
•	 contractors	and	visitors	–	unaccompanied	or		
 unsupervised 
•	 GPMS	–	handling,	storage	or	destruction			
 breaches
•	 GPMS	–	electronic	transfer	of	material	across		
 internet
•	 offices	–	clear	desk	policies	not	enforced
•	 computers-	failure	to	log	off
•	 computers	–	visible	from	outside	premises
•	 computers	–	sharing	of	passwords
•	 operational	information	–	visible	to	visitors
•	 media	–	disposal	in	general	waste
•	 external	transfer	–	security	of	portable		 	
 devices, laptops, PDAs, discs, USB  
•	 briefing	material	–	audit	facility	absent	
•	 mobile	camera	phones	–	images	captured		
 from screens  

All law enforcement officers and staff have 
an obligation to comply with information 
security policy and procedures and supervisors 
must ensure weaknesses or poor practice is 
addressed. 

It is known that failure to address such 
weaknesses serves only to make corruption 
easier to commit and more difficult to detect. 

* How secure is your workplace and your  
 working practices?   

3.2 Audit 

Existing audit facilities on national systems 
such as SID, CHS and PNC, and widespread 
knowledge of these facilities among staff, has 
a strong preventative impact and reduces the 
likelihood of unauthorised disclosure of police 
information from these systems. 

The Police National Database, due for delivery 
by the end of 2010, will provide a National (UK) 
intelligence and information sharing capability, 
making locally held intelligence available to 
authorised users across the UK.  

Arrangements are being made to ensure 
that audit facilities for PND users will counter 
the increased risk of such intelligence being 
available across the UK. 

The absence of audit facilities within some 
existing police systems presents a VERY HIGH 
risk that personal information will be unlawfully 
accessed and/or disclosed.    
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There is concern that the reproduction of 
information from auditable systems, such as 
the Scottish Intelligence Database, onto other 
non-auditable briefing systems presents a VERY 
HIGH risk that may encourage unauthorised 
disclosures and hamper subsequent 
investigations.    

Comprehensive audit facility on all information 
systems acts as a significant deterrent to 
unauthorised access and/or disclosure and 
knowledge of such audit capabilities should be 
widespread. 

* Expect to be asked for an explanation  
 of your reasons for all systems access. 

3.3 Vetting 

Vetting is the first line of defence against law 
enforcement corruption. 

Robust vetting policy and processes are vital 
in attempting to ensure that potentially corrupt 
individuals do not gain employment with 
Scottish law enforcement or gain close access to 
premises or information held.

It must be recognised, however, that vetting 
checks represent a picture of a particular 
moment in time and specific personal 
circumstances at that time and vetting must be 
an ongoing process to ensure that changes to 
personal circumstances are identified. 

Temporary and agency staff are assessed to 
represent a particular risk to law enforcement 
and it should be reinforced that vetting must 
be completed prior to such staff commencing 
employment.

The ACPOS ‘National Vetting Policy for the 
Police Community’ introduces robust national 
standards including greater use of management 
vetting for sensitive posts across Scotland 
and is assessed to be a significant positive 
development. 

* Do you know anyone linked to   
 criminals who may be applying to join?  

3.4 Internet Social Networking Sites   
  (SNS) 

Social networking sites (SNS) are a recent 
Internet phenomena with the most popular 
sites becoming available only over the past 
five or so years. In 2007, over two-thirds of 
the adult population of Scotland accessed the 
Internet almost every day and spent over a 
quarter of their time online using SNS and other 
communication sites, such as MSN messenger. 

In simple terms, SNS offer users a personal 
website and the opportunity to communicate 
with other persons online in a manner that 
is changing the nature of social interaction.  
SNS allow users to post personal information, 
images, and comments and, despite an illusion 
of privacy, all information provided can easily 
become public information. 

A significant number of police officers and staff 
have made their personal information and 
opinions publicly available on SNS. 

SNS present a threat to the integrity of Scottish 
law enforcement, but not to the extent that 
officers and staff should be restricted from 
making any use of the benefits they offer. 
Preventative action and guidance will reduce 
the risks to individual officers and to the police 
service as a whole. 

RELATED ISSUES
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SNS also present an additional opportunity 
for Scottish law enforcement to engage with 
the communities we serve and, in particular, 
with minority sections of the community who 
may have deep-rooted mistrust of the law 
enforcement.  

The recently updated ACPOS Code of Ethical 
Practice contains guidance to all officers and 
staff on the safe use of SNS. 

* Is your use of SNS leaving you   
 vulnerable?  

3.5 Ethical standards

Many instances of law enforcement corruption 
could be averted through earlier successful 
intervention by supervisors or senior 
management when ‘warning signs’ are observed 
in the behaviour or actions of law enforcement 
individuals or groups.

There is evidence that sound ethical practice 
within law enforcement is the best deterrent to 
corruption and can prevent many minor issues 
escalating to more serious issues of concern. 

Senior managers and supervisors must ensure 
that all aspects of their personal conduct, 
corporate governance, selection, policy and 
management,  represent the fair and consistent 
discharge of their authority. 

Strong, transparent and ethical leadership 
engenders trust and respect from officers and 
staff and fosters a sense of pride that is vital if 
corruption is to be prevented or reduced. 

Supervisors of all ranks have a responsibility 
to be constantly aware of the threat from law 
enforcement corruption and should be alive to 
any indicators that personal standards, on or off 
duty, are placing individuals at risk. 

Awareness however is not in itself enough and 
all supervisors must accept responsibility to raise 
and, wherever possible, address emerging issues 
at the earliest stage.

In terms of threat or risk, weak supervision and 
the associated failure to properly demonstrate 
and enforce standards can combine to create an 
environment where corruption will flourish.

The ACPOS Code of Ethical Practice has recently 
been updated and provides excellent advice to 
all Scottish law enforcement officers and staff on 
the subjects of: 

•	 integrity	
•	 transparency	
•	 accountability
•	 responsibility,	and	
•	 impartiality	
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COUNTER CORRUPTION CONTROL STRATEGY

The five counter corruption Control Strategy 
priority issues for the ACPOS forces from 2010 
to 2013 are:     

1.  Prevention of Corruption Act 1906 and  
  perverting the course of justice 
2.  Criminal association  
3.  Unauthorised disclosure
4.  Dishonesty
5.  Substance allegations 

The overall aim of all counter corruption 
resources in Scotland is in line with the Scottish 
Policing Performance Framework (SPPF) high 
level objective to increase public confidence in 
policing.  

The following are the Control Strategy Priority 
actions to address all of the foregoing issues.

Prevention Priorities 

•	 Deliver	preventative	presentations	to	educate		
 staff on action they can take to reduce   
 personal and organisational vulnerability

•	 Ensure	strict	adherence	to	the	National		 	
 Vetting Policy for the Police Community

•	 Encourage	supervisors	to	intervene	early		 	
 where vulnerabilities are identified

•	 Provide	preventative	advice	to	officers		 	
 and staff identified as being targeted by   
 corrupting influences or at risk due to lifestyle 
 choice

•	 Increase	organisational	awareness	of	the			
 threat from law enforcement corruption

•	 Research	the	Internet	and	SNS	and	have		 	
 action taken to remove inappropriate   
 comments or material relating to Scottish law  
 enforcement

•	 Publicise	and	carry	out	random,	targeted	and		
 automatic monitoring of force email systems 

•	 Use	all	available	means	to	encourage	pride		
 in Scottish law enforcement

•	 Promote	awareness	of	the	advice	within	the		
 ACPOS Code of Ethical Practice 

Intelligence Priorities

•	 Provide	an	effective	confidential	or		 	
 independent reporting method for the   
 reporting of suspicions of corruption. 

•	 Encourage	the	reporting	of	corruption	and		
 corrupters on SID

•	 Monitor	and	audit	access	to	force	systems.

•	 Monitor	media	interest	in	law	enforcement		
 activity and articles published for suspicion of  
 unauthorised disclosure

•	 Monitor	email	system	use	though	random,	
 targeted and automatic monitoring

•	 Monitor	public	complaints	to	identify	any			
 underlying issues suggesting corruption

•	 Receive,	research,	analyse	and	assess	reports		
 of corruption 

•	 Prepare	Target	Profiles	for	operational		 	
 investigation

•	 Identify	criminals	and	others	attempting	to		
 corrupt officers and staff  

•	 Research	corruption	intelligence	databases	
 as part of vetting processes for promotion,  
 internal transfer, transfer to sensitive posts,  
 recruiting and external transferees  
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•	 Maintain	SPOC	for	receipt	of	Suspicious		 	
 Activity Reports from SOCA 

•	 Support	SPSA	responsibilities	by	maintaining		
 an accurate record of criminal history
 convictions of officers and staff  for   
 Disclosure purposes

•	 Provide	an	assessment	of	suitability	of	staff		
 secondary business or employment 

•	 Ensure	liaison	between	corruption	and	
 other intelligence units targeting SOCG to 
 increase operational security and identify   
 corruption

•	 Monitor	allegations	and	reports	for	evidence		
 of particular vulnerabilities within any  
 minority section of law enforcement  

•	 Prepare	Strategic	counter	corruption	
 intelligence products to inform operational 
 decision making and policy 

•	 Ensure	awareness	of	corruption	risks	are	
 ingrained within Force policies and 
 procedures, and specifically those relating 
 to Human Resources, Recruitment, Vetting, 
 Information and physical security, 
 Operational activity, Intelligence,
 Compliance and Audit

Enforcement Priorities

•	 Investigate	target	profiles	relating	to	alleged		
 corruption 
•	 Prepare	media	strategies	for	all	post	arrest		
 and/or convictions for corruption 

COUNTER CORRUPTION 
CONTROL STRATEGY
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COUNTER CORRUPTION INTELLIGENCE REQUIREMENT

Scottish Counter Corruption
Intelligence Requirement

2010 - 2013

Priority
Issues

Corruption &
Perverting

the Course of
Justice

Criminal 
Association

Unauthorised 
Disclosure

Dishonesty

Substance 
Allegations

1. Identity of law enforcement officers and staff suspected to be   
 involved in corruption or perverting the course of justice

2. Identity of former colleagues targeting current staff as sources of  
  information

3. Identity of persons connected with SOCGs who are targeting law  
  enforcement officers and staff

4. Identity of law enforcement officers and staff who show an unhealthy  
  interest in specialist techniques, intelligence, covert  operations or  
 serious crime enquiries

5. Identity of law enforcement officers and staff suspected to be   
 involved in serious crime

6. Are there any serious crimes under investigation where the M.O.
 appears to show knowledge of law enforcement systems,   
  processes or investigation methods

7. Locations where law enforcement officers and staff are associating  
 with criminals or journalists 

8. Identity of journalists targeting law enforcement officers and staff  
 as sources of information

9. Identity of criminals who habitually attend locations frequented by  
 law enforcement officers and staff

10. Identity of law enforcement officers and staff accessing information  
 for no apparently legitimate purpose

11. Identity of law enforcement officers and staff who may be living a  
  lifestyle beyond their means and may be vulnerable to corruption  
 through unmanageable debt or lifestyle choice

12. Identity of law enforcement officers and staff suspected to be   
 involved in the misuse or supply of illegal substances
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