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Dear Convener 
 
EXTRACT FROM REPORT OF MISCONDUCT INVESTIGATION BY THE 
POLICE SERVICE OF NORTHERN IRELAND (PSNI) REGARDING 
UNLAWFUL ACQUISITION OF COMMUNCIATIONS DATA BY POLICE 
SCOTLAND 
 
I refer to the above and to my evidence to the Sub-Committee on 
23 November 2017. 
 
As part of the „organisational learning‟ to which I referred and which I indicated 
Police Scotland intended to share, I now attach an extract from the report 
received recently from ACC Hamilton of the PSNI. 
 
The attached extract does not touch on the contents of that report as it bears 
on the provisions of Regulation 13 of The Police Service of Scotland 
(Conduct) Regulations 2014. As will be appreciated, the substance of an 
Investigator‟s report, produced in terms of Regulation 13, is not for disclosure 
beyond the limited purposes for which it is produced. 
 
I trust the enclosed letter and extract provides the Convener and members of 
the Justice Sub-Committee on Policing with additional information which will 
assist deliberations on this matter. 
 
 

Yours sincerely 

 
 
Alan Speirs 
Assistant Chief Constable 
Professionalism & Assurance 
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APPENDIX A 

 
Report of Misconduct Investigation by the Police Service of Northern Ireland 
(PSNI) Regarding Unlawful Acquisition of Communications Data by Police 
Scotland.  

  
1. Purpose  
 
The purpose of this paper is to provide Deputy Chief Constable Fitzpatrick 
with an overview of the Misconduct Investigation in relation to the unlawful 
acquisition of communications data by or on behalf of the following officers of 
the Police Service of Scotland in April and May 2015: 
 
2. Background  
 
This investigation commenced at the request of Police Scotland following an 
annual inspection by the Interception of Communications Commissioners 
Office (IoCCO) during June 2015. It was determined that five Regulation of 
Investigatory Powers Act (RIPA) 2000 „Applications for Communications Data‟ 
contravened the engaged „Code of Practice‟ and were therefore unlawful.  
 
Expert opinion outlined that whilst some of the alleged conduct could be 
considered “unlawful”, in that it related to procedural contraventions of the 
engaged legislation, it did not necessarily follow that the actions of any 
individual in so doing amounted to a criminal act. Further, in these specific 
circumstances, it was felt that the required threshold for such criminality had 
not been met. 

Preliminary assessments of allegations of misconduct on the part of the seven 
subject officers linked to the applications were undertaken in accordance with 
the provisions of The Police Service of Scotland (Conduct) Regulations 2014 
(the Regulations) and were found to meet the threshold for investigation as 
matters of Gross Misconduct. 
  

In light of the allegations and to ensure impartiality a request for assistance 
was made to the Chief Constable of the Police Service of Northern Ireland 
under the terms of Section 98(3) of the Police Act 1996. Consequently, 
[REDACTED], under and in terms of Regulation 10(4)(a) of the Regulations, 
appointed PSNI Assistant Chief Constable Hamilton as the Investigating 
Officer for the purposes of investigation the misconduct allegations. 
 
Regarding applications generally, the acquisition of communications data 
under RIPA will be a justifiable interference with an individual‟s human rights 
under Article 8 and, in certain circumstances, Article 10 of the European 
Convention on Human Rights, only if the conduct being authorised or required 
to take place is both necessary and proportionate and in accordance with law.  
 
Acquisition of communications data under RIPA involves four roles within a 
relevant public authority:  
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The applicant  

The designated person (DP)  

The single point of contact (SPoC); and  

The senior responsible officer  
 
At the relevant time, all persons involved in the application, SPoC and DP 
process were all investigators within CCU. The previous Codes of Practice 
outlined that DP‟s should be independent of the investigation/operation. It 
was accepted practice within CCU at the relevant time that due to the nature 
of the unit‟s work, DP‟s within CCU authorised applications for 
communications data.  
 
The applicant is a person involved in conducting an investigation or operation 
who makes an application for the acquisition of communications data. The 
applicant completes an application form, setting out for consideration by the 
designated person, the necessity and proportionality of a specific requirement 
for acquiring communications data. 
 
The single point of contact (SPoC) is an accredited individual trained to 
facilitate lawful acquisition of communications data and effective co-operation 
between a public authority and CSP‟s. An accredited SPoC promotes 
efficiency and good practice in ensuring only practical and lawful requirements 
for communications data are undertaken. The SPoC provides objective 
judgement and advice to both the applicant and the DP. In this way the SPoC 
provides a „guardian and gatekeeper‟ function ensuring that public authorities 
act in an informed and lawful manner.  
 
It is the designated person’s (DP) responsibility to consider the application 
and record their considerations at the time. If the DP believes the acquisition 
of communications data is necessary and proportionate, an authorisation is 
granted. Individuals who undertake the role of a DP must have a current 
working knowledge of human rights principles and legislation, specifically 
those of necessity and proportionality, and how they apply to the acquisition of 
communications data. DP‟s must ensure they grant authorisations only for 
purposes and only in respect of types of communications data that a DP of 
their rank may give or grant (Inspector/Chief Inspector – Subscriber details, 
Superintendent – billing/traffic data). The DP shall assess the necessity to 
acquire communications data taking account of any advice provided by the 
SPoC. DP‟s must be independent from operations and investigations when 
granting authorisations. 
 
11. Recommendations for Organisational Learning  
 
11.1 Designated Persons (DP) and Single Points of Contact (SPOC) to be 
independent from operations and investigations.  
The Code currently mandates the independence of DPs from operations and 
investigations except in circumstances of urgency. As the role of SPOC is to 
advise both the applicant and the DP, Police Scotland should also consider a 
requirement for SPOCs to be similarly independent to allow them to function 
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as an effective guardian and gatekeeper for the Force and to ensure that the 
Force acts in a lawful manner.  
 
11.2 Police Scotland should ensure that CCU intelligence management 
processes are fit for purpose.  
Intelligence management processes should be in place to ensure the accurate 
recording, assessment and grading of received intelligence. The process 
should have an audit capability to allow time and date certified identification of 
persons creating, altering or viewing records.  
11.3 Police Scotland should ensure an effective firewall between 
intelligence management processes and investigation teams.  
Such a firewall will protect the integrity of intelligence management processes 
and will also ensure investigators are prevented from making independent 
assessments of the veracity of intelligence.  
 
11.4 The role of the supervisor in the application process should be 
clarified  
Two supervisors who had no knowledge of the applications were subject to 
investigation. Police Scotland guidelines mandate the nomination of a 
supervisor by the applicant however there is no requirement for the supervisor 
to take any action. This position seems fraught with ambiguity and would 
benefit from clarification.  
 
11.5 Police Scotland should ensure that effective processes are in place 
to prepare for the introduction of legislative changes. 
 
The HMICS review of June 2016 found no evidence of organisational failure in 
this regard. However, it was clear from this investigation that knowledge of 
changes to the Code was limited. Police Scotland should that sufficient 
briefing and training is cascaded effectively and targeted at key areas. 
 
Police Service of Northern Ireland  
 
15 December 2017 


