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Dear Neil 
 
IT Cyber attacks 

Thank you for your letter of 19 May 2017 regarding the recent cyber attacks. 
 
Please find below our response to each of the questions you asked: 
 
1. What impact did the recent cyber-attack have on your organisation and the public? 

• None of Renfrewshire Council networks were breached. Robust digital defences are in 
place to reduce the risk of such a breach.   

• Within NHS Greater Glasgow and Clyde a small number of devices were impacted 
across three of our Renfrewshire GP Practices. These were quickly identified and 
devices replaced.  More widely, clinical services continued to operate with no impact to 
patient care and no exfiltration of data.  

2. Following the cyber-attack how has your approach to prevention of such attacks been 
revised? 

• Renfrewshire Council’s ICT Services reacted promptly to the incident, deploying 
emergency security patches released by Microsoft and carrying out additional checks for 
infection.   As a follow up, we are in the process of reviewing our incident reporting, 
management and backup recovery procedures.  Regular communications with all staff 
were issued in the days following the attack and we are also looking into ways of 
increasing awareness of these types of attacks amongst our general staff on an ongoing 
basis.  

• NHS GG&C focus prior to this attack was to ensure that appropriate technical controls 
existed by following advice from software suppliers and Scottish Government eHealth 
guidance to have in place a multi layered security model.  An assessment of the Board’s 
multi layered security model (SANS Critical controls for effective cyber defence) was 
assessed during 2016 by NHS National IT security lead where a number of 
improvements were identified and implemented during the first quarter of 2017.     

• NHS GG&C has also carried out additional internal audit activity during March 2017, with 
a focus on further augmenting our existing cyber defences.  This iterative approach will 
continue. A compliance function has been established within our eHealth Directorate to 
oversee this continuous improvement programme. 

• These above points will therefore frame the NHS GG&C approach moving forward. 

3. What additional support would assist in preventing such attacks? 

• Renfrewshire Council is in a strong position in terms of Cyber Security relative to many 
comparative local authorities.   The Cyber Security Architect is a senior position, CISM 



qualified and attends cyber security events regularly to maintain awareness of evolving 
threats and solutions.  However, that is not common across the public sector.   The 
following should be a common approach:-   

• Mandated, targeted budget ring fenced for cyber security staff, training, 
solutions and IT Health Checks would ensure that organisations could invest 
in cyber security in general.    

• Staff providing security advice should be required to obtain recognised 
information / IT security qualifications.  Cyber threats and ways to deal with 
them are constantly evolving so it is essential that security staff regularly 
attend cyber security events to learn and understand what this means.  

• Cyber security staff either need to be in a senior position so they can enforce 
policy rather than just provide advice and guidance, which may not be 
accepted, or they need to be heard by and supported by the Executive level.    

• Executives should be required to include cyber threats in their Corporate risk 
register and be required to submit an annual report to an independent 
assessor on how they are managing cyber security threats.  The PSN report 
being a good example.      

• Use of Cloud services is increasing but there are currently no mandated 
standards that service providers should meet.  The importance of cyber 
security must be recognised within the tendering process and the percentage 
of the overall score allocated to it should be reflective of this. This could be 
done by mandating that a separate cyber security element is included in all 
ICT purchases to ensure that price is not the deciding factor at the expense of 
cyber security. Also, the adoption of mandated security standards by Private 
Sector ICT service suppliers when bidding for Public Sector contracts would 
improve the security element of available solutions. 

• NHS GG&C suggests: 
•  Improved training and awareness for all staff on good practice guidance in 

relation to cyber security protection. This could be driven nationally. 
•  ICT training / Cyber awareness for GP practice managers/staff across 

Scotland – with consideration given to training expanding to the wider family 
health service contractor groups. 

4. To what extent do you collaborate with other Boards on IT security issues?  

• Renfrewshire Council collaborates with the Scottish Information Security Group which 
represents all 32 Councils, and interacts with Scottish Government, Scottish Police, 
NHS, SCRA and other public sector agencies.  The Group works with other public 
and private sector agencies by putting a representative onto project teams & boards 
to act on behalf of the other members.  The Council is a member of CiSP, a national 
information security warning and advisory portal. 

• NHS GG&C eHealth Director, William Edwards, plays an active role in the national 
eHealth Leads Group where discussions around IT security collaboration is active 
across Boards. The group works closely with the NHS National IT Security Lead 
(Colin Howarth). 

I trust the above is helpful. 
 
Yours sincerely 
 

 
David Leese 
Chief Officer 
Renfrewshire Health and Social Care Partnership 


