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31 May 2017 
 
Dear Mr Findlay  
 
 
IT Cyber Attacks 
 
Please find below a written update for the Health & Sport Committee covering the 
NHS 24 impacts that occurred as a result of the recent cyber attack.    
 
1. What impact did the recent cyber-attack have on your organisation and the 

public? 
 

Although NHS 24 were not infected by the WannaCry ransomware virus, it did 
create a significant amount of out of hours activity for the technology staff and the 
technology suppliers. This activity was undertaken around the clock from late 
afternoon on Friday 12th May until late in the evening of Sunday 14th May.  This 
activity was undertaken to lock down any vulnerable areas for intrusion and 
ensuring 100% software patching compliance for all laptops, desktops and 
servers.   
 
All computer equipment used by frontline staff was determined to be uninfected 
and 100% secured shortly after the alert on Friday 12th May.  In alignment with all 
other boards, further activity was undertaken on Monday 15th to ensure that there 
was no infection being detected as back office support staff returned to work after 
the weekend.  NHS 24 monitored the technical estate and there were no 
infections detected.  
 
There was no impact to the service provided to the public by NHS 24 during or 
after the cyber attack. 
 

2. Following the cyber-attack how has your approach to prevention of such 
attacks been revised? 

  
NHS 24 have a monthly patching policy and firewall management in place with 
the managed service provider.   These have been more closely scrutinised by 
NHS 24 and the monthly review of firewall logs, critical patching and anti virus 



   

compliance will now be reported by the managed service provider in much more 
detail. 

 
3. What additional support would assist in preventing such attacks? 

 
Following an internal review of the cyber attack, it was recognised that more 
formal communication out to all boards as soon as the information is available 
would be very helpful. 
 

4. To what extent do you collaborate with other Boards on IT security issues? 
 

 There was extensive collaboration across the boards through the eHealth leads 
during the cyber attack and this is something to review at the next eHealth leads 
meeting in June for future, preventative collaboration. 

 
 
Yours sincerely 
 

 
 
Angiolina Foster CBE 
Chief Executive  
 


