
Draft response to H&SC Committee letter, dated  19th May 
 
1.            What impact did the recent cyber-attack have on your organisation and the public? 
2.            Following the cyber-attack how has your approach to prevention of such attacks been 
revised? 
3.            What additional support would assist in preventing such attacks? 
4.            To what extent do you collaborate with other Boards on IT security issues? 

 
1. Impact Summary: 

Item Description Organisational Impact Pubic Impact 

St Brycedale GP 
Practice 

Local server and 15 PCs 
within the GP practice 
infected  

IT Staff – Isolated Network, 
shut down all IT equipment. 
Worked over the weekend to 
replace the 30 PCs, which 
generated unplanned 
overtime costs. 
GP Staff – Working manual 
on Friday afternoon and St 
Brycedale Monday and part 
of Tuesday until Server was 
recovered. Additional admin 
support was provided to 
assist in entering manual 
backlog. 

GP Practices 
remained open as 
usual.  

Glenwood GP 
Practice 

13 PCs within the GP 
practice infected 

Lomond GP 
Practice 

2 PCs within the GP 
practice infected 

Opera Theatre 
System 

Server which provides the 
Opera Theatre System 
was infected 

IT Staff – Worked over the 
weekend to isolate, protect 
and remediate all key 
systems which generated 
unplanned overtime costs. 
Theatre Staff – Re-keyed any 
data input during the 4 
hours  after the backup 
recovery point and before 
isolation (16:00 – 20:00 
Friday). Also manual working 
whilst system was isolated 
for remediation 20:00 Friday 
– 13:50 Saturday. 
Estates Staff – No impact as 
department was closed over 
the weekend. 
Regarding the 12 other 
servers, there was no impact 
on any operational services 
and these were easily 
recovered using ‘snapshot’ 
technology. 
LAB Analysers – Impact on 
time to report results as all 
results required manual 
keying. Dependent on third 

No impact on public 
all issues were 
absorbed by NHS 
Fife Staff. 
 

Estates Call 
Management 

Server which provides the 
Estates Call / Job 
Management System was 
infected 

Lab Analyser 
middleware 

CITM Server which 
connects the lab analysers 
with the lab software 

Other Servers 12 other minor, non-data 
bearing servers infected 



party supplier to restore 
services. Services restored 
16:00 Sunday. 

Core Server 
Farm 
Precautionary 
Isolation 

In line with best practice 
guidelines. As a 
precaution, self-
preservation was assured 
by isolating the servers 
from the network. This 
could be done instantly by 
disconnecting the virtual 
switches.  
This action protected NHS 
Fife from a potentially 
catastrophic level of 
infection.  

General Impact – 
Widespread interruptions to 
IT Services from 20:00 Friday 
until 14:00 Saturday, whilst 
systems were protected and 
brought back on line in order 
of clinically prioritised 
criticality. The main Patient 
Management System and 
Telephony were resilient in a 
different way and remained 
online throughout. 
IT Staff – Worked over the 
weekend to protect all key 
systems and bring them back 
online which generated 
unplanned overtime costs. 
Medical Staff – NHS Medical 
Staff on shift in the Acute 
Hospital and community 
hospitals implemented 
Business Continuity plans, 
although this did have an 
adverse effect on staff as 
evidence of fatigue was seen.  
 

Minimal impact on 
public, issues were 
absorbed by NHS 
Fife Staff. 
 

 
2. Changes in prevention approach – The lessons learned are not yet fully complied, although a 

debrief meeting will take place on 24th May to review the Major Incident Report, agree the 
lessons learned, prioritise the actions list and work out timescales. 
Some items currently on the list for discussion include:- 
Microsoft Patching – Microsoft patching is very resource intensive, NHS Fife’s approach is to 
bundle patches into a  bi-monthly update , therefore NHS Fife runs 6-8 weeks behind the last 
Microsoft release date. Patches are tested then trickled out over a 2 week period to manage 
adverse issues. To expedite patch updates,   eHealth would need to divert resources from 
other activities. A quick win would be to formally review and risk assess each patch release 
list and take proactive action on that basis. 
Hardening Endpoint Security – Considerations will be made whether to lock down Macro 
scripting further and whether to enable endpoint firewalls on Desktops and Servers. Taking 
care not to create adverse effects on functionality. 
Hardening GP Practice Endpoint Security – Due to legacy arrangements with IT systems 
within GPs, the endpoint security is more relaxed. This will be reviewed and steps taken to 
remove local admin rights, standardise and lock down desktop / server and force GP’s web 
traffic through a proxy server and content filter. 
eMail filtering – Strong discussion required with our email provider on increase security 
levels.  



Expedite rollout of new Endpoint Security – NHS Fife are currently implementing improved 
scanning and vulnerability management, however, to enable us to maximise the benefit 
some external skills will be required. 
 

3. A co-ordinated National TVA (Topological Vulnerability Analysis) Function in Scotland - To 
understand overall vulnerability to network attack, NHS Scotland must consider 
attacker exploits not just in isolation, but also in combination. Individual Health Boards will 
struggle to afford the vulnerability scanning tools and IT Security skills required to analyse, 
risk assess and report / advise on all vulnerabilities. Scottish Government should consider a 
national TVA function for the NHS, which could deploy vulnerability scanners into individual 
organisations, then warn of any doors open to threats. The TVA function will also be 
expected to carry out audits and constantly monitor threats so that useful alerts and 
warnings can be routinely sent out, then followed up. 

Investment in improved security tools to prevent and detect threats and to maintain 
confidence in patching. 
Additional IT staff resource to improve test and deploy security patches including monitoring 
and detection of threats. 
Purchase and deploy enhanced endpoint product functionality specifically to address 
ransomware. 
Improved training for staff on good practice guidance. 
ICT security & service continuity training for GP practice managers. 
 

4. NHS National Services Scotland host a quarterly meeting called the National Information 
Security Forum. This is attended by all IT Security representatives from each board and they 
discuss current threats and vulnerabilities and exchange intelligence.  
 

5. The speed of a coordinated response within the NHS in Scotland on Friday afternoon / 
evening has been widely complemented by Police Scotland and others. As we dig deeper 
into the timeline to write up our reports, it is clear that forum mentioned above and their 
communication lines were key to this quick response. NSS were first informed at 14:15 on 
Friday, following that first indications of a ‘widespread issue’ were apparent at around 
15:00, by 16:00 port 445 was identified as an issue and locked down on SWAN perimeter 
firewalls and by 17:00 concise intelligence was sent out by NSS regarding the threat profile 
with some advice on protection and remediation. 
 

 
 
 


